Crackers and cookies are:

A. Bytes to share with friends.
B. The best minor league baseball team

of all time and their cheerleaders.

C. Hackers who attempt to break a
program (crackers) and data stored
on your computer by a Web server
(cookies).
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Exploring the Dark Side of the
Internet




e Malware
* Viruses, et al.
* Spyware / Adware

e Privacy
* Phishing
e Malicious

* Cracking (not hacking)
* Network service attacks
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e Spyware
e Adware
 Embedded Programs

e Trojan Horse

e Browser Hijackers
e Dialers

e \Worms
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e Profit
e Malice

e Boredom

e Business

e A challenge

e “Respect” from other virii writers
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e Virii
* Programs will stop working correctly
* Loosing data (documents disappearing)

* Computer is running slower than normal

e Spyware
* Popups (on or off the internet)
* New toolbars
* Home page changes
* Search results look different
* Error messages when accessing the web
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W :l-Elt-Eltl.EISEEI. if present, could cause erratic operation and other compuker |:|r'|:||:||.3r|'|::l, ir||:|u|:|ir|g:
m performance
[ up
system crashes
Details:

To ensi i i ting ¢ krongly recommend vou scan and clean vour
running R

d scan Faor errars, clic

rined or imgplied.

From time-to-time, Callvave will dizplay advedizements from select patner companies. To updste your settings, festures, or to check-out ather
zervice levels (without ads), please click here.
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Warning - Spyware Notice

Waitend - F roar Coffgaiter s baeh iufdehi)
shovesesr B uael, & mery B infeched waith
Sechesirs or Spyware.

o fean your cofnpiber, obok e Bekoas
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Are you being spied on?

Internet thieves watch and record your
personal and private infermation, ev
websites you visit, without you ever knowing.
Fight back! Find out who is spying on you.

MEHEES AT

FREE scan compliments of Software™
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¥ System Stabdity Wizard - Microsoft Internet Explores

Trs Foarmenadi o Ly T ]

System Stability Wizard

Svstem Check: Windows system detected - OK!
---|I i
\ V Browser Check: OK!
" I T Version Check: OK!

Registry Check:  WARNING! Your System Registry may
have a large number of errors in it These
can canse crashes and other problems.

Would vou like to check for and correct the potential issue?

ik Cancel

For Muore Informsiiaon, Plesse Click the Inliwmastion Menu
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’g  Special Discounts and Offers - Microsoft Internet Explorer

‘E ‘G n T RICCEST EONUS ONIEENEL!
|

2 Easy Steps

| Greter Groet] & Gl Bevrdeed e

oY,

=% J200% Boiiis!

e
‘v A .

% . . il O \
= 200% Bonus for New Players NNAATK N2 @E lilake) ﬁi‘? OV

* Fost & Fosy Downlood
* Cu’rhng Edge Sol‘hﬁme

E.I] Done #® Internet
of Washington




_ (Ffe.gvmg thfalls

Sit back and relax as you
watch and hear water flow
gently over the waterfall as
birds fly by, fish swim and

soothing music plays.
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~¥Ya hur:

MSN I
¥ buddies into

Easy Messenger is powered by 180search Assistant, a program that helps you conduct faster, more
e szarches und helps keep online enfﬂrhﬂnmﬂn’r and downloads free and safe. When
f r system tray. This program
web pages daily.

By selecting “Finish™ you agree to the Terms and Conditions of the end user license agreement.

Download Ea ssenger for FREE now!
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Internet Explorer - Security Warning

Do you want to install this software?

m—r Mame: Culb3D Acki
Publisher: CYCORE AB

¥ |More options
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Security Warning

Il and run

vz trust content from B Plugin

b are Info
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Free Access Plugin 1.117 Unsigned

from:  www2. flingstone.com/cabfsbe_netscape, xpi

oftware can damage your computer or violate your
privacy.
You should only install software from sources that
you trust.
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e Use a legitimate spyware removal
program
* Windows Defender:

http:.//www.microsoft.com/athome/se
curity/spyware/software/

* Spybot:
http.//www.safer-networking.org/en/
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e Be conscious of what you are clicking
on/downloading

e Some pop-ups have what appears to be

a close button, but will actually try to
iInstall spyware when you click on it.
Always look for the topmost right red X.

e« Remember that things on the internet are
rarely free. “Free” Screensavers etc.
generally contain ads or worse that pay
the programmer for their time.

fit100-21-spyware © 2008 University
of Washington




e Run antivirus software

* http:.//www.washington.edu/comjputin
g/security

e Keep it up to date!

% Virus definitions need to be updated
regularly!
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e Most commonly an Emaill stating your
account information needs updating

e \Watch for URL’s that are numeric or

different from the link you clicked on

e Best thing to do is to type in the URL and
check your account directly without
following any links in the Emaill

e Many legitimate emails no longer contain
a link (Paypal)
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Toals Mesfa_geﬂeh:l o S
“8 ‘ 2 X ‘ @ O

Reply Al Forward Print Delete | Previous Mext

Addresses
From: PayPal
Date: Saturday, October 23, 2004 11:15 PM
To: nonge
Subject: Receipt for Your Payment to phonebuyer
ilSDme pictures have been blocked to help prevent the sender from identifying your computer. Click here to download pictures.

This email confirms that vou have paid phonebuver (phonebuverd51@vahoo.com) $278.99 USD

using PavPal.
Payvment Details
Item#  Item Title Quantity Price Subtotal
8126628705 Myst 11 1 $270. §270.00

USD USD

Shipping & Handling via USPS First Class Mail $8.99 USD
(includes anv seller handling fees)

Shipping Insurance (not offered) - -

5278.99

Total: USD

If you did not aothorize this payment or if youn need assistance with
your account, please contact PayPal cuostomer service at:

https://wwW.paypal . com/ row/wi/f=payment—-fraud

http: ffpaypalpro.us/nou




Reply &l Forward Prink

ik Matice
pt 2004 12:41p

Subject: [10] Woodgrove Account Yiolation

woodgrove member, B Graphic from bank's actual web site

and condition
control or those vou designate at
unt that i that okher parties

k unauthorized ac LF
ailed login atkernpts in a 24-hour
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OAW— http: 203,144, 2




& UK SERIAL KTLLER .

fle Edt Vew [ook Messags el
&y & W = | > & ¥ 23|

Reply . Repy Al Forward Prnit Detate Presvious et Addresses

From:
Date:
T

Subject:  Ur SERTAL KHAER

ROYAL SECURITY AND FINANCE LTD
LONDON WIH 5A4
TELL 44 7040114979

DEAR

LAM PAUL OWEN THE AUDITOR TO ROYAL SECURITY AND FINANCE LTD, A PRIVATE CONMPANY THAT
OPERATE A FINANCIAL SECURITY., VAULT AND DIPLOMATIC' SERVICES . WHERE ONE MES MARIE QUINN
DEPOSITED A CASH OF $19 MILLION SOME YEARS GO, AND ABANDONED THE DEPOSIT. WE HAVE TO
INVESTIGATE AND DISCOVERED THAT SHE WAS A VICTIM OF DR HAROLD SHIPKAN

AT SERIAL EILLER., FOR DETAIL CHECT THIS WEBSITE-

hitp:/wwaw anurdernk. cony' senalkillers/ shapmans_victuns htm

AND

Ittp s manchesteronlue couk/news slupman tiial/ content/ shap 1 Iitinl

WE HAVE TRIED TO LOCATE ANY OF HER. RELATIVE TO CLAIM THE FUNDS BUT ALL IN VAIN, HER. NEXT
OF KIN COMMITED SUICIDE. I AND MY ASSISTANT HAVE THEREFORE DECIDED TO PRESENT YOU AS THE
NEXT OF KIN TO OUR. LATE CLIENT BECAUSE THE COMPANY WILL CONFISICATE THE FUNDS AS
INCLAIMED DEPOSIT IF NO BODY COMES UP FOR THIS FUINDS

WE HAVE CONCLUDED ALL ARRANGMENT FOR YOU TO COME AND CLAIM THE FUNDS WITH OTT TEARS
AS WE WILL PROVIDE RELATIVE DOCUMENT THAT WILL LEGITIMISE YOU AS THE OWNER.IN A RETURN
MAIL INDICATE YOUR DIRECT PHONE NUMBER SO THAT WE CAN TALK OVER THINGS

YOURS FAITHFULLY

PATUL OWEN

ALTERNATIVE EMAIL : poweni@emanl 2me net

hitp- webmaml wanadoo es. Tu comreo gratmto, rapicdo v en espanol




(Chank.
i Sear Servicy Giearanteod (3541

Dear IS Bank Customer,

During our regular update and verfication of the Internet Banking Accounts, we could not vertfy your

our services has been imited. Pleasze update vour information.

To update vour account mformation and start using our services please click on the link below:
http e ushanl. comfinternetE anlin oF equestEouterfrequestCmdld=TisplayLoomF aoe

externally requested through Customer Support.

current mformation. Etther vour information has been changed or mcomplete, as a result your access to use

Iote: Eequests for information will be inttiated by TS Bank Business Development;, this process cannot be

sincerely,
175 Banl Accounts Department.
Surmmoane | LAY} | Rarnly | Rarnl: &l | Frnmard | Nalata

Kl |
E http: / ftestme. 3322 org/fag/bin/index_html & Internet




] it indoa et bon Toa CHIBank cliarks || Thay, 96 Sap S 14:56:5% +0600] - Hachricht (HTKL) - LS.&25CH .;J.Fj
Dstel Deabafen Ansche Drflgen Fomst Extras addionsn 7

By antweten | 00 a0en srbworten | W Weterieken | (Zh r¥ IR -7,

Mo MBS0 [arieie s ref ootk com] Gaseradet: Do 1505, 2004 LI5S
Anc B e s ]

[w ]

E-rq_rir: ol Pl i o B o Erﬂﬂ:lﬁﬁ[rm. L6 Sopn D00 145513 -|-|;|6-|;|'.'||
F e T
cItl

Dwear CinBank cushamer,

Racently there have baen a large number of ideatity theft atempts targeting CibEank
customers. In order to safeguard your account, we require that you confirm your
banking details

This process is mandatory, and if not completed wathin the nearast ime your account
may be subject to temporary SUspension

Tosacuraly confirm yow Cilbank acoount delsals please 9o 1o

EtlpE el di-we citbank comdsinnin'soiptelosinfusar felupien

Thank you for your prompt attenbon to this matter and thank yow for using CriBankd

Cib® Identity Theft Solutions

M mermber al ciligroup




A .
& TKO NOTICE: eBay request, please read - Mozilla Thunderbird

File Edit \Miew Go  Message Enigmail Tools  Help
x To protect your privacy, Thunderbird has blocked remote images in this message.

Subject: TKO MOTICE: eBay request, please read From: aw-confirmi@ebay.com 29,09,2004 14:58

&=

Update Your Account Information Within 24 Hours

Yalued eBay Member,

according to our site palicy you will have to confirm that vou are the real owner of the eBay account by
completing the following form or else your account will be suspended within 24 hours for investigations.

Mever share your eBay password to anyone!

Establish vour proof of identity with ID Yerify (free of charge) - an easy way to help others trust you as thair
trading partner. The process takes about § minutes to complete and involves updating your eBay infarmatian,
When you're successfully verified, you will receive an ID Yerify icon 8 in your feedback profile. Currently, the
service is only available to residents of the United States and U.S. territories {Puerto Rico, US Yirgin Islands
and Guam.)

-

To update your eBay recards Click here:

={fp= http://202,149,196,236/, aw-cgicgisk/SignIn. php




e Be Prudent not Paranoid
e Did you Initiate the action?

e \WWhy is this free?
e |s the source trustworthy?
e \When in doubt search for it!
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H = White Hat

* Very tech savvy and use powers for good

* Security consulting, penetration testing,
security audits, etc...

* Goalis to help

e Grey Hat
* Very tech savvy and use powers for good -

sort of

* Goal is often to help, but by doing
mischievous things in the process

e Black Hat
* Very tech savvy
* The bad guy!

* Goalis to “own you”
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e Black Hats doing bad things
Defacing web sites
Stealing private information

Blackmall

b
b
* Stealing money
X
* EfC...
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e Social Engineering
* Manipulating people to have them give you access

* “Hello | am calling from tech support about the
problem you submitted. Let me get your password and

| will help you right away...”
e Buffer Overflow

* Finding problems in programming code

* Writing outside of memory location (Example - writing
past the end of an array into a variable called:
myPassword and saving your own password)

e Cross Site Scripting
* One site or program is used to edit another site

* See my example:
https //facultpvasiany Jpé)tmi.veﬂlfu/samspade/se

OT Vvasigngyo




Also known as a DoS attack

* attack on a computer system or network that causes a
loss of service to users

Consuming the bandwidth of the victim network
or overloading the computational resources of

the victim system.

Sort of like someone constantly calling you over
and over again. You wouldn’t be able to use
your phone.

If they don't affect you directly
* May slow down your network service...

If they do affect you directly

* May block your network service...
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e |[f | wanted to update a group of co-
workers about a project and solicit
their feedback, would | want to use

a synchronous or asynchronous
system??

e \What communication system would
work well and why?




e |[f | were In marketing, and wanted
to “put my finger on the pulse” of a

particular group of people: say

candy lovers, what social
technologies could | use to find out

what they are thinking?
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