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/DVW�7LPH

• W e  bega n on th e T ra nsp ort layer

• F ocus
– H ow  d o w e sen d inform a tio n re lia bly?

• T opics
– A R Q  a nd  s lid in g w in do w s
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7KLV�7LPH

• M ore o n the T ransport La yer

• F ocus
– H ow  d o w e con ne ct p roc esse s?

• T opics
– N am ing  p roc esse s

– C on ne ction  setup  / te ardo w n

– F lo w  co ntro l

Physical

Data Link
Network

Transport

Session

Presentation

Application
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1DPLQJ�3URFHVVHV�6HUYLFHV

• Process h ere  is  an a bstrac t te rm  for your W e b brow ser
(H T TP ), E m ail serve rs  (SM T P ), h ostn am e tran sla tio n
(D N S), R ea lA ud io  p laye r (R T SP ), e tc.

• H ow  d o w e identify  fo r re m ote  com m unication?
– P ro ces s id or m e m ory a dd ress  a re O S -sp ecific  an d tran sie nt …

• So  TC P  and  U D P use P orts
– 16 -b it in teg ers  re pre sen tin g m ailb oxe s th at pro ces ses “re nt”

– Ide ntify  pro ces s u niqu ely  as (IP  a dd re ss, p rotoco l, po rt)
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3LFNLQJ�3RUW�1XPEHUV

• W e  still have the  prob lem  of a lloca tin g  port num bers
– W ha t p ort sho uld a W eb  serve r use  o n h ost X ?

– T o w ha t po rt sh ou ld  you  s en d to  con ta ct tha t W e b server?

• Se rvers typ ica lly b ind  to  “w ell-kno w n ”  port num b ers
– e.g ., H T T P  80 , S M TP  2 5, D N S  53 , …  loo k in /etc /serv ice s

– P o rts  b elow  1 02 4 re serve d for “w ell-kn ow n ” se rv ice s

• C lien ts use O S-assigne d tem p ora ry  (ephe m era l) p orts
– A b ove  10 24 , rec ycle d by  O S  w hen  c lien t fin ish ed
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SrcPort DstPort

Checksum Length

Data

0 16 31

8VHU�'DWDJUDP�3URWRFRO��8'3�

• Prov id es m essag e de livery b etw een  proce sses
– S o urce  po rt fil led  in  b y OS  a s m ess ag e is  se nt

– D estin atio n p ort ide ntifies  U D P  d elive ry  q ue ue  at e nd po in t
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Application
process

Application
process

Application
process

Packets arrive

Ports

Message
Queues

DeMux

8'3�'HOLYHU\

Kernel
boundary
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8'3�&KHFNVXP

• U D P  inc lu des  optiona l p ro tec tio n  aga ins t e rrors
– C he cksum  inten de d a s a n e nd -to -en d ch eck o n de livery

– S o  it co vers  d ata, U D P  he ad er, an d IP  p se ud oh ea de r

SrcPort DstPort

Checksum Length

Data

0 16 31
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7UDQVPLVVLRQ�&RQWURO�3URWRFRO��7&3�

• R elia b le  b i-d ire ctiona l by tes tre am  be tw een p ro cesses
– M e ssag e b ou nd aries are  no t pre se rved

• C on nec tion s
– C on versa tio n be tw ee n tw o  en dp oin ts  w ith  b eg in ning  a nd  en d

• F low  con tro l
– P re ven ts se nd er  from  o ver-ru nn in g re ceiver b uffe rs

• C on ges tion  con tro l
– P re ven ts se nd er  from  o ver-ru nn in g n etw o rk bu ffe rs
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7&3�'HOLYHU\

Application process

Write
bytes

TCP

Send buffer

Segment Segment Segment

Transmit segments

Application process

Read
bytes

TCP

Receive buffer

…

… …
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Options (variable)

Data

Checksum

SrcPort DstPort

HdrLen 0 Flags

UrgPtr

AdvertisedWindow

SequenceNum

Acknowledgment

0 4 10 16 31

7&3�+HDGHU�)RUPDW

• Po rts  p lus  IP  add re sses  ide ntify  a  conne ction
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Options (variable)

Data

Checksum

SrcPort DstPort

HdrLen 0 Flags

UrgPtr

AdvertisedWindow

SequenceNum

Acknowledgment

0 4 10 16 31

7&3�+HDGHU�)RUPDW

• Se quen ce a nd Ack  num b ers used fo r th e  slid ing  w in dow
– C on ge stion  con tro l w orks b y co ntro ll in g th e w in do w  s iz e
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Options (variable)

Data

Checksum

SrcPort DstPort

HdrLen 0 Flags

UrgPtr

AdvertisedWindow

SequenceNum

Acknowledgment

0 4 10 16 31

7&3�+HDGHU�)RUPDW

• F lag s m ay b e U R G , AC K , PS H , R ST , SY N , F IN
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Options (variable)

Data

Checksum

SrcPort DstPort

HdrLen 0 Flags

UrgPtr

AdvertisedWindow

SequenceNum

Acknowledgment

0 4 10 16 31

7&3�+HDGHU�)RUPDW

• Ad vertised  w in dow  is used for flow  contro l
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2WKHU�7&3�+HDGHU�)LHOGV

• H ea der len gth  a llo w s fo r varia b le  len gth  T C P h eade r
w ith  options  fo r ex tens io ns such as  tim esta m ps ,
se le ctive  a cknow ledg em ents, e tc .

• C he cksum  is  ana log ous  to  tha t o f U D P

• U rgent po in ter/data  n ot used in  prac tice

• Ve ry  few  b its  not ass ign ed …
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&RQQHFWLRQ�(VWDEOLVKPHQW

• Bo th  se nder an d rece iver m us t be read y be fore  w e s tart
to  trans fer the  data

– S e nd er an d re ceiver n ee d to  ag ree  o n a se t o f pa ram eters, e.g.,
the  M axim um  S e gm e nt S ize (M S S )

• T his  is s ig na ling
– It se ts  u p s tate at th e e nd po in ts
– C om p are  to  “d ia ling ” in  the  te le pho ne  ne tw ork

• In  T C P  a T hree-W ay  H and sha ke is  use d
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7KUHH�:D\�+DQGVKDNH

• O pens  both  d irec tio ns fo r t ran sfer

Active participant
(client)

Passive participant
(server)

SYN, SequenceNum = x

SYN + ACK, SequenceNum = y,

ACK, Acknowledgment = y + 1

Acknowledgment = x + 1

+data
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6RPH�&RPPHQWV

• W e  cou ld  abbrev ia te  th is se tup, b ut it w as chosen  to  be
robus t, espec ia lly ag a in st d e layed  dup lica tes

– T hre e-w a y h an dsh ak e fro m  T om lin son  19 75

• C ho ice o f chang ing  in itia l seque nce num b ers (ISN s)
m in im izes  the  chance o f hos ts tha t crash ge tting
confused b y a  p re vious  incarnation  o f a  connec tion

• Bu t w ith  ra ndom  ISN  it actua lly  prove s tha t tw o ho sts
can com m u nicate

– W ea k fo rm  of au th en tica tion
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CLOSED

LISTEN

SYN_RCVD SYN_SENT

ESTABLISHED

CLOSE_WAIT

LAST_ACKCLOSING

TIME_WAIT

FIN_WAIT_2

FIN_WAIT_1

Passive open Close

Send/ SYN
SYN/SYN + ACK

SYN + ACK/ACK

SYN/SYN + ACK

ACK

Close /FIN

FIN/ACKClose /FIN

FIN/ACKACK + FIN/ACK Timeout after two 
segment lifetimes

FIN/ACK
ACK

ACK

ACK

Close /FIN

Close

CLOSED

Active open/SYN

7&3�6WDWH�7UDQVLWLRQV
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$JDLQ��ZLWK�6WDWHV

Active participant
(client)

Passive participant
(server)

SYN, SequenceNum = x

SYN + ACK, SequenceNum = y,

ACK, Acknowledgment = y + 1

Acknowledgment = x + 1

+data

LISTEN

SYN_RCVD

SYN_SENT

ESTABLISHED

ESTABLISHED

djw // CSE/EE 461, Winter 2000  L11.21

&RQQHFWLRQ�7HDUGRZQ

• O rd erly  re lease b y sende r a nd rece iver w hen  done
– D elive rs a ll pe nd in g da ta  an d “ha ng s up ”

• C leans  up s ta te  in  send er a nd rece iver

• T C P conn ection  te ardow n fo llow s , but firs t an  a side …
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7KH�7ZR�$UP\�3UREOHP

• Ye llow  arm ies  w ant to  synch ro n ize  the ir a ttacks  to  w in
– B u t the ir m e ssen ge rs m ig ht be  ca ptu red  b y th e ora ng e a rm y

Yellow Army Yellow Army

Orange Army

It is impossible for both Yellow armies guarantee a joint attack! 
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7&3�&RQQHFWLRQ�7HDUGRZQ

• Sym m e tric  close  –  bo th  sides  sh utdow n  ind epen dently

Web server Web browser

FIN

ACK

ACK 

FIN 

FIN_WAIT_1

CLOSE_WAIT

LAST_ACK
FIN_WAIT_2

TIME_WAIT

CLOSEDCLOSED

…
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7KH�7,0(B:$,7�6WDWH

• W e  w ait 2M S L (tw o tim es the m a xim um  segm ent
life tim e o f 60  seconds ) before  com ple ting  th e  close

• W h y?

• AC K  m ight ha ve been los t and  so F IN  w ill be  resent

• C ou ld  in terfere  w ith  a  subsequ ent conne ction
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)ORZ�&RQWURO

• Se nder m u st transm it da ta  no fas ter than  it can be
consum ed  by th e  rece iver

– R ece ive r m ig ht b e a  s low  m ach in e

– A p p m igh t con su m e da ta s lo w ly

• Im p lem ent by  ad jus ting  the  s ize  o f th e  s lid in g  w in dow
used a t the  sende r b ase d on rece iver fee dback a bout
ava ilab le  b uffer sp ace

– T his  is  the  p urp ose  of th e A dv ertise d W in do w  fie ld
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Sending application

LastByteWritten

TCP

LastByteSentLastByteAcked

Receiving application

LastByteRead

TCP

LastByteRcvdNextByteExpected

6HQGHU�DQG�5HFHLYHU�%XIIHULQJ

= available buffer = buffer in use
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([DPSOH�±�([FKDQJH�RI�3DFNHWV

SEQ=1

SEQ=2

SEQ=3
SEQ=4

ACK=2; WIN=3

ACK=3; WIN=2

ACK=4; WIN=1

ACK=5; WIN=0

Receiver has
buffer of size 4
and application
doesn’t readStall due to

flow control
here

T=1

T=2

T=3

T=4

T=5

T=6
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([DPSOH�±�%XIIHU�DW�6HQGHU

21 3 4 5 6 7 8 9

21 3 4 5 6 7 8 9

21 3 4 5 6 7 8 9

21 3 4 5 6 7 8 9

21 3 4 5 6 7 8 9

21 3 4 5 6 7 8 9

T=1

T=2

T=3

T=4

T=5

T=6

=acked

=sent

=advertised
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.H\�&RQFHSWV

• W e  use  ports  to  nam e processes  in  T C P /U D P
– “W ell-k no w n ” p orts  are  use d fo r po pu la r se rv ices

• C on nec tion  se tu p and  teardow n  com plica ted by  the
effe cts  o f the  netw ork  on m e ssages

– T C P  u ses  a  th ree -w a y ha nd sha ke to set up  a  con ne ctio n

– T C P  u ses  a  s ym m e tric  d is con ne ct

• F low  con tro l p revents  sender over-ru nn in g rece iver
– Im plem e nte d using  an  a dve rtise d w ind ow


