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D av id  W eth era ll

d jw @ cs .w ash ing ton.ed u
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• W rap  up on  the T ransport Layer

• F ocus
– H ow  d oe s T C P  sh are  b an dw id th?

• T opics
– S low -start a nd  con ge stio n avo id an ce

– F ast retra nsm iss ion  a nd  re co very Physical
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• N am ing

• F ocus
– H ow  d o w e na m e h osts  etc .?

• T opics
– D om a in  N am e S ystem  (D N S )

– E m a il/U R Ls Physical

Data Link
Network

Transport

Session

Presentation

Application
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• N am e s are  ide ntif ie rs  fo r ob je cts /se rv ices (typ. h igh  leve l)
• A d dre sse s a re lo ca to rs  fo r o bjec ts /se rv ice s (ty p. low er  leve l)
• P ro ces s o f m a pp in g na m e  to (low er le ve l) ad dre ss is  res olutio n
• B U T : A d dre sse s a re re ally  lo w e r-le ve l na m es; m an y le vels  use d
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• U biqu itou s
– Files in  filesystem , p rocesses in  O S , pages on the w eb, …

• D eco up le  ide ntif ier fo r ob je ct/se rv ice  fro m  lo catio n
– H ostnam es p rov ide a level o f in d irection for  IP ad dresses

• N am ing  g rea tly  im p ac ts syste m  c ap ab il it ie s  a nd  pe rfo rm an ce
– E thernet addresses are a uniqu e fla t 48 b its

• unique  È m ana gem ent; fla t È any a ddress anyw here

– IP  addresses a re h iera rch ica l 32/128 b its
• hiera rchy È sm a ller  routing tab les but constra ined locations
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• H os tnam es a re  hum a n-rea dab le  identifie rs  fo r end -
sys tem s  based o n an a dm in is tra tive  h ierarch y

– ga la h.cs.w ash in gton .ed u is  m y de sktop  m ach in e

• IP  a ddresses  are  a  f ixed-le ngth  b inary  encod ing fo r en d-
sys tem s  based o n the ir pos ition  in  the  n etw ork

– 12 8.9 5.2.10 6 is  g alah ’s IP  ad dre ss

• O rig ina l nam e  reso lu tion : H O ST S.T X T

• C urrent na m e reso lu tion : D om a in  N a m e S ys tem

• F uture  na m e reso lu tion : ?
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• W h en the  In ternet w as rea lly young  …

• F la t  nam e spa ce
– S im ple (h ost, a dd ress) p airs

• C en tra lized  m ana gem en t
– U pd ates v ia a s ing le  m a ster file  ca lle d H O S T S .T X T
– M a nu ally  co ord ina ted  b y th e N etw o rk In form a tion  C e nter (N IC )

• R esolu tio n  process
– Lo ok  u p ho stna m e in th e H OS T S .T X T file
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• C oo rd ination
– B e tw ee n a ll u sers  to a void con flic ts

• Incons is tenc ie s
– B e tw ee n u pd ate an d d is trib ution  o f n ew  ve rs ion

• R elia b ility
– S ing le  p oint of fa ilure

• Pe rfo rm ance
– C om p etition  for ce ntra lize d re sou rces
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• M o ckap etris  a nd  D u nlap  m id 8 0s; K esh av  1 0, esp . 10 .8

• N am e spa ce  is  h ie rarc hical
– A llow s m uch  better sca ling o f data s tructures
– e.g., ga lah.cs.w ashington.ed u

• N am e spa ce  is  d is tribu te d
– D ecentra lized adm in is tra tion a nd access
– e.g., ga lah m ana ged by C SE

• R eso lu tion  is  by q ue ry/re sp on se
– W ith rep licated servers for  redund ancy
– W ith heavy use of ca ching for p erform ance
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edu

lcs

mit

auorgmilcom

ai

• “dot” is the root of the hierarchy
• Top levels now controlled by ICANN
• Lower level control is delegated
• Usage governed by conventions
• FQDN = Fully Qualified Domain Name

djw // CSE/EE 461, Winter 2000  L12.11

'16�&RPSRQHQWV

• D ata m a na ge d by zo ne s th at c on ta in  re so urce  re co rds
– Zon e is  a  com plete d escrip tion of a  portion of  the nam e space

– e.g., a ll h osts  and add resses for m achines in  w ashington.e du w ith
pointers  to  subdom ains like cs.w ashing ton.edu

–

• O ne  o r m ore  na m ese rve rs m an ag e ea ch zo ne
– Zon e transfe rs  perfo rm ed be twe en nam ese rvers for  consis tency
– M ultip le  na m eservers prov ide re dundancy

• C lien t res olv ers qu ery  n am e se rvers for sp ecified  re co rds
– M ultip le  m e ssa ges m ay be e xch anged pe r D NS  lookup to  nav igate the

nam e  h ierarch y (com ing soon )
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• D N S  q ue rie s/re sp on ses
ca rrie d on  U D P  po rt 53

• P a rtia l resu lts  (e.g. serve r fo r
pr inc eton .e du ) are  ca ch ed
too

Root
name
server

Princeton
name
server

CS
name
server

Local
name
server

Client

1
cicada.cs.princeton.edu

192.12.69.60
8

cica
da.cs.princeton.edu

princeton.edu, 128.196.128.233

cicada.cs.princeton.edu

cicada.cs.princeton.edu,

192.12.69.60

cicada.cs.princeton.edu

cs.princeton.edu, 192.12.69.5

2

3

4

5

6

7
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Root
name server

Princeton
name server

Cisco
name server

CS
name server

EE
name server

…

…
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• Se rvers a nd c lien ts  ca che  re su lts o f D N S lookups
– C ach e pa rtia l resu lts  to o (e .g ., server for prince ton .e du )

– G rea tly  im p rov es system  p erform an ce; lo oku ps the  ra re ca se

• C ache u sing tim e-to-live  (T T L) va lue  fro m  prov ide r
– high er T T L m e an s les s tra ffic , lo w e r T TL  m ea ns le ss sta le in fo

• N eg ative  cach ing  is  used too !
– er rors  ca n cau se re pe ated  q ue rie s fo r no n-e x is te nt d ata
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• N ee d to  know  IP  addresse s o f  roo t se rvers b efore  w e
can m a ke a ny q uerie s

• Ad dresses  for 13  root servers  ([a -m ].root-servers.net)
han d le d via  in itia l co nfig ura tio n  (nam e d.ca  file )
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• H ow  d o w e find  o ut w hat h ostn am e corresp onds  to  an  IP
add re ss?

– U sed  a s a w e ak  a uthe nticatio n ch eck b y m a ny  w eb  serve rs

• Idea : R euse ex is ting  D N S  m ach in ery
– C alle d th e IN -A D D R .A R P A  do m a in

– R eve rse IP  ad dre ss an d qu ery in th at do m ain

– e.g ., 10 6.2.9 5.12 8.IN -A D D R .A R P A
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• O ther nam ing  des ign s leve ra ge the  D N S

• Em ail:
– djw @ cs.w ash in gton .ed u is  d jw  in the d om a in  c s.w as hing to n.ed u

• U niform  R esource Locators  (U R Ls) na m e for W eb pa ges
– e.g ., w w w .cs.w ash in gton .ed u/ho m es /d jw

– U se do m a in  n am e  to  ide ntify  a W eb  serve r

– U se “/” se pa rate d strin g to  na m e pa th to  pa ge  (l ike  fi le s)
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• M ail m essag es d e livere d betw e en m a ilboxes  w ith  S M T P
(S im ple  M ail T ransport P ro toco l) over TC P  port 25

– S M T P  d efin es m a il/a dd ress  form ats, a nd  h an do ff proce du res
– O th er  p rotoc ols  (P OP 3, IM A P ) u se d to  che ck you r m ailb ox

• Q ues tion :
– H ow  d o w e find  th e m a ilb ox  for  d jw @ cs .w ash in gto n.ed u?

• An sw e r:
– M igh t co ntact ho st cs.w ash in gton .ed u …  no t d on e
– Instea d, lo ok u p M X  (M a ile r E xch an ge ) D N S  re co rd fo r do m ain
– S a ves u sers from  kn ow in g in tern al d eta ils
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Name
server

Mail
program

User

TCP

IP

2
cs.princeton.edu

192.12.69.5
3

user @ cs.princeton.edu
1

192.12.69.5 4

192.12.69.5 5

MX query
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• P a ge s retrie ved  fro m  W e b se rver b y c lie nt (bro w s er) us ing  H T T P
(H ype rT ext Tran sfe r P rotoc ol) ru nn in g on  TC P  po rt 8 0 (typically )

– H TTP  define s form at o f reque sts/responses

– E ach page a  separate  connection (u ntil pers is tent H TT P)
– Try te lnet <w ebserver>  80  and then  “G ET  /index.htm l”

• Q ue stio n:
– H ow  do w e find the  server w w w .m it.edu?

• A n sw e r:
– A h ha! W hat abo ut look ing up a  “W X ” record in  th e D NS  …  N o
– Instead , use hostnam e as W eb server  d irectly
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• D es ig n co nstra ins  us  in  tw o  m ajor w ays tha t a re
increas ing ly less  app ro pria te

• Sta tic  hos t to  IP  m app ing
– W ha t a bo ut m ob il ity  (M ob ile IP ) a nd  dyn am ic ad dre ss

as sig nm e nt (D H C P )

• Location-in sen sitive  qu eries
– W ha t if I d on ’t care  w h at s erve r a  W eb  p ag e com es from , as

lo ng  as it ’s the  rig ht p ag e?

– e.g ., a yah oo  pa ge  m igh t b e rep lica te d
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• U se the D N S to  e ffect se lec tion  o f a  ne arby W eb cache

• Leverage  sep ara tio n  o f s ta tic/dynam ic  co ntent

• Be w are D N S cach ing

Nearby
Cache

Server

DNS servers
for akamai.com

client
1

23
456
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• T he de sign o f  nam es , ad dresses  and reso lu tio n  has  a
s ign ifican t im p act on sys tem  capa b ilities

• H ierarchy , decentra liza tion  an d ca ch ing a llow  the  D N S
to sca le

– T he se a re ge ne ral te chn iq ue s


