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D av id  W eth era ll

d jw @ cs .w ash ing ton.ed u
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• N am ing

• F ocus
– H ow  d o w e na m e h osts  etc .?

• T opics
– D om a in  N am e S ystem  (D N S )

– E m a il/U R Ls Physical

Data Link
Network

Transport

Session

Presentation

Application
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• A w hirlw ind  tour o f ne tw ork security

• F ocus
– H ow  d o w e sec ure  d is trib ute d system s?

• T opics
– P rivacy , in teg rity , a uthe nticatio n

– C ryptog rap hy  a nd  k ey d is trib utio n

– F ire w a lls  an d D e nia l-of-se rv ice

– T C P /IP  vu ln era bil it ies

Physical

Data Link
Network

Transport

Session

Presentation

Application
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• N etw o rks are  funda m enta lly shared
– N ee d m ea ns  to p rotect le gitim ate  p artic ip an ts  in  a d is trib uted

syste m  fro m  o the rs w ith  a cce ss to  th e ne tw ork

• Privacy : m essag es can ’t be  eavesd ro pped

• In te grity : m essag es can ’t be  tam pe re d w ith

• Au thenticity : m essag es  w ere se nt by  the  r ig h t party

• D en ia l-o f-S ervice : overw helm  sys tem  w ith  bog us tasks
caus ing  serv ice  to  be  den ied fo r leg itim ate  ta sks
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• Ph ys ica l security
– T ack le  the  pro blem  of sha rin g d ire ctly

• “Security  th roug h obscu rity ”
– H op e no -on e w ill  find  o ut w h at you ’re  d oing !

• T hrow  m a th  a t the  prob lem
– C ryptog rap hy

• W h y is security  d ifficu lt?
– It’s a ne ga tive  g oa l: c an  yo u b e sure  th ere  a re n o flaw s?

– O fte n ass um p tion s tu rn o ut to  b e in valid , e sp. ran do m ne ss
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• C ryptog rap he r cho ose s fu nc tion s E , D  a nd  k eys KE,  KD

– M ath em atica l bas is

• C ryptan alyst try  to “bre ak ”
– D epends o n w hat is  know n: E  and D , M  and  C?
– A ttacks: tra ffic  ana lys is , know n p la in te xt, chosen p la in text

Plaintext
(M)

Encrypt
E(M,KE)

Ciphertext (C)

Plaintext
(M)

Decrypt
D(C, KD)
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• Sing le  key  (sym m etric ) sha re d am o ng pa rties
• Ke ys  ra ndom ly  ch ose n

– B u t h ow  d o co m pu te rs ge ne rate ra nd om  n um b ers?  P itfa l l!
– U ltim a tely  n ee d to tie  to ph ys ical p roc esse s

Plaintext

Encrypt with
secret key

Ciphertext

Plaintext

Decrypt with
secret key
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Initial permutation

Round 1

Round 2

Round 16

56-bit
key

Final permutation

…

+

F

Li – 1 Ri – 1

Ri

Ki

Li

Each Round:

DES uses a 64 bit key (56 + 8)
Message encrypted 64 bits at a time
16 rounds in the encryption
Each round scrambles 64 bits 
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• R ep eat process fo r la rger m essa ges  w ith  “cha in ing ”

Block1

IV

DES

Cipher1

Block2

DES

Block3

DES

Block4

DES

+

Cipher2 Cipher3 Cipher4

+++
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• Pu blic and priva te  ke y re la ted m athem atica lly
– P u blic  ke y c an  b e pu blish ed ; p riva te is  a se cret

Plaintext

Encrypt with
public key

Ciphertext

Plaintext

Decrypt with
private key
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• T o g en era te  k eys:
– C hoose tw o large prim e  num bers p and q  (>=256  b its). Let n =pq
– C hoose key e  su ch  that e  an d (p -1 ) x (q -1) are re la tive ly  prim e .
– C om pute  key d  such that d  = 1 /e  m od  ( (p -1 ) x (q -1))
– P ublic ke y (encryption ) is  (e , n ) , private key (decryption)  is (d , n )

• T o u se:
– E ncrypt: C  =  M ^e  m od n
– D ecrypt: M  = C ^ d  m od n

• W hy  it w orks:
– M ^ ed =  M  in m odu lo  arithm etic
– B elie ve  need to factor n  in to  p  and q  to  break a nd th is  is  hard
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• Ac t as  a  c ryp tog ra ph ic checksum  o r h ash
– T ypica lly  sm all com p ared  to m e ssag e (M D 5 1 28  b its)

– “O ne -w a y ”: in fe as ib le to  find  tw o m e ssag es w ith sa m e dige st

Transform

Initial digest Message (padded)

Transform

Message digest

512 bits 512 bits 512 bits

…

…

Transform



3

djw // CSE/EE 461, Winter 2000  L15.13

6RPH�7UDGHRIIV

• N um ber o f b ru te  fo rce  o pera tio ns to  crack d epen d on
s ize  o f key

– D E S  m arg in al now , 3 D E S  use d, R S A  u sed  w ith  10 24  b it k eys
– 19 77  R S A  c ha lle ng e so lve d after 1 7 yea rs us ing  th e In tern et J

• M essage d ige sts  and p riva te  key e ncryptio n  typ ica lly
m uch fa ster tha n pub lic key  enc ryption

– e.g ., P ete rson  s ays M D 5 10 0M bp s, D E S  40 M bp s, R S A  1 K bp s
– C an  im pro ve  sys te m  pe rfo rm a nce  b y us ing  R S A  to tran sfe r D E S

ke ys fo r u se  in a se ssio n, or R S A  to  a uth en ticate  d ig ests on ly

• Also , co m press be fore  enc rypting  J
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• T hree-w ay  hand sha ke for m utua l au thentica tion
– C lien t an d se rver sh are  se cre ts, e.g., log in  pa ssw o rd

Client Server

ClientId, E(x, CHK)

E(y + 1, CHK)

E(SK, SHK)

E(x + 1, SHK), E(y, SHK)

Client authenticates
server here

Server authenticates
client here

Session key
exchanged
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A B

E((T, L, K, B), K
A),

E((A, T), K), 

E((T, L, K, A), KB)

A, B

E(T + 1, K)

 E((T, L, K, A), K
B)

Authentication
server

B authenticates A

A authenticates B
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A B

E(x, PublicB)

x 

A authenticates B

(similarly for B to
authenticate A)

djw // CSE/EE 461, Winter 2000  L15.17

0HVVDJH�,QWHJULW\�3URWRFROV

• So m etim es  w e do n ’t care  ab out privacy but do care
abo ut in tegrity /au thenticity

• D ig ita l s ign atures  (R SA)
– S ign  m essa ge  w ith  p riva te key  (e ncry pt); o th ers ve rify  w ith

pu blic  ke y (de crypt)

• M D 5  w ith  R SA
– S e nd  s ign ed  d ige st o f m e ssag e alon g w ith m e ssag e

• Ke yed  M D 5
– S e nd  d ig est of m ess ag e p lus sh are d sec ret a lo ng  w ith  m essa ge

• Las t tw o m ethod s inc re ase  perform ance
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• Pu blic key  sys tem s  depe nd on  the d istr ibu tion  o f keys!
– P u blic  K e y In fra structures (P K Is), e.g., V e ris ign

– A n  A chilles he el?

• C ertifica tes  (X .509 )
– D istrib ute  ke ys by truste d certificatio n a utho rity  (C A )

• “I s w e ar X ’s  p ub lic  key is  Y ”, s ig ne d b y C A

– S til l req uires  b oo ts tra pp in g …

– A lso allo w s  u s to  c an  b uild  ch ains  o f trust

• e.g ., pu blic  ke ys fo r a  do m ain na m e so  th at “.e du ” (ro ot)
ce rtifies  “w ash in gto n.ed u ”s ke y, the y certify  “cs… ”’s key  …

– C ertif ic ate R e vo catio n L is ts  ne ed ed  to “u nd o ” ass ociatio ns!
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• Pretty  G ood P rivacy  (PG P)
– F or a uthe ntic  a nd  co nfide ntia l em a il

• Se cure  S ockets  (SS L) and S ecu re  H TT P  (H T T PS )
– F or se cure  W e b tran sac tion s

• IP  S ecurity  (IPSE C )
– F ram ew ork for en cryp ting /a uth en ticating  IP  pa ckets
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• Ap plica tion  leve l sys tem

• Ba sed  on pu b lic keys a nd a  “grass roo ts”  W e b o f trus t
• Sign m essage s fo r in teg rity/a uthen tic ity

– E n cryp t w ith private  ke y of s en de r

• En cryp t m essa ges  for p rivacy
– C ou ld  just use  p ub lic  key o f rec eiver …

– B u t e ncryp t m e ssa ge  w ith  se cret key , an d se cret key w ith p ub lic
ke y o f re ceive r to b oo st p erform a nc e
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• Se cure  tran spo rt layers ta rge ted a t W eb tran sac tio ns
– S S L /TL S  in ser te d be tw e en  T C P  an d H T T P  to m ak e sec ure

H TT P

• Ex tra  han dsh ake  phase to  authen tica te  a nd exch ange
shared session pa ra m eters

– S u ch a s se cre t ke ys use d fo r en cryption
– C lien t m ig ht au th en tica te  W e b se rver b ut n ot v ic e-ve rsa

• C ertif ic ate A u th ority  e m be dd ed  in W e b bro w se r

• Pe rfo rm ance optim ization
– R efer to sha red  s ta te w ith sess io n id
– C an  u se sa m e p ara m eters  a cros s co nn ec tion s

• C lien t sen ds  se ssion  id, a l lo w ing  se rve r to sk ip ha nd sh ake
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• F ra m ew ork  fo r enc rypte d and authen tica ted  IP  pa ckets
– C ho ice  o f a lg orith m s no t sp ecified

• U ses n ew  pro toco l head ers ins ide  IPv4 packe ts
– A u th en tica tion  h ea de r

• F or m e ssag e integ rity  an d orig in a uthe ntic ity
• O ptio na lly  “an ti-rep la y ” pro te ctio n (v ia  seq ue nce  nu m be r)

– E n cap sulating  S e cu rity  P ayloa d
• A d ds e ncryp tion  fo r p riv acy

• D ep ends  on key  d is tr ibu tion  (IS AK AM P )
– S e ts  u p sec urity  a ssociation s

• Exam p le  u se: secure  tun ne ls be tw een corpora te  o ffices
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• Sit be tw een s ite  and res t o f In tern et, fi lte r pa ckets
– E n fo rce  s ite  po licy in a  m a na ge ab le  w a y
– e.g . p ass (*,*, 12 8.7.6 .5 , 8 0 ), the n d rop  (* , *, *, 80)
– R ules m a y b e ad de d d yna m ic ally  to  pa ss ne w  con ne ctio ns

• So m etim es  ca lled  a  “ leve l 4 ”  sw itch
– A cts like a  ro uter (a ccep ts a nd  fo rw a rds  p acke ts)
– B u t loo ks a t in form atio n up  to  T C P  po rt n um b ers (laye r 4 )

Rest of the Internet Local siteFirewall
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• Prob lem : Filte r ru leset can be com ple x/insu ffic ie n t
– A d eq ua te  fi ltering  m ay req uire a pp licatio n kn ow le dg e

• R un  proxies  fo r W eb , m ail, e tc . just o u ts ide  firew all
– In  the  “d e-m ili ta riz ed  zo ne ” D M Z

– E xte rna l req ue sts  g o to pro x ie s, o nly  pro x ie s con ne ct ins ide

• E xte rna l use r m ay or  m a y no t kn ow  th is  is  h ap pe ning
– P ro xie s fi lter b ase d on  ap plica tion  s em a ntics

Company netFirewall Web
server

Random
external
user

Remote
company
user

Internet Proxy

DMZ
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• Atta cker ca n den y service  to  le g itim ate  use rs  if  they  can
overw helm  the  syste m  prov id ing th e  se rv ice

– S yste m  has  l im ited  b an dw id th , C P U , m e m ory, etc . reso urce s

– Ju st se nt it to o m an y pa ckets  to ha nd le  …

• M ad e m ore d eva sta t ing  by fo cus in g on spec ific , lim ited
reso urces  and  d is tr ib u ted n ature  o f a ttacks

– e.g ., H o w  m a ny T C P  co nn ec tion s can  b e op en ?

– T od ay, bu ild im ple m e ntatio n to to lera te  D O S

– T om orro w , de s ig n pro to co ls  to to le rate  b etter, p os s ib ly  ne tw o rk
su pp ort fo r s hu ttin g do w n attack?
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• Lo w -le vel sp ec ifics in T C P /IP  use d to w re ak  h avo c, e spe cia lly  if
im plem e ntation  is  w e ak or b ug gy

• M a ny in c ide nts  o f b uffer ove r-ru ns
– A ttacker can sen d packet to  crash or com prom ise ho st

• IP  fra gm e nta tion :
– E nd-system  ha ngs on to  fragm ents hoping to  re-assem b le …
– B ut for ho w lon g? At tacker can exha ust m em ory

– S im ilar ly,  s ta te created for T C P S YN  packet

• S m u rfin g:
– S end IC M P  echo req uest to  broadcast address w ith  fake source

address; source ge ts  hosed

• T he se a re ju st so m e  re pre sen tative  exa m ples …  m a ny m o re
(C E R T )
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• Privacy , m essag e in tegrity , o rig in  authen tic ity

• C ryp tograph ic  m echan ism s are  u sed  to  support th ese
prope rties : p riva te  key , pub lic  key a nd d iges ts

• F irew a lls are  in  w idespread u se to day

• D en ia l-o f-serv ice  co nsu m es  syste m  reso urces


