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Ethernet / 802.3

(This shows the original, 3Mbps Ethernet. Modern
versions typically look different at the physical level.)

« CSMA/CD
— MA - multiple access
— CS - carrier sense
— CD - collision detect
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Error Handling

* Highly reliable delivery in the absence of collisions
— overhead of FEC/ARQ not justified in these cases

* Loss is certain when there is a collision
— CD allows ARQ on collisions

* Potential for collision collapse
— Collisions tend to synchronize re-transmission attempts

— As collision resolution takes longer and longer, more and
more nodes have something to send — more collisions

* Solution: randomize retransmission attempts
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Binary Exponential Backoff

 If you've experienced k consecutive collisions:
— pick a random number in [0, 2%-1]
— Wait that many slot times, then perform CS and send

* “Binary exponential backoff” ensures stability
— Network never suffers collision collapse
— Limiting network utilization is 1/e

* One way to think about collision resolution / backoff

— @Goal: want one node to decide to send in the first slot
following the collision

— Having N nodes choose slot 0 with probability 1/N is a
distributed mechanism to (roughly) achieve that

— Don't know N...

o/ v 19060 CSE&»aeowi



Modern Ethernet

* Modern Ethernets (100Mbps / 1Gbps / 10Gbps) look
like this

Hub or
Switch

* Why?
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The Ethernet Frame / Addressing

Preamble (8)| Dest (6) | Source (6) | Type (2) | ECHICEINERI Pad (var) | CRC (4)

* Preamble lets the receiver synch
* Addresses are 6-bytes

* Type field allows demultiplexing
— Overloaded to be a length field in some modern variants

* Minimum payload is 46-bytes; max is 1500
— Pad is necessary if the actual data < 46 bytes
* CRC for error detection
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Ethernet (802.2) Addresses (MAC address)

* Each interface on an Ethernet has a unique address
— Interface cards examine each frame as it goes by

— If the destination address matches their own address, they save the frame
and notify the host

— (Interfaces can also be put into “promiscuous mode,” where they save all
frames)

* Moreover, each interface in the world has a unique address

« Addresses are 48 bits ,written as sixteen hex digits
— First 24 bits (4 million possibilities) identify a manufacturer (e.g., 3Com)
— Last 24 bits are assigned by the manufacturer, so that all cards are unique
— FF:FF:FF:FF:FF:FF is reserved as the broadcast address

* (Can you imagine other ways to assign addresses? Why is the one
used attractive?)
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 We'll consider here

Wireless / 802.11
* There is a lot of activity in the 802.11 world...

— 802.11b (up to 11Mbps), 802.11a (up to 54Mbps), 802.11g
(up to 54Mbps) [802.11n (up to 300Mbps)]

— Distributed Coordination Function (DCF) / infrastructure

mode
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* All frames to/from a host go

through the AP

* AP is connected to a larger

network (e.g., the Internet)
and acts as a relay




802.11 Wireless Networks

C

B D

* Frequency division multiplexing is used statically

— Each AP is on a channel (e.g., 802.11b has 13 channels)
* APs (typically) broadcast their service set ids (SSIDs)
* Clients select an AP and associate with it

— Association has a medium term lifetime — many, many frames,
typically
* Access to channels is through statistical multiplexing

 How should this work?
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Characteristics of Wireless

The ability of the radio to correctly decode a frame is determined by
the signal-to-interference-and-noise-ratio (SINR):

— (received signal strength) / (interference + noise) > 3
— Multiple transmit rates: higher rates are harder to decode

The received signal strength is the transmitted strength attenuated by
the materials the signal passes through, and affected by
multipath/fading

— A useful but very inaccurate model is
* received strength = sent strength * d«
— a=2 for free space
— a=3 to 4 for in-building

Interference is the energy of other on-going transmissions.
Noise is the energy generated by the receiving radio and other nearby
sources (e.g., the computer’s power supply).

Connection quality between A and B may be asymmetric
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Wireless Reliability

* Unlike Ethernet, frames can be lost even if only one
station is transmitting
— in fact, that’s common

« 802.11 uses ARQ - explicit receiver ACKs

* ACK reliability enhanced using “reservations”
— (data) frames contain a duration field in the header

— The duration is the time it will take to send the current
frame, plus a short idle time, plus the time to send back the
ACK

— All stations hearing the data frame are required to remain
silent until the duration time has elapsed

o/ v 19060 CSE&»aeowi



A Picture

Data / dur = 300 usec.

Aﬁ
x| AP

ACK

-

transmit range
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Basic MAC Protocol

* Carrier-sense
— Defer if you sense a sufficiently high energy level in the air

* No collision detection

— Transmission emanating from radio overwhelms any
incoming signal

 Explicit ACKs
— If no ACK received in reserved time

— Use a binary exponential backoff procedure to chose a
random backoff time

— Count down that time, pausing whenever you sense a
transmission in the air

— Re-transmit when your counter reaches 0
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Modified ARQ

* To support this MAC level retry, the frame headers
carry sequence numbers and a retry bit
— Retry bit = 0 for first transmission of a frame, 1 for retries

— Sequence number of each distinct frame must be distinct
(until wraparound)

— Allows receiver to detect (and throw away) duplicates

* Same sequence number as last frame received from that
source and retry bit = 1 means it’s a duplicate

» Otherwise, assume it's a new frame and deliver up to other
protocol layers

* NO concept / detection of missing frames
— Sequence numbers are used only to detect duplicates

— "“Missing” sequence numbers have no meaning

* Successive sequence numbers to a particular destination may
be any number not used too recently.
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ACK Reliability

* Both the original frame and the ACK must be
received or re-transmissions will take place

* As we've seen, time is reserved for the ACK, to help
increase the odds it is received

« Additionally, ACKs are transmitted at the lowest rates

— Multiple transmission rates are supported
* E.g., 802.11b has 1, 2, 5.5, and 11Mbps
— Slower rates have a lower SINR ratio for correct decoding
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The Hidden Terminal Problem

Data

AP

Al : A's detection/deferral area
s reception area
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RTS / CTS

A source may precede a data{ACK exchange with a request-to-
send/clear-to-send (RTS/CTS) exchange

The RTS carries a duration sufficient to cover the 4 frame
exchange

— With luck, it's heard by all other stations within range of the source

The receiver responds with a CTS carrying the time required to
cover the CTS / data / ACK

— With luck, it's heard by all stations within range of the receiver

If the CTS comes back, the source sends the data, in the
normal way

The specification does not dictate when to use RTS/CTS
— It's actually much less used than the book implies

— typically, there is a large, static frame size threshold, with RTS/CTS
?rllwaysbulsed for frames larger than the threshold and never for
ose below
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RTS / CTS

A's deferral area AP's deferral area

o/lvd 1voeo CSEc»aaowi



The Exposed Terminal Problem
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Addressing

« 802.2 (48-bit) addresses are used

— They're assigned just like with Ethernet — 24 bits name
manufacturer, then 24 bits assigned by the manufacturer to
that card

* Up to four addresses are contained in the header
— Source: the address of where the frame originated
— Transmitter: the address of the station actually transmitting
* E.g., the AP might be forwarding a frame
— Destination: address of the ultimate destination

— Target: address of station that should take the frame off the
air (e.g., the AP)
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Frame Format

* Frames begin with a special bit pattern, sent at a low rate

* A zealous attempt has been made to keep frames as small as
possible, leading to many frame types

* Here is a general idea of what they look like, though:

Octets: 2 2 6 6 B 2 & 0=2312 4
'IZF:r:uanTer Durl?:t:liﬂru' Address 1| Address 2| Address 3 SE?;:,I?FILTE Address 4 FEEE? FCS
-+ B
MAC Header
BO B182 B3B4 BT BA BS9 B10 B11 B12 B13 214 B1%
Frotocol Type Subtype A R ';':";r; Ratry Eﬂg[ Bore | we | order

bBits: 2
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Figure 13—Frame Control field
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Other Considerations

* There is an ad hoc mode, allowing stations to talk
directly to each other (without the concept of an AP)

* The spec defines a contention free infrastructure (AP)
mode in which the AP basically polls the clients for
data

— This has perhaps never been implemented in any commodity
hardware

* There is support for power management
— Clients may turn off their radios for a while

— When they come back on, there are frame exchanges
defined for them to ask for any frames the AP may be
buffering for delivery
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Summary

* Let's review the decisions made by Ethernet and
802.11:

— Policy for acquiring in the medium
* Ethernet: multiple access
« 802.11: multiple access
— How much effort to put into reliability
» Ethernet: collision detect/ARQ); error detection/no ARQ
* 802.11: error detection; ARQ (stop-and-wait)
— To define an addressing scheme
* Ethernet: source/dest 802.2 addresses
« 802.11: 1-4 802.2 addresses
— To define a frame format
* Ethernet: max length (~1500 bytes); min length

« 802.11: max length (~1500 bytes); many frame types/options
(control and data frames)
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A Quick Look At Alternatives

* Policy for acquiring in the medium

— TDMA: wait your turn to send

* Rings: a distinguished frame (“token”) is required before
sending is allowed

* Token is continuously circulated among all nodes
* How much effort to put into reliability
— No error detection
— Error correction (“forward error correction” (FEC))
— Sliding-window?
* To define an addressing scheme
— Hierarchical numeric addresses (rather than flat)?
— Properties rather than addresses (“Canon iP6200 printer”)?

* To define a frame format
— Larger frames?
— Control frames / no control frames?
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