CSE 351 Section 5

Stack & Procedures, Recursion




Administrivia

e Homework 12
O Due Friday (10/28)
e Homework13
o Due Wednesday (11/2) - longer because it covers two lectures
e Lab2:
o Due this Friday (10/28)
o Make sure you put each phase answer on a new line, and have an empty line after
your last phase answer (don’t actually type ‘\n’)
o One late day covers Saturday and Sunday



Stack &
Procedures

(Yrsp is the MVP)




Memory Layout High

Addresses
e Stackis located at the A . AOXF..F SUCEES SRach: Stack “Bottom” T .
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Stack Frame Structure

e Return address
o Pushed by callqg;address of instruction aftercallg
e C(Callee-saved registers
o  Only if function modifies/uses them
e Localvariables
o Variables that fit in a register may not be allocated on the Stack
o Unavoidable if variable is too big for a register (e.g., array)
o Unavoidable if variable needs an address (i.e., uses &var)
e C(Caller-saved registers
o  Only ifvalues are needed across a function call
e Argument build

o  Onlyif function calls a function with more than six arguments

return address

callee-saved
register values

local variables
and padding

caller-saved
register values

argument build




Calling Conventions

Registers

Name of “virtual” register ° . .

e o o First 6 arguments are ordered in registers:
Name Convention 4bytes  2bytes byte . .
P PSR PSS —— 1: %rdi, 2: %rsi, 3: %rdx, 4: %rcx, 5: %r8, 6: %r9
brbx Calleesaved | %ebx  bx  %bl Registers are not part of memory/the stack.
Srcx | Argument #4 — Caller saved | %ecx scx %cl
srdx | Argument #3 —Callersaved | %edx sdx sdl

brsi | Agument#2-Callersaved | %esi  %si il Additional arguments are pushed to the stack by
See | SRR G |_tee - __So e the caller before invoking callq

srsp Stack Pointer =~ %esp %$sp $spl .

bzbp p— e ——— In reverse order: arg n pushed first, arg 7 last.

we | ammentds-calersaved | trsd irew o Part of the caller’s stack frame.

$r9 | Argument #6—Callersaved | %r9d  %r9w  %rdb

$rl0 Caller saved | $r10d %rlOw %rlOb
$rll Callersaved | $r1ld %rllw %rllb Return value
$rl2 Calleesaved | $rl2d %rl2w %rl2b Placed in O/Orax.
3rl3 Calleesaved @ %rl1l3d %rl3w %rl3b

%rld Calleesaved | $rl14d %rld4w %rldb

%rl5 Calleesaved | $rl5d %rl5w %$rl5b



Register Saving Conventions

Registers
Name of “virtual” register
Name Convention Ton bhaa o
Srax | Returnvalue —Callersaved | %eax sax %al
Srbx Callee saved | %ebx $bx $bl
$rcx | Argument #4 — Caller saved | %ecx $cx %cl
$rdx | Argument #3 — Callersaved | %edx $dx %$dl
$rsi | Argument #2 —Callersaved | %esi $si %$sil
$rdi | Argument #1 - Callersaved | %edi $di $dil
srsp Stack Pointer =~ %esp %$sp $spl
%rbp Callee saved | %ebp Sbp Sbpl
%$r8 | Argument#5-—Callersaved | %$r8d  %r8w  %r8b
$r9 | Argument #6—Callersaved | %r9d  %r9w  %rdb
$rl0 Caller saved | $r10d %rlOw %rlOb
srll Callersaved | $rl1ld $rllw %rllb
%rl2 Calleesaved | $rl2d %rl2w %rl2b
$rl3 Calleesaved | $rl13d %rl3w %rl3b
%rld Calleesaved | $rl14d %rld4w %rldb
%rl5 Callee saved | $rl5d %rlb5w %$rl5b

“Caller-saved” registers:
® %rax, %rcx, %rdx, %rsi, %rdi, %r8-%rl1
o |[f caller needs to use their value(s) across a
function call, then push onto the stack.
e Pushed just before function call; popped right
after.

“Callee-saved” registers:
® %rbx, %rbp, %r12-%rl15
e |[f callee wants to change their value(s), then
push onto the stack.
e Pushed at beginning of function; popped just
before ret.



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

e mainisactually started by a library routine, so it has
arguments and a return address, too!

main:

01 pushqg Trbx

02 subg $16, %rsp

03 movl Tedi, %ebx

04 movl $351, 12 (%rsp)
05 movl $S1, (%rsp)

06 movl $2, 4(%rsp)

07 movl $3, 8(%rsp)

08 pushqg $7

09 movl S6, %$rad

3rsp

Stack

return address
(libc_start_main)

} main



Stack Frame Example

® mainuses %$ebx, a callee-saved register, in Line 03, so it
must save the old value on the stack before then.

main:

01 pushg $rbx

02 subg $16, %rsp

03 movl %$edi, %ebx

04 movl $351, 12 (%rsp)
05 movl $S1, (%rsp)

06 movl $2, 4(%rsp)

07 movl $3, 8(%rsp)

08 pushqg $7

09 movl S6, %$rad

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

main



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

e mainthen allocates space on the stack for local
variables:
o We use &x, 50 x must go on the stack
o al[] takes up 12 bytes, so must go on the stack

main:

01 pushqg srbx

02 subqg $16, %rsp

03 movl Tedi, %ebx

04 movl $351, 12 (%rsp)
05 movl $S1, (%rsp)

06 movl $2, 4(%rsp)

07 movl $3, 8(%rsp)

08 pushqg $7

09 movl S6, %$rad

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

space for local
variables

> main




Stack Frame Example

e mainthen storesthe initial values of the local variables
in their corresponding locations:
o xisplacedat12 ($rsp)
o al[0]isplacedat ($rsp), with the other two
elements directly following that

main:

01 pushqg Trbx

02 subg $16, %rsp

03 movl Tedi, %ebx

04 movl $351, 12 (%rsp)
05 movl $1, (%rsp)

06 movl $2, 4(%rsp)

07 movl $3, 8(%rsp)

08 pushqg $7

09 movl $6, %rod away

3rsp

Stack

return address
(libc_start_main)

saved %rbx

(callee-saved)
351 (x) | 3(a[2])
2 (af1]) | 1(afo])

> main

Note: without an explicit reference to &x, x may
not be stored on the stack depending on whether
the compiler can optimize that memory access



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

e Note that, in this example, the compiler chose to save
$rdi (caller-saved) in $rbx back in Line 03 instead of
pushing the old value of $rdi to the stack here so no
caller-saved registers are pushed to the stack.

main:

01 pushqg Trbx

02 subg $16, %rsp

03 movl Tedi, %ebx

04 movl $351, 12 (%rsp)
05 movl $S1, (%rsp)

06 movl $2, 4(%rsp)

07 movl $3, 8(%rsp)

08 ___>pushq S7

09 movl S6, %$rad

3rsp

Stack

return address
(libc_start_main)

saved %rbx

(callee-saved)
351 (x) | 3(a[2])
2(af1]) | 1 (afo])

> main




Stack Frame Example

e mainthen preparesto call foo, which includes putting

arqg7 (7) on the stack.
argl/%rdi is a pointer; note that &x is now 20
bytes above $rsp afterarg7is pushed

©)

08
09
10
11
12
13
14
15
16

pushq
movl
movl
movl
movl
movl
leaq
movl
call

$7

$6,
$5,
$4,
$3,
$2,

20 (%

$0,

foo

$rod
$r8d
ecx
$edx
$esi
rsp), %rdi

$eax

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1(a[o])

T (arg7)

> main




Stack Frame Example

e maincalls foo,which pushesthe return address to
main on the stack and marks the beginning of a new

stack frame.

15 movl S0, %eax

16 call foo

17 addl %ebx, %eax

18 addqg $24, %rsp

19 popqg Trbx

20 ret

foo:

21 movl (%rdi), S%Seax
22 addl 8 (%rsp), %eax

23 ret

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1 (a[o0])

T (arg7)

return address
(main)

> main

}»foo



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

e foohasaminimal stack frame and doesn’t put anything
on the stack, however, it does access memory on the
stack, sinceitsums *argl and arg7.

15
16
17
18
19
20

foo:

21
22
23

mov .l
call
addl
addg
popJgq
ret

movl
addl

ret

S0, %eax
foo

%ebx, %eax
$24, Srsp

$rbx

$rdi) , %eax
8 (%rsp), %eax

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1(a[o])

T (arg7)

return address
(main)

> main

}»foo



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

e fooreturnstomainusing ret, which pops the return
address tomain from the stack into $rip.
o foo hasfinished execution and its stack frame is
now deallocated

15 movl S0, %eax

16 call foo

17 addl %ebx, %eax

18 addqg $24, %rsp

19 popqg Trbx

20 ret

foo:

21 movl (%rdi), S%Seax
22 addl 8 (%rsp), %eax

23 ret

3rsp

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1 (a[o0])

T (arg7)

return address
(main)

> main

}»foo



Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

main returns the original value of $rdi, which was
stored in $rbx, plus the return value of foo.

15
16
17
18
19
20

foo:

21
22
23

mov .l
call
addl
addg
popJgq
ret

movl
addl
ret

S0, %eax
foo

%$ebx, %eax
$24, Srsp

$rbx

(%rdi), S%Seax

8 (%rsp), %eax

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1 (a[o0])

T (arg7)

> main




Stack Frame Example

In x86-64, stack can be broken down into stack frames of functions.
Consider the following lines of code:

int main(int argc, char* argv([]) {
int x = 351;
int al[] = {1, 2, 3};
int y = foo(&x, 2, 3, 4, 5, 6, 7);
return y + argc;

}
int foo(int* argl, int arg2, ..., int arg7) {
return *argl + arg’;

}

Let’s look at how the stack grows and shrinks as the code above executes in assembly.



Stack Frame Example

main deallocates the argument build and local variables
simultaneously (we must work our way up the stack).

®)

15
16
17
18
19
20

foo:

21
22
23

mov .l
call
addl
addqg
popJgq
ret

movl
addl
ret

Note that these would have been split up if there
had been caller-saved registers on the stack

S0, %eax
foo

%ebx, %eax
$24, %rsp

$rbx

(%rdi), S%Seax

8 (%rsp), %eax

3rsp

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

351(x) | 3(a[2])

2 (a[1]) | 1 (a[o0])

T (arg7)

> main




Stack Frame Example

main must restore the saved value of $ rbx before
returning.

15 movl S0, %eax

16 call foo

17 addl %ebx, %eax

18 addqg $24, %rsp

19 poprq $rbx

20 ret

foo:

21 movl (%rdi), S%Seax
22 addl 8 (%rsp), %eax

23 ret

3rsp

3rsp

Stack

return address
(libc_start_main)

saved %rbx
(callee-saved)

main



Stack Exercise

// Recursive function rfun

long rfun (char *s) {

if (*s) A
long temp = (long) *s;
S++;

return temp + rfun(s);

}

return O;

// Main Function - program entry

int main (int argc, char **argv)

char *s = "CSE351";
long r = rfun(s);
printf ("r: %$1d\n", r);

{

00000000004005e6 <rfun>:
4005e6: 0f b6 07
4005e9: 84 cO

4005eb: 74 13

4005ed: 53

4005ee: 48 0f be d8
4005f2: 48 83 c7 01
4005f6: e8 eb ff ff ff
4005fb: 48 01 d8
4005fe: eb 06

400600: b8 00 00 00 00
400605: c3
400606: 5b
400607: c3

movzbl (%rdi), %eax
test %al, %al

je 400600 <rfun+0xla>
push $rbx

movsbqg %al, $rbx

add $0x1, %rdi

callg 4005e6 <rfun>
add %rbx, $rax

Jmp 400606 <rfun+0x20>
mov $0x0, $eax

retqg

pop Srbx

retqg




Stack Exercise

a) In terms of the C function, what value is being saved on the stack?

// Recursive function rfun

long rfun (char *s) {

if (*s) A
long temp = (long) *s;
S++;

return temp + rfun(s);

}

return O;

// Main Function - program entry

int main (int argc, char **argv)

char *s = "CSE351";
long r = rfun(s);
printf ("r: %$1d\n", r);

{

00000000004005e6 <rfun>:

4005e6: 0f bo 07 movzbl (%rdi), $eax
4005e9: 84 cO test %al, %al

4005eb: 74 13 je 400600 <rfun+0xla>
4005ed: 53 push $rbx

4005ee: 48 0f be d8 movsbqg %al, $rbx
4005f2: 48 83 c7 01 add $0x1, %$rdi

4005f6: e8 eb ff ff ff callg 4005e6 <rfun>
4005fb: 48 01 d8 add %rbx, $rax

4005fe: eb 06 Jmp 400606 <rfun+0x20>
400600: b8 00 00 00 00 mov $SO0x0, %eax

400605: c3 retqg

400606: 5b pop S%Srbx

400607: c3 retqg




Stack Exercise

b) What is the return address to r fun that gets stored on the stack

during the recursive calls (in hex)?

// Recursive function rfun

long rfun (char *s) {

if (*s) A
long temp = (long) *s;
S++;

return temp + rfun(s);

}

return O;

// Main Function - program entry

int main (int argc, char **argv)

char *s = "CSE351";
long r = rfun(s);
printf ("r: %$1d\n", r);

{

00000000004005e6 <rfun>:

4005e6: 0f bo 07 movzbl (%rdi), $eax
4005e9: 84 cO test %al, %al

4005eb: 74 13 je 400600 <rfun+0xla>
4005ed: 53 push $rbx

4005ee: 48 0f be d8 movsbqg %al, $rbx
4005f2: 48 83 c7 01 add $0x1, %$rdi

4005f6: e8 eb ff ff ff callg 4005e6 <rfun>
4005fb: 48 01 d8 add %rbx, $rax

4005fe: eb 06 Jmp 400606 <rfun+0x20>
400600: b8 00 00 00 00 mov $SO0x0, %eax

400605: c3 retqg

400606: 5b pop S%Srbx

400607: c3 retqg




c) char *s = “CSE351”

Stack Exercise

00000000004005e6 <rfun>:

// Recursive function rfun 4005e6: O0f b6 07 movzbl (%rdi), Seax
1 f har *
oG Etu (e Sl 4005e9: 84 cO0 test %al,%al
if (*s) {
long temp = (1 . nt+0xla>
St+; c) Assumemain calls rfun with char *s = “CSE351” and
return temp + | thenprintstheresultusingtheprintf function, asshownintheC
} code above. Assume printf does not call any other procedure. *
w0 Starting with (and including) main, how many total stack frames are
} created, and what is the maximum depth rfun>
of the stack?
// Main Function ——epeeoo=er——rres
int main(int arge, char **argv)l{ 4005fe: eb 06 imp 400606 <rfun+0x20>
char *s = "CSE351"; 400600: b8 00 00 00 00 mov $0x0,%eax
long r = rfun(s); 400605: c3 retq
printf ("r: %$1d\n", r);
} 400606: 5b pop Srbx
400607: c3 retqg




Stack Exercise

00000000004005e6 <rfun>:

4005e6:

4005e9:

4005eb:

4005ed:

4005ee:

4005f2:

4005f6:

4005fb:

4005fe:

400600

400605:

400606:

400607 :

0f b6 07

84

74

53

48

48

e8

48

eb

b8

c3

5b

c3

cO

13

0f

83

eb

01

06

00

be

c7

ff

ds

00

ds

01

ff ff

00 00

movzbl (%rdi) , $eax

test %al, %al

je 400600 <rfun+Oxla>
push $rbx

movsbg %al, $rbx

add $0x1, %$rdi

callg 4005e6 <rfun>
add %rbx, $rax

Jmp 400606 <rfun+0x20>
mov $0x0, $eax

retqg
pop Srbx

retqg

Memory Address

Ox7ffffff£db48

Ox7ffff£££db38

Ox7ff£££££db30

Ox7ffffff£db28

Ox7ffff£££db20

Ox7ffff£££dbl8

Ox7fffff£f£dbl0

Ox7fff£f£££db08

Ox7ff£££££db00

Value

Unknown

0x400616

Unknown

0x4005fDb

\\C//
14

*S,

0x4005fDb

*s, *(s+1),

0x53

0x4005fb

*s, *(s+2),

0x45

0x43

\\SII
’

\\EII
’

Description

%$rsp when main
entered

Return address
main

Original %rbx

Return address

Saved $rbx
Return address

Saved $%$rbx

Return address

Saved $%$rbx

is

to



