Homework 1 for CSE/EE 461 (Winter 2003; Wetherall)
Due: Mon, Jan 27, 2003, at the beginning of class. (Out: Wed, Jan 15, 2003.)

1. Bandwidth and Latency.

In the Internet, a fixed size error indication packet is returned from a router to the sender
if the TTL reaches zero during forwarding, rather than the packet being silently discarded
as in Fishnet. Now consider an Internet path composed of N links with differing
bandwidth and delay that are connected by routers.

Explain, giving a procedure and expressions, how a source can use the round-trip time of
packets to infer the bandwidth and delay of each link along the Internet path. You can
assume that the rate and delay are the same in both directions along a link and that
routing is symmetric. (Hint: Start with an expression for the round trip time if the path is
comprised of a single link, then consider longer paths. Make simplifying assumptions as
you need them.)

2. Framing. Consider the following two byte-stuffing schemes:

PPP, defined officially in RFC1661 and used over most dialup links. Here, the byte
0x7E is added at the sender to mark the end of the previous packet and the beginning of
the current one. Within the payload, the sender replaces 0x7E with 0x7D, 0x5E.
Occurrences of 0x7D must also be escaped; they are replaced with 0x7D, 0x5D. At the
receiver, 0x7D and the following byte are replaced with one byte that is the XOR of the
second byte with 0x20. Thus 0x7D, 0x5D is replaced with a single 0x7D and 0x7D, 0x5E
with a single 0x7E, reversing the process.

COBS, an alternative for this question. Here, the byte 0x00 (that is, zero) is added at the
sender to mark the end of the previous packet and the beginning of the current packet.
Zeros must now be removed from the payload. First, a start byte is added to indicate the
number of bytes until a zero is encountered. That zero is replaced with the number of
bytes until the next zero, and so forth until the end of the packet. To handle the last zero
in the packet, we pretend that there is an extra zero just off the end of the real packet. For
example, the packet 0x22, 0x00, 0x00, 0x55 becomes 0x00, 0x02, 0x22, 0x01, 0x02,
0x55. We must also handle the situation in which there are no zeros in the payload. To do
this we use OxFF to indicate a run of 254 consecutive non-zero bytes without a following
zero. After the 254 bytes there is a count of bytes until a zero or another OxFF. At the
receiver the reverse process is performed.

Now compare PPP and COBS in terms of a) their implementation complexity; b) their
average case framing overhead; and c) their worst case framing overhead.
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3. Checksums.
Consider the 16-bit Internet checksum as given in Peterson 2.4.2. (Also see RFC 1071 for
interest.)

Characterize the error detection capabilities of this checksum against both burst and
random bit errors. Explain what errors will always detected and why. Explain what errors
will sometimes be detected and the probability with which they will be detected and why.
Make simplifying assumptions as you need them.

4. CRCs.
a), b) Peterson Ch2, Ex15
c) CRC are typically placed on the wire at the end of the frame (that is, they are the
last portion transmitted). Why?

5. Ethernet Capture.
a), b), ¢) Peterson Ch2, Ex37
d) How many packets will A transmit during the entire sequence, before B resets?

—END—
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