Cryptography
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 The Code Book (Simon Singh)

 The Codebreakers (David Kahn)

* Cryptonomicon (Neal Stephenson)



Steganography
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An example
showing how
terrorists may use
forum avatars to
send hidden
messages. This
avatar contains the
message "Boss
said that we should
blow up the bridge
at midnight.”
encrypted with
http://mc )
using "vaxjo" as
password.




Simple Steganography




Shift (Caesar) Cipher

* e.g. ROT13

the quick brown fox jumps over the lazy dog
WKH TXLFEFN EURZQ IRA MXPSV RYHU WKH ODCB GRJ



Monoalphabetic Substitution Cipher

zebras
Plaintext alphabet: abcdef..
Ciphertext alphabet: ZEBRASCDFGHIJKLMNOPQTUVWXY

flee at once. we are discovered!

SIAA ZQ LKBA. VA ZOA RFPBLUAOAR!



Transposition Cipher
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Scytale

helpmelamunderattack
HENTEIDTLAEAPMRCMUAK



Frequency Analysis
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Bigrams
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Trigrams

RANK TRIGRAM

1 the
P and
3 tha
4 ent
5 ing
6 ion
7 tio

8 for
9 nde
10 has
11 nce
12 edt
13 tis

14 oft

15 sth

16 =



Encryption Modes




Polyalphabetic Substitution Cipher:
Vigenere Cipher




Cipher
JKLMNOPQRSTUVW
JKLMNOPQRSTUVW

JKLMNOPQRSTUVWXYZA
JKLMNOPQRSTUVWXYZARB
JKLMNOPQRSTUVWXYZABC
JKLMNOPQRSTUVWXYZABCD

\

igenére

ABCDETFGH
AIABCDETFGH
BIBCDETFGH
CICDEFGH
DIDEFGH

JKLMNOPQRSTUVWXYZABCDE
JKLMNOPQRSTUVWXYZABCDEFTF
JKLMNOPQRSTUVWXYZABCDETFG®G
JKLMNOPQRSTUVWXYZABCDETFGH
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J KLMN

OOPQRSTUVWXYZABCDETFGH

JKLMNO
JKLMNOFP
JKLMNOPRQ

PIPQRSTUVWXYZABCDETFGH
QQRSTUVWXYZABCDETFGH

RIRSTUVWXYZABCDETFGH

JKLMNOPAQR

SISTUVWXYZABCDETFGH
TITUVWXYZABCDETFGH
UIUVWXYZABCDETFGH
VIVWXYZABCDETFGH

JKLMNOPQRS
JKLMNOPQRST
JKLMNOPQRSTU
JKLMNOPQRSTUYV

WWXY ZABCDEFGH

I JKLMNOPQRSTUVW

XIXYZABCDETFGH
YIYZABCDETFGH
Z|ZABCDEFGH

JKLMNOPQRSTUVWX
JKLMNOPQRSTUVWXY







