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Abstract

In a paper to be presented at the 1993 ACM Symposium on Operating Systems
Principles, Cheriton and Skeen offer their understanding of causal and total ordering
as a communication property. I find their paper highly critical of Isis, and unfairly so,
for a number of reasons. In this paper I present some responses to their criticism, and
also explain why I find their discussion of causal and total communication ordering to
be distorted and incomplete.

1 Background

In a paper to be presented at the 1993 ACM Symposium on Operating Systems Principles,
Cheriton and Skeen offer their understanding of causal and total ordering as a communication
property. In this paper, I want to I respond to their criticisms from the perspective of my
work on Isis [Bir93, BJ87a, BJ87b], and the overall communication model that Isis employs.
[ assume that the reader is familiar with the Cheriton Skeen paper, and the structure of this
response roughly parallels the order of presentation that they use.!

Isis is not the only system to use the causal and total ordering properties that Cheriton
and Skeen discuss. There is a growing community of researchers using techniques similar
to those in Isis, including Ladin and Liskov’s Gossip project at MIT [LLS90], Powell and
Verissimo’s work on Delta-4 [Pow91], Peterson and Schlicting’s work on Psync at Univ.
of Arizona [PBS89], Dolev’s Transis project [ADKM91], developed by a group at Hebrew
University, Kaashoek’s work on reliable multicast in Amoeba [KTHB89], Melliar-Smith’s
and Moser’s work on the Trans and Total communication primitives at U.C. Santa Bar-
bara [MSMA90, AMMS*93], and others. There is also a next-generation of Isis, called

"Research on Isis was supported by the Department of Defense under ARPA/ONR grant N00014-92-J-
1866.

!Dave Cheriton showed me several intermediate drafts of the CATOCS paper, and I provided quite a bit
of feedback. I am grateful to Dave for making a serious effort to avoid misrepresentation of the Isis approach.
Unfortunately, I did not have a chance to react to the final version of the paper, and many of the points
with which I disagree most strongly were introduced late in the revision process. On the other hand, Dave
has helped me understand the points he and Dale wanted to make, and I found his explanations very useful
in preparing this response.



Horus, under development by my group [BR93]. However, in my remarks below I'll focus
on Isis, and in fact as I read the Cheriton/Skeen arguments, it seems to me that they are
basically using CATOCS as a synonym for Isis in many parts of their paper.

I want to make several major points:

o Although presented in academic terms, both Skeen and Cheriton have a commercial
interest in a system called TIB(tm)?, which competes commercially with the Isis Dis-
tributed Toolkit(tm) and the Isis Distributed News system(tm). Thus, they have a
commercial product in the back of their mind, and so do I. I comment on this not as a
criticism of their paper, but rather in the sense of disclosing a mutual conflict of interest
here. Cheriton and Skeen stand to make money using this argument, by disparaging
features of the Isis product, just as I stand to profit by arguing the usefulness of these
features. Does this lead any of us to distort our arguments? Well, this is certainly the
risk where a conflict of interest is present; I'll leave it to the academic community to
reach its own conclusions.

e It is one thing to criticize my work based on the arguments I have made in the past,
and quite another to misrepresent those arguments, and then to attack the resulting in-
complete and distorted versions. I want to suggest that Cheriton and Skeen repeatedly
create scenarios that overlook the virtual synchrony aspects of Isis, arguing that they
are interested only in the value of CATOCS ordering. But then they point to aspects
of the problem that involve a mixture of ordering and reliability issues, and conclude
that CATOCS is inadequate. In particular, they introduce transactions in a way that
suggests strongly that CATOCS was intended primarily to support the construction
of transactional applications.

¢ Even if one takes the Cheriton and Skeen paper on its own ground, the arguments
presented are often incomplete and hence misleading. For example, when these authors
do introduce pure ordering issues, they do so through application-specific “semantic”
ordering properties. One is lead to believe that the typical user has some set of ordering
goals in mind, and that the purpose of the system is primarily to implement the user’s
programming model. This overlooks the fact that ordering issues most often arise
through programming styles that involve asynchronous communication, and that the
major reason for a system to worry about message ordering is to reduce user-visible
design complexity and thereby increase reliability.

e Several of the arguments they make most forcefully, such as the ones about CATOCS
being unable to maintain consistent “resilient” data structures, and the claims about
quadratic growth in buffering space as a function of system size, are simply wrong. In
this specific case, Cheriton and Skeen’s quadratic growth phenomenon corresponds to

2TIB, or Teknekron Information Bus, is trademarked by Teknekron Software Systems Inc., which also
holds a trademark on the phrase “subject based addressing”. TIB is the communication subsystem used
in the majority of Teknekron software installations and applications; Dale Skeen was a developer of this
system, and Dave Cheriton has consulted for him, and continues to do so. The Isis Distributed Toolkit and
Isis Distributed News are trademarks of Isis Distributed Systems Inc; T played a major role in developing
these commercial products.



a few bytes of timestamps on the typical Isis message, averaging perhaps 12 bytes of
data even for very large process groups. Overhead within the participating processes
is similarly low. There is no linkage to the size of the system. This overhead analysis,
and several others, is directly contradicted by experience in systems like Isis, Transis,
Psync, Gossip and Amoeba.

e In the operating systems community, performance is normally considered a significant
issue. Yet while Cheriton and Skeen claim that CATOCS will be costly, they say
nothing about the cost of the transactional consistency model they favor. Where
consistency is required, the Isis virtual synchrony model — of which they omit all
mention — considerably outperforms transactions and gives strong guarantees except
in regard to external data. Moreover, one can easily layer transactions over Isis, or put
them next to Isis. Thus, one has three choices: a programming model that seeks to
run as fast as possible, but with no semantics (and with the hope that the user won’t
have to build something costly to introduce reliability or consistency), a process group
programming model in which one can replicate data and have other sorts of consistent,
fault-tolerant programming tools, and in which the CATOCS properties are a key
to extremely high performance, and a transactional model, in which performance is
inevitably limited by the cost of flushing a log to stable storage. By omitting reference
to virtual synchrony. Cheriton and Skeen bias their argument in favor of the conclusion
they want to reach.

It is no secret that I believe the arguments in favor of providing causal and total ordering,
at least in the context of process-group computing systems, to be compelling. One of the
main reasons, which Cheriton and Skeen do not address, is that this approach (at least
when embedded into a suitable programming environment) greatly reduces the complexity,
development time, and debugging effort needed when implementing distributed systems.
And I believe that even if a small performance loss is sometimes incurred, the average user
is more concerned with having a simple way to build reliable software than with having total
control of the properties of the communication protocols used in an application. Cheriton
and Skeen overlook the benefits of simplicity, standardization, and of taking hard problems
out of the hands of the developers.

Nor is it a secret that this view is disputed. Yet in challenging it, Cheriton and Skeen
dredge up a contrived collection of systems that don’t need what Isis offers (they claim that
their examples are drawn from the literature, but most are quite different from examples
appearing in papers of which I am aware). They manage to miss the entire class of systems
for which Isis was developed. To the degree that they do introduce reliability issues, they
do so without addressing key aspects of the Isis virtual synchrony model, leading them to a
conclusion that “CATOCS ordering properties are inadequate to address these issues.” Yet
the Isis approach brings more than CATOCS ordering properties to bear on problems of
reliability, a point that Cheriton and Skeen completely overlook. A good example of this is
the issue of failures leaving gaps in the causal past due to inconsistent outcomes in atomic
multicast protocols. Isis prevents these, while they would be extremely difficult to detect or
overcome in the approach Cheriton and Skeen favor.

In reducing arguments in favor of Isis to arguments in favor of CATOCS, Cheriton and



Skeen simply miss the whole point, which is that when combined with an appropriate exe-
cution model, CATOCS is a valuable tool for improving performance in distributed systems
and simplifying the user’s programming environment. Perhaps CATOCS ordering would be
of limited value in the inconsistent world of RPC programming, or in a purely transactional
environment. But in between these extremes lies a rich distributed computing model in
which high availability, high performance and consistency combine to offer the developer
options that are not available in any other setting.

2 Real-world experience

Cheriton and Skeen position their paper primarily on academic territory, and I want to
respond in kind. Yet the authors do allude to the commercial success of TIB, the Teknekron
product, which, we are told, has been installed on “more than 150 trading-room floors.”
Several parts of the paper cite feedback from TIB users. So I want to point out that Isis is
also a commercial success, and that I could cite the same sorts of feedback from my users.
As a matter of fact, I think I could make a strong argument that Isis is more successful than
TIB at the time of this writing.

Isis is used in market-data applications, and has been picked for several ambitious fi-
nancial systems, such as the internal communication infrastructure of the New York Stock
Exchange, and for the communication layer of EBS, an electronic trading system being de-
veloped by a consortium of more than 60 Swiss banks and brokerages (ATB). Isis has also
had success in other settings. For example, Isis is used in telecommunications systems,
factory-floor automation systems (both for process-control and electronic manufacturing),
computer-aided design and engineering, scientific computing (the data acquisition system in
the new CERN particle accelerator) — and this is just the surface of a varied collection of
demanding distributed systems. Moreover, Isis has been selected for major military projects,
such as the HiperD system (a successor to the AEGIS system), for next-generation world-
wide cellular phone systems (Iridium), and for use in air-traffic control settings. These are
all examples of the sorts of challenging, next-generation projects that demand innovative
systems technology, and the decision of groups like these to use Isis is not taken lightly.

Presumably, Cheriton and Skeen would react by saying that this sort of list of users is
no proof that these applications actually need CATOCS ordering; perhaps they need fault-
tolerance or some other aspect of Isis, perhaps the Isis pricing appealed to them, or perhaps
these users were actually mistaken and could have managed well with TIB. Of course, the
same comment can be applied to the 150 happy TIB users to which Cheriton and Skeen
point.

It seems to me that the right way to cite a real-world application is to describe that
application in enough detail so that the reader can see clearly how some system property,
such as CATOCS ordering, enters into solving it. For example, the New York Stock Exchange
worries that overhead displays should preserve the causal order in which trades occurred;
otherwise, traders might fail to recognize a related series of events. The exchange also worries
that displays show the same events in the same order, to avoid giving one trader an unfair
advantage over another who happens to watch a different display. And, there are loose real-
time constraints in a stock exchange application. By studying these sorts of considerations,
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one can ask how valuable it is for the underlying message transport system to provide causal
and total order.

Presumably, Cheriton and Skeen would respond that this is an unusual application.

In an air traffic control application, one is faced with an elegant demonstration of the role
of consistency in a fault-tolerant system. Such a system will generally use a small cluster
of workstations to provide fault-tolerance to a “position” at which a flight controller works
with the aid of specialists who help prepare data for control actions the controller will need
to take in the future. Consistency, replication, and performance all come together in such
an application: a workstation can only take over from another, failed, workstation if the
former system has an accurate copy of the flight data the latter was maintaining. Again, one
can reduce such problems to mixtures of CATOCS ordering and reliability considerations
- to the virtual synchrony model. But it would take a great many pages to describe this
application in enough detail to show exactly where these issues arise. Even then, the reader
would have no way to know whether this is the only way to solve such a problem.

No doubt, Cheriton and Skeen would respond that this is an unusual application, too.
I expect that they would respond this way to any application 1 could present. Basically,
they argue that a CATOCS ordering property is generally not the best way to solve a given
problem, and just as I question their examples below, I am sure that they would question any
I might put forward. Indeed, for any given application, short of comparing two approaches
put forward by proponents of the respective technologies, I can’t imagine how one could
answer such a question convincingly. Cheriton and Skeen try and show how I would solve
some contrived problems they come up with, but they never asked my input on this. And
their solutions are not the ones that come to mind, based on my experience with Isis.

In applying Isis to real problems, CATOCS properties are often valuable because they
simplify asynchronous communication patterns. If Cheriton and Skeen have an alternative
approach to simplifying such problems, I would be very interested to see it. In their paper,
however, the conclusions are purely negative and no real alternative is proposed, except of
course TIB — for those readers aware that TIB is what the 150 users they cite are running.

3 Software Issues

I believe that most distributed systems seek to achieve the following properties.
o Reliability and fault-tolerance.
o Consistency.

e Concurrency.

Ability to replicate data.

Reconfiguration after failures and recoveries.

Support for grouping or streaming sequences of operations.



Even when developers agree that a property is desired, they often mean very different things
by these terms. One system may seek to recover data from a disk; another may seek only
to reconfigure itself to exclude faulty components. One may be satisfied with a cache of
possibly stale data, while another requires that sets of processes have coherent, local, copies
of dynamically changing control parameters.

One premise of work on Isis is that no single technology can make all users happy - it
seems that at least two types of technology are needed. The big split is between “database-
style” distributed systems and “control/communication” systems. The former are worried
about data files that are generally not replicated. Recovery from a failure means waiting
for the faulty system to restart, cleaning up the mess created by the crash, and resuming
normal processing using the restored data files. Obviously, this can involve a long wait, but
the cost of replication has generally been seen as outweighing its benefits. For example,
commercial OLTP systems that don’t replicate data can support thousands of transactions
per second; replicated database technologies tend to be a factor of ten or more slower for
similar applications. To the extent that databases do use replication, they tend to replicate
objects that change infrequently. And, of course, database systems commonly offer ways to
group operations into transactions, which are scheduled in accordance with a serializability
criteria and guaranteed to have atomic effects on persistent data.

By “control/communication,” I mean a class of systems that operate something, be it the
system itself, a network, external devices, delivery of analytic data to brokers, or whatever.
The military would call this command, control and communication applications; a bank or
brokerage would call them data distribution systems. These systems, in contrast to database
systems, are often required to maintain continuous availability by reconfiguring from a failure
and resuming function. This forces them to write off any data managed by a failed server as
a lost cause: the system can’t wait for recovery, although it may try to salvage data when
the server restarts. Online progress is viewed as the main goal.

A good example of a database-style application would be a banking system. Automated
teller machines need to issue a transaction against the banks records before issuing money,
so the delay between pressing “enter” and receiving money is a direct measure of the speed
of the transaction subsystem. The data on the disk is critical - it has the user’s current bank
balance, and if a database log that might contain a withdrawal is unavailable, its a safe bet
that the bank won’t approve further withdrawals until the database recovers.

A good example of a control/communication application is the console display of an air-
traffic control system. A controller is in no position to wait for a database to recover just
because some computer has failed. Such a system either reconfigures and makes forward
progress, with minimal delays, or it is useless. Internally, systems such as this are often
composed of programs that monitor data streams, filtering input and producing output
data streams, which are consumed by further layers of filtering programs and by application
programes.

Database systems “group” operations into transactions. This is a fundamental principle
of the approach, and works extremely well for non-distributed database applications. Dis-
tributed database systems often weaken the transactional model (for example, consider Pu’s
recent work on epsilon-serializability); the costs of a literal interpretation of transactional
serializability are just too high to tolerate in distributed settings.



Control applications tend to be more concerned with relationships between sequences of
asynchronous messages. This is a common pattern in such systems and reflects in a natural
way the internal structure of these systems, based on the filtering of data streams. Database-
style event groupings don’t always arise in these systems, but when they do, a mixture of a
streaming model and a transactional model is needed — not one to the exclusion of the other.

Now, Isis basically emerged from our interest in control/communication applications, with
a fairly broad interpretation on what these might be. Isis seeks to aid the user in building any
distributed application concerned with on-line availability despite failures, consistency, and
replication — with “controlling itself” in a real-world asynchronous setting. The properties
and features of Isis reflect subtle issues that arise when one tries to maintain the consistency
of a distributed system while also reconfiguring to make progress despite a failure.

As I read their paper, Cheriton and Skeen confine themselves to examples of applications
that need weakly consistent data distribution, transactional databases, and real-time appli-
cations to criticize ordering properties that stem from the control and consistency problems
towards which Isis is biased. They argue that only transactions offer consistent failure re-
covery to the user. The virtual synchrony model offers an alternative to transactions that
costs less, and achieves sufficiently strong guarantees to support reliable distributed con-
trol/communication systems, but Cheriton and Skeen never even mention this — although it
is the “main” model used in Isis and other similar systems. Thus, they hand the reader a
biased and incomplete picture of the technology, and then draw conclusions which many of
us set aside years ago.

4 Process (and subject) groups

Where did this whole dispute originate? The story goes back a few years.

In 1985 Dave Cheriton and Willy Zwaenepoel suggested that distributed systems be struc-
tured using process-groups [CZ85]. They implemented the idea, showed that it could perform
well (particularly over hardware broadcast, using a filtering scheme to discard unwanted mes-
sages), and discussed applications, such as the publishing paradigm for communication. V,
however, lacked any ordering or reliability properties. It was a best-effort system, trying
to be reliable and ordered but not slowing things down for this purpose. And V was not
fault-tolerant.

Isis picked the process group idea up, adding communication reliability and ordering
properties to the approach, and demonstrated the ability to support fault-tolerant group-
computing tools and utilities, which in turn have been used successfully in a number of
demanding applications. This work started in 1986, and was published starting in 1987. As
the reader may be aware, Isis offers quite a variety of tools, including ways of replicating data
within a process group, monitoring membership, doing synchronization, adding members to a
group and transferring state to them so as to bring them up to date, subdividing computation
to increase fault-tolerance or gain performance through parallelism, n-version programming,
and so forth. On top of this, Isis layers a collection of applications, including a program-to-
program “news” tool, a reliable network file system, a spooling/load-balancing utility, and
a reactive control system. Each of these higher level applications works by mapping some
behavior visible to the user down to a set of process groups, within which computation and



communication occurs.

The key feature of Isis, which made this approach possible, is a style of synchronization in
which group membership changes, communication to groups, and atomicity are linked into
a programming model in which the developer of an application has a simple way to think
about distributed executions, and has strong guarantees of consistency and fault-tolerance.
As mentioned earlier, this model is called virtual synchrony.

To summarize, Isis has a series of layers. High level applications are layered over group
communication mechanisms, which are in turn implemented using synchronization and or-
dering properties. In our work, the CATOCS ordering issues enter only at this lowest layer
of the system: they do not stand by themselves.

Finally, Dale Skeen’s company invented TIB in 1989. TIB is architecturally similar to V
but has some fault-tolerance features and presents process groups though a “subject address-
ing” interface, along the lines of network news, but for program-to-program communication.
Like V, TIB has few reliability features beyond its ability to roll from a failed server to a
reliable one. So, one can understand the Cheriton and Skeen paper as a defense of a de-
sign decision made in V, and carried over into TIB - one in which guaranteed ordering and
reliability are viewed as too costly to support.

5 The arguments

Let’s summarize the CATOCS arguments as advanced by Cheriton and Skeen:

o Causal ordering is either too ordered or not ordered enough, (but it definitely isn’t what
you usually want).

o ... anyhow, its hard to find good examples that need causal order.
o Total order is much too expensive.

e ... and in settings where Isis claims you want strong reliability properties, one would re-
ally need to group operations into serializable transactions, and CATOCS order doesn’t
support these.

. nor do ordered communication protocols scale well or deal with real-time constraints.

5.1 Causal delivery order

I wonder if Tommy Joseph and I shouldn’t have used some other term, like “multi-sender
streams” to introduce the idea of causal message delivery back in 1987. But, after all,
causality wasn’t our idea: Leslie Lamport used this term earlier, and he was merely picking
up familiar language of quantum mechanics and relativity theory from physics! Perhaps we
have Einstein to blame for this unfortunate terminology, although he would probably point
to the ancient Greeks...

There is a sense in which fear of causality has gripped sections of the distributed com-
puting community for much of the last few years. Yet, the idea isn’t much different than



FIFO ordering in a stream. Basically, a stream (a TCP channel or a pipe) delivers messages
in the order they were sent. This is often useful.

Let me give an example that arises in many graphics applications, such as the air-traffic
control displays mentioned earlier. For simplicity, one can think of such a system as a version
of the X11 display server, specialized to the air-traffic display, but performing a role similar
to that of X11. Much as with X11, one can send a message to position the cursor and
then a message to display a string; the string comes out at the place where the cursor was
located. Notice that such sequences depend on the FIFO-ness of the stream connecting the
application to the display server: if the string were displayed before the cursor was moved,
errors would result. So, such a system needs a FIFO connection between the application
program and the display server.

But suppose that two programs cooperate; call them P and Q. P wants to position the
cursor and then it will issue a message causing Q to render an object for display on the
screen (this is a common application structure — such behavior arises in a number of Isis
applications of which I am aware). Even if the channels from P and Q to the display server
are FIFO, they can lose the ordering of these requests because the two messages are sent on
different channels. So, using a FIFO ordered communication layer, P would have to wait for
acknowledgement that the cursor had been moved before sending the rendering request to Q.
This delay may make the application substantially slower, because Q won’t start computing
the rendered object as soon as if P has not been forced to wait in this manner.

Causal delivery ordering just extends the idea of a FIFO order to cases like this one, in
which a “sender” can be a single computational thread that spans more than one process. In
our example, because P asked Q to do a display operation after positioning the cursor, the
messages from P to the display and from Q to the display are said to be causally ordered:
in a causal sense, the cursor positioning request came before the display update. Causal
ordering is basically the requirement that the communication subsystem deliver messages to
a destination in a way that respects the causal order in which they were transmitted. So, P
can send its message asynchronously without worrying that Q’s rendering will come out at
the wrong place on the screen.

As long as the communication subsystem is causal — for example if P, Q and the air-
traffic display server are implemented using Isis - P and Q can communicate asynchronously,
improving performance. The ordering enforced in the communication subsystem is strong
enough to ensure that the display will be correct. Moreover, this is true without the display
server needing to “know” that it will be used asynchronously — which is likely to be important,
since the display server will probably be the first part of the system to be implemented.

This example illustrates several reasons that we find it useful to support causal message
ordering in the Isis communication system:

o This ordering property makes it possible for programs like P and Q to communicate
asynchronously to a display server or to a process group, improving performance with-
out compromising correctness. Moreover, the developer of P doesn’t need to know
how Q and the display server were coded to be sure of correct behavior. Obviously,
any approach in which one has to rewrite pieces of the display server to use it safely
would be suspect. Knowledge that the communication subsystem has a certain prop-
erty eliminates the need to enforce that property in the application, making it possible
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to communicate asynchronously with a pre-built application which cannot be modified.

o The causal delivery property is cheap to support: In terms of the number of messages
transmitted, the cost is the same as for a FIFO delivery ordering [Sch88]. In fact, given
an implementation of a pipe or stream, the same code can support a causal message
delivery ordering by including additional information in the headers on the messages
transmitted. No additional messages need be transmitted, and with appropriate com-
pression algorithms, the message headers used need not be much bigger than the ones
needed to ensure FIFO delivery. Our work has shown that Isis technology scales as
well as any other, and we have worked with applications that include thousands of
processes on hundreds of workstations in each of dozens of local area networks, linked
by wide-area lines (we use a different protocol over the wide-area links, but the Isis
user sees the same API).

o Causal ordering protects against some serious failure behaviors. For example, the
usual definition of multicast atomicity is that a message will reach all its destinations,
or none. (Transactional atomicity has a similar definition.) Suppose that m; is sent
by P to the display server and then my is sent by Q, and P exits or crashes after
sending m;. Would we be happy with an outcome in which m; is not delivered, but
my gets through? I think not, but without having the communication system track
causal relationships, one cannot prevent this outcome from occurring. Cheriton and
Skeen argue that if an application wants an ordering property, the developer should
implement it. But, how would a program that receives a copy of m; recognize that it
is not merely “early”, but is actually an orphan? Systems like Isis include protocols to
overcome such problems. In particular, the causally ordered communication primitive
used in Isis hides m, from the application, delivering mq after m, is received, and
discarding my it m, is lost forever.

If one simply hands these problems to the user, along with prebuilt display servers, I
think the most likely result will be bugs — provoked by gaps in the causal past after
crashes as well as by out-of-order communication, coupled with synchronous (hence,
inefficient) patterns of communication. Isis users do not have to worry about this
complexity, and yet can benefit from high performance.

Now, Cheriton and Skeen attack all this with a series of observations that echo comments
made by Leslie Lamport in his original 1978 paper about time in distributed systems.

o Causal ordering may be specious: perhaps the application didn’t really care about
the ordering in the first place. That is, many “potentially causal” orderings will be
unimportant to the application. Delaying messages to order them according to spurious
orderings can only hurt performance.

It seems to me that this can be most easily understood by again thinking about a TCP
connection or a pipe. A similar argument applies: a pipe might not need to order all
the messages one sends down it. Perhaps an application sends some messages without
caring about the order. Performance is lost because the pipe orders these messages
even when the application didn’t need this property. But we tolerate this miniscule
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loss of performance because an unordered pipe would introduce more complexity in the
application program than it would remove from the communication system. Similarly,
causal ordering will rarely delay a message; it is more of a protection against race
conditions. Given that the cost is essentially the same as for a FIFO ordering, why
shouldn’t we simplify life for the application developer?

This raises an interesting point. Cheriton and Skeen appear to be arguing in part
for an interface in which the user would specify the messages on which an outgoing
message depends, explicitly, for example by providing a list of prior messages. First,
there is nothing in the CATOCS model that precludes such an interface. In fact, early
Isis work included a labeling scheme for this purpose, and Psync offers very clean
interfaces with this functionality. But our experience with real applications lead us to
believe that control over fine-grained message ordering properties offered little potential
performance benefit. Flow control and congestion handling are far more important in
the systems we have built using Isis, and in the few instances where a performance
problem was traced to undesired causal ordering, one can always disable the ordering
property causing the problem.

To summarize our point, the overhead associated with causal ordering is rarely as im-
portant to performance as the delays introduced by flow control and memory /resource
management mechanisms. Either a system is lightly loaded — but then causal delays
are very unlikely to occur, at all, or heavily loaded, in which case causal delays are
dwarfed by flow control delays. Either way, causal ordering is the least of the devel-
oper’s problems.

Causal ordering may fail to capture ordering relationships external to the system, or
application-specific ordering properties. These two points seem minor: how many
systems have external communication paths of the sort described here? Most commu-
nication in most computer systems is via internal communication paths under control
of system software. So, while external communication can violate causal order, it also
seems true that this is unlikely. Moreover, since causal time can be adjusted with real-
time to order apparently concurrent events, in a system that does have this problem
it can be fixed (up to the resolution of the clock synchronization algorithm).

I would suggest that external ordering paths arise primarily in shared memory appli-
cations. Isis applications that use shared memory commonly associate such memory
with a process group. Event-oriented commmunication occurs through messages to the
group, while the shared memory is used for “non-event oriented” operations, such as
representation of a display. The fact that Isis causal properties are only guaranteed
within the event-driven side of the application is not a problem here, ecause causal
ordering through the shared memory was either not needed. The type of ordering that
ts needed is normally obtained through explicit shared memory mutex mechanisms.
Of course, one can build a causal shared memory (see, for example, the recent work
by Neiger and Hutto [ABHN91]) - but in the applications we have considered, such
measures have not been necessary.

As for application-specific ordering, or other semantic knowledge, it is true that Isis can-
not guess what the programmer had in mind. But this also seems like an unavoidable
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limitation of computing: one could make the same point about an optimizing compiler.
Cheriton and Skeen propose a particularly uninspired fire alarm design, but one would
hope that the person charged with actually building such an application would think
to include location and time information on alarm messages! More broadly, it is true
that there are many issues concerning proper application design methodology which
causal message ordering won’t address. But it may help, it isn’t likely to hurt, and it
has other types of positive benefits.

They think it is costly and doesn’t scale well. The discussion in this part of the Cheriton
and Skeen paper is incorrect. They clearly don’t understand the Isis protocols at all,
making it unreasonably easy to respond to the claims they level against the system.
The bottom line is that Isis puts relatively small headers on the average message, and
this is enough to let it enforce causal ordering. Moreover, Isis rarely buffers more than
a few messages in order to guarantee atomicity: there are simple ways to avoid the
accumulation of substantial backlogs, and Isis employs a number of these. Sometimes
Isis delays, waiting for messages to stabilize, to avoid having to put large headers on
messages, but this is rare.

In Isis, scaling has not been a problem: we see process groups with 20 or more senders
(although smaller numbers, like 1 or 2, are much more common) and as many as
hundreds of “clients”. By client, we mean processes that are either passive receivers,
or that multicast only to the subgroup of senders, not to the full group including other
clients. IP multicast support is very helpful when multicasting to large groups, and is
now used in Isis; a forthcoming paper will describe our approach, which comes close
to the performance of unreliable data transport technologies and of the lower layer
transport protocols. For much larger systems, or wide-area networks, Isis can also be
used through a hierarchically structured software layer that scales to large numbers
of local area networks — much like the TIB software, which has a similar gateway
technology. Isis has been used in extremely large networks, and no fundamental limit
has yet been encountered. I believe that we will see Isis applications with ten’s of
thousands of participating programs within a year or two. Moreover, recent versions
of Isis perform quite well by comparison with any alternative, including RPC-style
technologies, TCP, and even V or TIB. When asked to do the same thing, on the same
platform, Isis generally performs at least as well. For communication in large groups,
we are much faster than what TCP or RPC would permit for a similar communication
pattern.

All of this may sound suspicious in light of the Cheriton/Skeen claims about quadratic
buffering requirements: is Isis sweeping some massive overhead under the rug? On the
contrary, it isn’t hard to see that that the Cheriton and Skeen proof in this section
of the paper is wrong. In other fields of science, a theory needs to be confirmed by
experiment. Cheriton and Skeen, in their past work, have generally been careful to
root their arguments in sound experimental work. This time they fail to do so, and
arrive at incorrect conclusions.

What, specifically, is wrong with their argument? The first problem is the basic
premise. Basically, the Cheriton/Skeen analysis studies a group of processes that
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all send messages to one another, as the system scales up. Moreover, their discussion
of causality implicitly assumes that most communication is point-to-point, and that
this point-to-point communication is also asynchronous and needs to be represented
in the causal ordering graph for the system. This scenario is unrealistic in three re-
spects. First, in any large system processes will make heavy use of multicast to one
another. Secondly, asynchronous point-to-point communication introduces two issues
that most systems prefer not to treat: exposure to safety violations (if the sender of
a point-to-point message crashes before is delivered and when no other process has a
copy), and the need to maintain a complex causal ordering structure. Consequently,
most real systems — and specifically, Isis — treat point-to-point communication using
synchronous RPC-style protocols, which separate the point-to-point communication
burden from other communication.® In Isis, no multicast is ever sent when an RPC is
unstable (although point-to-point messages need to carry CATOCS information about
prior potentially unstable multicasts). Consequently, the CATOCS representation of
causality can omit point-to-point traffic, because point-to-point messages are always
stable when subsequent multicasts are initiated. Thirdly, even if one did chose to
use a CATOCS ordering for asynchronous point-to-point communication, perhaps in
a setting where fault-tolerance was not a concern, the system would still saturate at
some maximum number of new messages per second. So, even if one focused only on
point-to-point communication, given messages that become stable in roughly constant
time, the number of potentially unstable messages will still be bounded by a constant!

To summarize, Cheriton and Skeen’s argurnent supposes a great deal of point-to-point
message passing, which is questionable for several reasons. Moreover, due to concerns
about gaps after failures, systems like Isis normally use a special scheme to provide
CATOCS ordering for this case. The general form of CATOCS ordering arises only for

multicast messages.

Now, even with this observation, the Cheriton/Skeen analysis would appear to claim
that Isis should still be faced with a quadratic cost, because of the need to “buffer”
messages for reasons unrelated to CATOCS ordering — namely, multicast atomicity.
Before discussing this argument, it is useful to stress again that any communication
system will ultimately be limited by flow-control and bandwidth considerations. Thus,
even if presented with an unlimited number of multicasts originated at every process
in the system, any real system will only deliver them at some maximum rate above
which congestion occurs.

Thus, a real system, such as Isis, deals only with CATOCS ordering primarily for asyn-
chronous multicasts — not point-to-point messages — and the actual rate of multicasts
is limited by bandwidth and flow control considerations.

3This is done out of concerns that failures might otherwise leave gaps in the causal past. The problem is
that if P sends an asynchronous message to Q, point-to-point, then sends a causally dependent message to
some group G, and then fails, the message to Q could be lost. If one does not delay the delivery of messages
in G until it is known that Q received the point to point messages, it will never be safe for a member of
G to talk to Q: a causally prior message has vanished from the system. So, point-to-point communication
in systems like Isis is often by some form of RPC protocol, in which new nulticasts are inhibited until the
stability of the point-to-point message (or a stream of them) is established.
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