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Computer Crimes ...

A survey found that 839 companies lost a total of $130.1 million dellars to computer crimes last year,
Below is a breakdown of the types of crimes that were committed.

7. Financial fraud Total losses in 2004

&, Misusa of public Web application from computer crimes

e $10 ) :30 L4
13, Web site defacement i million 5 5

.« » and Extortion

The use of computers and the Internst for extortion is an emerging corporate threat.
Data for such threats is not available. Below are excerpts of a survey conducted
last year of mostly medium- and small-sized companies.

Companiaes axtortad What was the substance of the threat? Would you call the cops?
To tha bast of your knowledga, If your organization had a cradible
have any cyberaxtortion thraats axdortion threat made against it,
aver baan made against your 1. Theft of customer data............. 18% wiolld law enforcamant ba callad
organization or an employes of 2. Web site defacement ... 18 to investigate?
your organization? ) )
3. Denial of service/
quality of service attacks.__ 14 MO 2""5
LMSURE —_ '
4. Placemeant of illicit materials__ .. 11
5. Destruction of data .. 7
) DEPENDS
0% — Mo 6. Theft of intellectual property. ... 7 L ags;
7. Destruction of intellectual property 4
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