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1 Introduction
Voice over IP (VoIP) is widely acknowledged as the future of Voice and Video communications. Yahoo, MSN and Google Talk now provide inbuilt support for audio and video chat; Skype is widely popular as a peer-to-peer audio-video communication tool. Enterprises are widely adopting conferencing solutions such as Microsoft LCS that support audio and video streaming.
As more organizations and individuals adopt these applications, increasingly sensitive information is carried over the audio and video links and like any other communication channels, these need to be safeguarded against eavesdropping and malicious attacks. This paper examines cryptographic techniques used for securing these real time communication channels and the security of commonly used protocols, SIP and RTP, is analyzed.
2 Security Considerations
In order for Real Time systems such as IP telephony to take off, sufficient security facilities must be provided. In particular end-to-end authentication should be possible, and this initial authentication handshake should result in session keys, which can be used to protect the data streams.  The following properties are desired:

· call is established with the callee one expects
· the data is protected against eavesdropping
· incoming calls can be blocked efficiently, thus prohibiting VoIP spamming (SPIT)
· end point identities should not be revealed by eavesdropping
· the caller’s identity should be hidden from the callee if so desired (anonymity)
VoIP systems are vulnerable to all of the following attack types:
1) Protocol attacks by exploiting security loopholes in the VoIP protocols

2) Application attacks by exploiting vulnerability in security mechanisms for authentication

3) Eavesdropping on media links. Encryption without a strong authentication algorithm can not guarantee privacy in case of Man-In-The-Middle attacks.
4) DoS on media streams by introducing large number of RTP packets or high QoS packets, as well as malformed requests.

5) Exploiting vulnerabilities in the OS or support software that allow buffer overruns, and unauthorized remote control of systems via elevated privileges

6) VoIP systems are also open to intrusion, alteration of packet contents and destination addresses, and identity spoofing of the endpoints.
Commercial Real Time systems must guard against all such attack types. If an attacker gains access to the unencrypted media, simple tools like VOMIT allow them to listen to the streams.

2.1 Real Time Constraints
It is important to keep performance of security mechanisms in mind as delays can cause significant voice degradation and interfere in call establishment. The parameters are: level of security, encryption delay, message delay and processing power requirements.

Comparing encryption algorithms, DES with 56 bit keys is not strong enough while 3DES with 192 bit keys is computationally intensive. AES with 128-bit key is optimal for voice and signaling systems; it does not compromise security and is desirable for real-time processing.

2.2 Security at different layers
The protocols most commonly used in today’s real time systems include:

· Session Initiation Protocol (SIP) (RFC 3261) – used for session/call control
· Real-time Transport Protocol (RTP) (RFC 3550) – used to transport the media.

· RTP Control Protocol (RTCP) (RFC 3550) – used to transmit control data for the RTP stream.

Providing security for these consists of:

1) configuration (authorizing devices as part of the network), 

2) authentication of endpoints

3) key exchange and encryption of audio-video streams (for integrity and privacy); 

4) non-repudiation achieved by use of a signature

A major question when providing security is whether to provide it at the network layer or at some higher layer. For reliable data transfers the alternatives are either IPSec or TLS and for real-time UDP traffic the two main alternatives are IPSec or Secure RTP (SRTP). 
· TLS (Transport Layer Security) provides point-to-point encryption and authentication of TCP/IP sessions at the transport layer
· SRTP provides encryption and authentication of RTP media sessions at the application layer
· IPsec (IP Security) is a network layer mechanism for encryption and authentication
3 SIP Security
SIP aims to be the universal protocol that integrates voice and data networks and provides the foundation for new applications. SIP is a session/call control protocol defined by IETF RFC 3261. SIP is an evolving IP protocol and SIP messages are text-based and do not have security built in. The SIP community appears to be moving toward use of TLS for signaling protection.

The following is a list of common SIP attacks:

1) Registration hijacking: an attacker impersonates a valid User Agent (UA) endpoint to a SIP registrar and replaces the legitimate registration with its own address; all further incoming calls are sent to the attacker.

2) SIP proxy impersonation: attacker tricks SIP UAs or proxies into communicating with a rogue proxy and has access to all further SIP messages

3) Message tampering: attacker intercepts and modifies packets exchanged between SIP components
4) Session tear down using spoofed SIP “BYE” and “RE-INVITE” messages to modify media sessions

5) Many SIP implementations still use UDP for transporting SIP messages. UDP does not use re-transmissions or sequence numbers, making it easier to spoof UDP packets.

SIP security begins with basic IP and VoIP security. SIP security can be improved by:

· using implementations that support TCP/IP for signaling, making it more difficult for an attacker to spoof SIP messages
· by using a security standard such as TLS, to provide strong authentication and encryption between SIP components
· by securing VoIP using standards-based security on all system components

· by using SIP-optimized firewalls, which support use of standards-based security
4 RTP Security

Real-time Transport Protocol (RTP) is an application level protocol intended for delivery of delay sensitive content such as audio/video streams. RTP facilitates delivery, monitoring, reconstruction, mixing and synchronization of data streams using both unicast and multicast transport protocols. Even though RTP is relatively new, it is widely used by applications like Real Network’s RealPlayer, Apple’s QuickTime and Microsoft’s MSN and LCS for audio/video streaming and conferencing.

As RTP is usually used over Internet, the network should be considered insecure. While many media streams are publicly available, video conferencing usually requires confidentiality – it is recommended that the originator of media streams be authenticated and their integrity ensured.

4.1 Privacy

Besides preventing unauthorized eavesdropping on an RTP session, users may also want to limit the amount of personal information they give out or keep the identities of their communication partners secret during RTP sessions. It is recommended that applications do not send RTCP source description packets without first informing the user.

4.2 Authentication

There are two types of authentication: proof that the packets have not been tampered with, known as integrity protection, and proof that the packets came from the correct source, known as source origin authentication.

Integrity protection is achieved through the use of message authentication codes. These codes take a packet to be protected, and a key known only to the sender and receivers, and use these to generate a unique signature. Provided that the key is not known to an attacker, it is impossible to change the contents of the packet without causing a mismatch between the packet contents and the message authentication code. The use of a symmetric shared secret limits the capability to authenticate the source in a multiparty group as all members of the group are able to generate authenticated packets.

Source origin authentication is a much harder problem for RTP applications because a shared secret between sender and receiver is not sufficient. Rather, it is necessary to identify the sender in the signature, meaning that the signature is larger and more expensive to compute (public key cryptography is more expensive than symmetric cryptography). This often makes it infeasible to authenticate the source of each packet in an RTP stream.

4.3 Confidentiality

Confidentiality implies ensuring that only the intended receivers can decode RTP packets. RTP content is kept confidential by encryption.

Both confidentiality and authentication can be applied at either the application level or the IP level. Application-level encryption has two advantages for RTP. It allows header compression, which is essential for some applications such as wireless telephony using RTP. It is also simple to implement and deploy, requiring no changes to host operating systems or routers.
4.4 Confidentiality/Authentication in RTP Specification
Standard RTP provides no support for integrity protection or source origin authentication. The RTP specification provides support for encryption of both RTP and RTCP packets. All octets of RTP data packets including the header and the payload are encrypted.

The default encryption algorithm for RTP is DES in cipher block chaining mode. Advances in processing capacity have rendered DES weak, so it is recommended that implementations choose a stronger encryption algorithm such as Triple DES or Advanced Encryption Standard (AES). AES with 128-bit key is optimal for real time systems.


Figure 1: Standard RTP Encryption of a Data Packet

RTCP packets have a standard format with many fixed octets; knowledge that these fixed octets exist would make a wily hacker's work easier. So, when RTCP packets are encrypted, a 32-bit random number is inserted before the first packet to prevent known plain-text attacks.
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Figure 2: Standard RTP Encryption of a Control Packet

4.5 Secure RTP (SRTP) Profile Mechanisms
4.5.1 SRTP Confidentiality

An alternative is provided by the Secure RTP (SRTP) profile defined in RFC 3711. This protocol designed with the needs of wireless telephony in mind, provides confidentiality and authentication suitable for use with links that may have relatively high loss rate, and that require header compression for efficient operation. SRTP provides confidentiality of RTP data packets by encrypting just the payload section of the packet.
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Figure 3: Secure RTP Encryption of a Data Packet

The optional master key identifier may be used by the key management protocol, for the purpose of rekeying and identifying a particular master key within the cryptographic context.

When using SRTP, the sender and receiver are required to maintain a cryptographic context, comprising the encryption algorithm, the master and salting keys, a 32-bit rollover counter (which records how many times the 16-bit RTP sequence number has wrapped around), and the session key derivation rate. The receiver is also expected to maintain a record of the sequence number of the last packet received, as well as a replay list (when using authentication). The transport address of the RTP session, together with the SSRC, is used to determine which cryptographic context is used to encrypt or decrypt each packet.

The default encryption algorithm is the Advanced Encryption Standard in either counter mode or f8 mode (default: AES in counter mode). The encryption process consists of two steps:

1. The system is supplied with one or more master keys via a non-RTP-based key exchange protocol, from which ephemeral session keys are derived. Each session key is a sampling of a pseudorandom function, redrawn after a certain number of packets have been sent, with the master key, packet index, and key derivation rate as inputs.
2. The packet is encrypted via the generation of a key stream based on the packet index and the salting and session keys, followed by computation of the bitwise XOR of that key stream with the payload section of the RTP packet.
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Figure 4: Key-Stream Generation for SRTP: AES in Counter Mode

If AES in counter mode is used, the key stream is generated as above. The process repeats until the key stream is at least as long as the payload section of the packet to be encrypted. The presence of the packet index and SSRC in the key stream derivation function ensures that each packet is encrypted with a unique key stream. Otherwise, if you accidentally encrypt two packets using the same key stream, the encryption becomes trivial to break by XORing the output.
If AES in f8 mode is used, the key stream is generated as shown. The process repeats with j incrementing each time, until key stream is as long as payload of the packet to be encrypted.
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Figure 5: Key-Stream Generation for SRTP: AES in f8 Mode

SRTP also provides confidentiality by encrypting the entire RTCP packet. Encryption is similar to that of RTP data packets, but uses the SRTCP index in place of extended RTP sequence number.
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Figure 6: Secure RTP Encryption of a Control Packet

4.5.2 SRTP Authentication

SRTP supports both message integrity protection and source origin authentication. For integrity protection, a message authentication tag is appended to the end of the packet (fig 3). The message authentication tag is calculated over the entire RTP packet and is computed after the packet has been encrypted. The HMAC-SHA-1 integrity protection algorithm is recommended for use with SRTP.

Source origin authentication using the TESLA (Timed Efficient Stream Loss-tolerant Authentication) algorithm has been considered for SRTP, but TESLA is not yet fully defined.

The authentication mechanisms of SRTP are not mandatory, but all implementations should use them. RFC 3711 notes that it is trivially possible for an attacker to forge RTP data encrypted using AES in counter mode unless authentication is also used.

4.6 IP Security (IPSec) Mechanisms
Encryption and Authentication can be performed at the IP layer using IPsec. IPsec is implemented as part of the operating system network stack or in gateways. This has the advantage of being transparent to RTP and provides security for all communications from a host.

IP security (IPsec) has two modes of operation: transport mode and tunnel mode. Both tunnel mode and transport mode support confidentiality and authentication of packets.
4.6.1 Confidentiality

Confidentiality is provided the Encapsulating Security Payload (ESP) protocol. In ESP the entire RTP header and payload will be encrypted, along with the UDP headers (and IP headers if tunnel mode is used).

4.6.2 Authentication

The IP security extensions can provide integrity protection and authentication for all packets sent from a host. This can be done as part of the ESP, or as an authentication header (AH).

ESP includes an optional authentication data section as part of the trailer. If present, the authentication provides a check on the entire encapsulated payload, plus the ESP header and trailer. If the requirement is to provide confidentiality as well as authentication, then ESP is appropriate for bandwidth usage reasons.

The Authentication Header (AH) can be used in both tunnel mode and transport mode. The key difference is that the entire packet is authenticated, including the outer IP header. Authenticating the outer header provides additional security by ensuring that source IP address is not spoofed.

With IPSec the mandatory algorithms for both ESP and AH are HMAC-MD5-96 and HMAC-SHA-96, which provide integrity protection only.
4.6.3 Issues with using IPSec

It is not possible to use header compression with IPSec encryption. If bandwidth efficiency is a goal, application layer encryption should be used.

IPSec may also cause difficulty with some firewalls and NAT devices. IPSec hides the TCP or UDP headers, replacing them with an ESP header. Firewalls are typically configured to block all unrecognized traffic including IPsec. Related problems occur with NAT because translation of TCP or UDP port numbers is impossible if they are encrypted in an ESP packet. If firewalls and NAT boxes are present, application-level RTP encryption may be more successful.

Similar issues exist for header compression, firewalls, and NAT boxes when IPSec is used to provide authentication. Additionally, IPSec deployment requires extensive changes to host OS. Most commercial real time systems do not use IPSec for confidentiality or authentication.
4.6.4 Replay Protection

Replay protection aims at stopping an attacker from recording the packets of an RTP session and reinjecting them into the network later for malicious purposes. The RTP timestamp and sequence number provide limited replay protection because implementations are supposed to discard old data. However, an attacker can observe the packet stream and modify the recorded packets before playback such that they match the expected timestamp and sequence number.

To provide replay protection, it is necessary to authenticate messages for integrity protection. Doing so stops an attacker from changing the sequence number making it impossible for old packets to be replayed into a session.

4.7 Key Exchange Mechanisms
The RTP specification and the SRTP profile define no mechanism for exchange of encryption keys. Keys must be exchanged via non-RTP means, for example within SIP or RTSP and the master key identifier may be used to synchronize changes of master keys.

The available key exchange methods and their characteristics are listed below:

· Symmetric Key: simple but not scalable

· Public Key: scalable but computationally intensive

· Hybrid key: uses public key to encrypt symmetric key in message exchange and storage; symmetric key is used to decrypt messages

· Diffie-Helman (DH): Computationally intensive and less often used in voice applications

One alternative is the use of Multimedia Internet Keying (MIKEY) for SRTP key exchange. MIKEY is an authenticated key exchange protocol suitable to provide master keys and negoitate cipher suites. It is an IETF draft and has limited implementations but is gaining attention. 
MIKEY specifies three authentication mechanisms: pre-shared key, public key and signed Diffie-Hellman. The Key exchange method for media stream will be carried in an SIP SDP attribute field. If authentication is successful, MIKEY is able to complete in a single round-trip (with a total approximate calling delay of 50 msec, and answering delay of 100 msec).
5 Security in Commercial Systems
5.1 Skype
Skype claims that its system uses the RSA encryption algorithm for key exchange and 256-bit AES as its bulk encryption algorithm. The Skype website mentions: “Skype uses AES to protect sensitive information. Skype uses 256-bit encryption, which has a total of 1.1 x 1077 possible keys, in order to actively encrypt the data in each Skype call or instant message. Skype uses 1536 to 2048 bit RSA to negotiate symmetric AES keys. User public keys are certified by Skype server at login.”

However, Skype does not publish its key exchange algorithm or its over-the-wire protocol. Validating Skype’s cryptographic security claims is therefore difficult. However, Skype is likely to be more secure than many VoIP systems, since encryption is not part of most VoIP offerings.

While the actual communications between Skype clients appears to be encrypted, searches conducted by Skype users to initiate Skype calls are observable by the Skype network. This means that its possible for even unprivileged participants of the network to perform traffic analysis and determine when one user calls another user. Additionally, security of Skype can be subverted through the use of spyware running on the user’s computer.

5.2 Microsoft Live Communication Server (LCS)
Microsoft LCS is an integrated solution for enterprises that includes IM as well as audio/video conferencing capabilities. It uses SIP for signaling/call control and RTP/RTCP for media channels. It uses SIP access proxies to limit the threat of DoS attacks and malformed SIP packets and uses AntiVirus protection and URL filters for protecting against IM viruses.
Kerberos protocol and NTLM can be configured for user authentication, but only NTLM works for remote user access through the Access Proxy. Clients and servers authenticate other servers using certificates.
TLS and MTLS (Mutual TLS) are used to provide encryption. All user traffic is authenticated by LCS 2005 using TLS while server-to-server traffic is required to be MTLS, both inside and outside the internal network perimeter.
	Traffic type:
	Protected by:

	Instant messaging and presence
	TCP (internal network) or TLS

	Server-to-server traffic
	MTLS

	Application sharing
	TLS

	Audio/Video 
	DES


6 Conclusions
Usage of applications that allow real time voice/video streaming is growing exponentially. Real time collaboration mechanisms are likely to be integrated into predominant applications of today such as Microsoft office and development tools. The need for security in real time streams is critical to the success and continued usage of these applications.
While many commercial VoIP offerings do not provide adequate security, at the protocol specification level various security facilities exist for VoIP protocols such as SIP and RTP. Encryption and Authentication is nontrivial, and care must be taken to ensure that security is not compromised through poor design or flaws in implementation. It is therefore recommended that the systems use well-known, publicly analyzed, cryptographic techniques.

The security provided by standard RTP is inadequate as it does not support authentication and its default encryption algorithm (DES) has been broken by advances in computational power. Therefore it is recommended that commerical systems use SRTP with AES (in counter or f8 mode) as the encryption algorithm and HMAC-SHA-1 for integrity protection.
The biggest challenge in VoIP security is managing security keys - how to distribute them, how to store and update them, how to guard them against theft. While SRTP does not define which key exchange protocols to use, the industry trend is to use MIKEY for this.
The more popular Real Time systems such as Skype and Microsoft LCS seem to build upon sound cryptographic protocols and provide reasonable security while keeping real time performance constraints in mind.
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