University Of Washington, CSE 590P — Computer Security - Homework 7

Tadayoshi Kohno, John Manferdelli

Due: 4:30pm March 1, 2007.

See the course website (http://www.cs.washington.edu/education/courses/csep590b/07wi/) for
instructions on how to submit your homework via the UW Catalyst Tools. For this assignment, you should
submit a PDF file named 'YourLastName-YourFirstInitial-HW7.pdf. Please write your name on the first
page. The entire assignment is worth 18 points and there is an opportunity for extra credit.

1. Certificate Evaluation [4]. Consider the certificates in appendix 1.

a.

For the first certificate, how long is this certificate valid? What is the purpose of the
certificate?

Reconstruct the certificate chain from the four certs, chaining on DN and SN and verifying
validity rules

Assume there is a Ul that grants you express authority to examine the cert and accept it or
not, what would you want to see in the UI? If you are running a “top secret” project where
disclosure of information is critical to a project, what would your policy for installing
certificates in the “trusted store” be?

2. Revocation [4]
It has been observed that in normal commercial operation about 3% of previously valid
certificates are revoked annually before expiry. The information required to record the
revocation is about 32 bytes/revoked certificate.

a.
b.

Verisign has about 500,000 active “high assurance” certs. What is the size of their CRL?
Suppose that instead of CRL’s, you implementation of revocation used OCSP, what are the
bandwidth and “freshness” requirements for revocation? (You will need to make
assumptions about how many times you use certs and how “fresh” your safety requirements
are, please justify them).

Consider a passport that comes with a certificate of identity and validity. There are about 60
million active passports in the US. What would you do for revocation?

3. DRM Attack model [10]

a.

Carefully explain the protection model for DRM based on the TPM and conformant hardware
explained in class, observing the cryptographic assumptions, revocation and “liveness,”
distribution and assumptions on the software characteristics of the “DRM’d” applications,
OS and hypervisor. Assume the hardware is “perfect” and that we are not concerned with
hardware attacks.

Discuss the “risk” and “threat” model for “big” DRM and “small” DRM and compare how the
HW based model compares with traditional protection schemes on both PC’s and cell
phones. Be sure to consider the overall “management” of the system and its effect on
customer satisfaction

Now remove the “trusted HW” (i.e.-assume the DRM system has to run on existing PCs).
What are the vulnerabilities, attacks, risk model assumptions.


http://www.cs.washington.edu/education/courses/csep590b/07wi/

Appendix 1 — Certs for Problem 1

Certificate 1
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
61:02:28:4f:00:0a:00:01:6f:26
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=Microsoft Personnel E-Mail CA 1
Validity
Not Before: Sep 28 19:15:59 2006 GMT
Not After : Sep 28 19:15:59 2007 GMT
Subject: CN=John Manferdelli/emailAddress=jmanfer@microsoft.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:ca:ee:c7:b4:e3:cf:80:d3:70:17:0b:1d:7f:d9:
25:13:86:08:fd:8b:85:31:00:ab:20:2d:6d:31:9b:
01:78:1e:8b:53:40:0b:3a:ed:77:de:16:5b:92:dc:
35:a8:81:ce:5¢:18:bb:79:97:ad:59:9¢:76:¢c0:2a:
e5:c0:e6:fe:79:49:37:da:bc:3d:03:43:a9:54:d2:
14:5d:da:9b:02:39:d0:95:a7:91:0f:c3:55:bb:44:
4c:bf:92:72:10:28:f8:4f:53:8¢:71:27:b9:12:96:
d8:17:a7:ce:90:a9:3b:87:4e:b8:45:52:a7:07:fe:
fd:6d:4c:0b:a0:2b:20:3d:39

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage:
Digital Signature
X509v3 Subject Key Identifier:

C2:8C:7C:4E:B1:1C:15:25:F7:C1:E1:86:DE:13:27:AD:1C:EE:8A:0E

1.3.6.1.4.1.311.21.7:

0..&+....7....M.......... }.t.0.. ... e...

X509v3 Authority Key Identifier:
keyid:25:26:1D:87:CC:4B:55:0E:C0:93:0F:DB:1A:4B:DE:82:BE:A0:0E:E8

X509v3 CRL Distribution Points:
URI:http://crl.microsoft.com/pki/mscorp/crl/Microsoft%20Personnel%20E-
Mail%20CA%201(10).crl
URI:http://corppki/crl/Microsoft%20Personnel%20E-Mail%20CA%201(10).crl

Authority Information Access:
CA Issuers - URI:http://corppki/aia/Microsoft%20Personnel%20E-Mail%20CA%201(10).crt
CA Issuers - URL:http://www.microsoft.com/pki/mscorp/Microsoft%20Personnel%20E-
Mail%20CA%201(10).crt

X509v3 Extended Key Usage:
E-mail Protection
1.3.6.1.4.1.311.21.10:



0.0
[ TP
X509v3 Subject Alternative Name:
email:jmanfer@microsoft.com
Signature Algorithm: shalWithRSAEncryption
96:fe:f5:a9:ed:20:4f:c7:fe:ec:b8:47:31:43:5d:e4:9e:07:
66:bf:9c:df:34:€0:d5:2d:3d:57:f0:58:a8:92:cb:62:19:11:
15:99:fa:b0:41:24:e2:€9:13:92:94:19:9f:dc:f4:29:13:76:
f0:46:c2:95:9f:0b:11:5e:8f:46:2f:9a:36:ef:15:3a:4c:c4:
8b:24:42:d9:e4:40:0a:e7:03:68:4b:fd:e6:9b:el:bb:33:ce:
65:fa:ca:68:d2:f4:3d:3d:63:a9:f6:cd:a4:90:ef:23:84:2a:
5e:2d:d2:84:a8:37:7b:fe:0b:c8:b9:5e:66:75:cf:25:88:a7:
fd:f3:cf:16:ee:fa:ca:ea:b4:d7:92:1c:7a:03:b9:19:el:2a:
67:00:c4:4¢:48:90:0f:19:51:09:33:c2:0a:c4:d1:6e:fc:53:
14:2c:58:9c:e8:56:a3:2¢:b6:78:08:0d:2c:b9:9¢:3d:33:9a:
80:f9:2d:77:a0:c7:5¢c:17:ba:54:33:05:¢6:15:41:b2:cc:1f:
5c:85:d4:34:ce:ab:28:19:c2:6a:43:e8:d2:30:28:b4:ad:b3:
f0:5e:e1:71:8a:0f:2a:06:59:87:7c:db:14:07:23:21:7e:6f:
€8:bd:40:¢9:4b:d6:16:¢9:7a:2d:74:32:d6:32:76:52:eb:32:
8d:55:fb:01
 CAIBZQIBADAfBgNVHSMEGDAWgBQIJh2HzEtV
DsCTD9saS96CvgAO6DCBsQYDVROfBIGpMIGMMIGjolGgolGdhldodHRwOIi8vY3Js
Lm1pY3Jvc29mdC5jb20vcGtpLl21zY29ycCOjcmwvTWIjcm9zb2Z0JTIwUGVyc29u
bmVsJTIWRSINYWIsJTIwWQOEIMjAXKDEwKS5jcmyGQmhOdHAG6Ly9jb3JwcGtpL2Ny
bCI9NaWNyb3NvZnQIMjBQZXJzb25uZWwIMjBFLU1haWwIMjBDQSUyMDEoMTApLmNy
bDCBwQYIKwYBBQUHAQEEgbQwgbEwWTgYIKwYBBQUHMAKGQmMhOdHAG6LY9jb3JwcGtp
L2FpYS9NaWNyb3NvZnQIMjBQZXJzb25uZWwIMjBFLU1haWwIMjBDQSUyMDEoMTAp
LmNydDBfBggrBgEFBQcwA0ZTaHROcDovL3d3dy5taWNyb3NvZnQuY29tL3BraSot
¢2NvenAvTWIjcm9zb2Z0JTIwUGVYc29ubmVsJTIWRSINYWIsITIwQOEIMjAXKDEw
KS5jcnQwWEwWYDVROIBAwwCgYIKwYBBQUHAWQwGWYJKwYBBAGCNxUKBA4wDDAKBggr
BgEFBQcDBDAgBgNVHREEGTAXgRVGbWFUZmVyQG1pY3Jvc29mdC5jb20wDQYIKoZI
hveNAQEFBQADggEBAJb+9antlE/H/uy4RzFDXeSeB2a/nN804NUtPVIwWKiSy2IZ
ERWZ+rBBJOLpESKUGZ/c9KkTdvBGwpWTFCxFejoYvmjbvFTpMxIskQtnkQArnA2hL
/eab4bszzmX6ymjS9D09Y6n2zaSQ7yOEKI4t00SoN3v+C8i5XmZ1zyWIlp/3zzxbu
+srqtNeSHHoDuRnhKmcAxExIkA8ZUQkzwgrEOW78UxQsWJzoVqMstngIDSy5nD0z
moD5LXegx1wXulQzBcYVQbLMH1yF1DTOqygZwmpD6NIwWKLSts/Be4XGKD60GWYd8
2xQHIyF+b8i9QMIL1hbleilOMtYydILrMolV+wE=

Certificate 2

Certificate:
Data:



Version: 1 (0x0)
Serial Number: 421 (0x1a5)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, O=GTE Corporation, OU=GTE CyberTrust Solutions, Inc., CN=GTE CyberTrust Global Root
Validity
Not Before: Aug 13 00:29:00 1998 GMT
Not After : Aug 13 23:59:00 2018 GMT
Subject: C=US, O=GTE Corporation, OU=GTE CyberTrust Solutions, Inc., CN=GTE CyberTrust Global
Root
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:95:0f:a0:b6:f0:50:9c:e8:7a:c7:88:cd:dd:17:
Oe:2e:b0:94:d0:1b:3d:0e:f6:94:c0:8a:94:c7:06:
€8:90:97:¢c8:b8:64:1a:7a:7e:6¢:3c:53:e1:37:28:
73:60:7f:b2:97:53:07:9f:53:f9:6d:58:94:d2:af:
8d:6d:88:67:80:e6:ed:b2:95:cf:72:31:ca:a5:1c:
72:ba:5c:02:e7:64:42:e7:f9:29:2c:d6:3a:0d:ac:
8d:42:3a:24:01:39:e6:9¢:3f:01:85:57:0d:58:87:
45:f8:d3:85:2a:93:69:26:85:70:48:80:3f:12:15:
€7:79:b4:1f:05:2f:3b:62:99

Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEncryption
6d:eb:1b:09:e9:5e:d9:51:db:67:22:61:a4:2a:3¢:48:77:e3:
a0:7c:a6:de:73:a2:14:03:85:3d:fb:ab:0e:30:¢5:83:16:33:
81:13:08:9e:7b:34:4e:df:40:c8:74:d7:b9:7d:dc:f4:76:55:
7d:9b:63:54:18:€9:f0:ea:f3:5¢:b1:d9:8b:42:1e:b9:c0:95:
4e:ba:fa:d5:e2:7c:f5:68:61:bf:8e:ec:05:97:5f:5b:b0:d7:
a3:85:34:c4:24:a7:0d:0f:95:93:ef:cb:94:d8:9e:1f:9d:5c:
85:6d:c7:aa:ae:4f:1f:22:b5:cd:95:ad:ba:a7:cc:f9:ab:0b:
7a:7f

MIICWjCCAcMCAgGIMAOGCSqGSIb3DQEBBAUAMHUxCzAJBgNVBAYTAIVTMRgwFgYD
VQQKEWI9HVEUgQ29ycG9yYXRpb24xJzAIBgNVBAsTHkdURSBDeWJIcIRydXNOIFNv
bHV0aW9ucywgSW5jLjEjMCEGA1IUEAXMaR1RFIEN5YmVyVHJ1c3QgR2xvYmFsIFJv
b3QwHhcNOTgwODEzMDAYOTAWWhcNMTgwODEzMjM10TAWW,jB1MQswCQYDVQQGEwWIVCertificate 3
Certificate:

Data:
Version: 3 (0x2)



Serial Number:
61:2a:50:23:00:03:00:00:00:13
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=Microsoft Internet Authority
Validity
Not Before: Apr 21 19:10:19 2006 GMT
Not After : Apr 19 23:59:00 2009 GMT
Subject: CN=Microsoft Personnel E-Mail CA 1
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:cc:8a:de:41:0e:4a:63:8a:23:43:33:43:49:99:
61:33:04:24:c0:76:9f:f7:47:77:99:9¢:64:b1:4e:
56:dd:d7:1a:75:b8:c8:d6:c9:6¢:93:df:ed:f6:ab:
44:92:15:75:db:a0:1a:0c:16:dc:f7:64:f2:5a:c5:
8f:58:0b:fd:ff:fd:74:87:47:e0:a7:15:7b:ba:3b:
¢1:d6:b8:63:ed:50:4d:1e:b7:c2:24:94:d1:86:58:
3¢:40:79:9d:34:6a:2d:a0:21:4d:0b:58:44:f5:ed:
d3:da:b7:f9:aa:2f.c9:e4:a2:3f:38:30:16:53:58:
b7:19:4e:c2:5b:dd:e0:a4:7e:28:16:85:f1:47:af:
51:ff:1c:db:36:0b:2f:d8:7e:4f:12:9b:65:2d:f1:
fa:e7:87:ae:93:ff:db:8d:72:72:d8:98:d7:22:09:
1f:9d:28:a0:08:21:61:0d:10:cb:f6:9e:ab:8e:71:
62:55:ef:c8:84:d3:¢6:09:62:14:96:be:1c:9a:3e:
28:11:65:8c:d1:3a:51:75:82:53:52:77:71:8f:e8:
38:61:84:53:e0:7b:cb:c0:52:7e:74:29:a6:e2:08:
09:43:99:cf:72:e0:fd:b1:5c:14:64:a2:a3:62:b5:
ac:da:57:84:91:51:5c:0e:75:b9:3e:e2:04:d8:3c:
c8:df

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE, pathlen:1
X509v3 Subject Key Identifier:
25:26:1D:87:CC:4B:55:0E:C0:93:0F:DB:1A:4B:DE:82:BE:A0:OE:E8
X509v3 Key Usage:

Digital Signature, Certificate Sign, CRL Sign

1.3.6.1.4.1.311.21.1:

1.3.6.1.4.1.311.21.2:
o fdELLFN%..-
1.3.6.1.4.1.311.20.2:

S.u.b.CA
X509v3 Authority Key Identifier:
keyid:33:5F:DD:0F:B7:9C:5C:CE:EE:87:DD:70:70:8B:5F:7D:CF:22:BC:B9

X509v3 CRL Distribution Points:
URI:http://crl.microsoft.com/pki/mscorp/crl/mswww(3).crl
URI:http://corppki/crl/mswww(3).crl



Authority Information Access:
CA Issuers - URI:http://www.microsoft.com/pki/mscorp/mswww(3).crt
CA Issuers - URI:http://corppki/aia/mswww(3).crt

Signature Algorithm: shalWithRSAEncryption
67:91:97:d1:06:b7:42:3f:ab:27:fb:ed:02:51:40:05:48:¢9:
f2:31:38:7e:b2:63:a8:eb:3e:f5:ef:a5:8d:45:ca:4b:15:cf:
4e:54:69:c3:6d:f0:e5:0f:6¢:60:64:e6:6b:63:ef:44:83:dc:
bc:d3:a3:d2:c2:0e:dc:1a:ca:85:31:bc:c3:fc:2f:ce:9d:ff:
b4:7f:c7:b1:74:b4:3d:59:14:2b:d2:eb:49:1a:4d:f6:6e:db:
fe:65:3b:21:5e:fc:10:f3:01:f6:de:d3:90:97:d0:f4:04:9a:
€6:5c:2¢:f7:89:3b:d0:df:3c:81:ad:el:d2:e5:5¢:5¢:44:75:
5e:98:7a:45:8e:67:db:20:05:f4:70:f7:06:57:01:7d:60:a9:
16:71:f2:0c:40:94:20:3c:82:f5:8f:2f:7b:86:10:74:28:19:
64:c7:€9:7e:c8:3a:ad:1c:5b:53:c4:40:b6:d8:fa:9f:8b:f5:
43:a8:61:cf:98:9d:0a:11:6d:b7:6e:e7:13:e8:ff:78:9b:6a:
e8:bc:7c:92:4c:de:38:4e:9c:ab:48:8a:f6:5b:c1:99:cf:fe:
69:65:21:18:c2:e1:3a:01:3d:d0:ab:74:f5:81:8b:c5:65:b3:
4b:5d:99:42:bc:2e:2¢:5f:18:92:b6:48:69:4f:71:d2:c7:59:
95:8¢:3b:36

MIIEczCCA1ugAwIBAgIKYSpQIwADAAAAEzANBgkqhkiGOWOBAQUFADANMSUwIWYD
VQQDExxNaWNyb3NvZnQgSW50ZXJuZXQgQXV0aG9yaXR5MB4XDTA2MDQyMTE5MTAX
OVoXDTA5MDQxOTIzNTkwMFowKjEoMCYGA1UEAXMfTWIjcm9zb2Z0IFBIcnNvbmb5l| WNRCcpLFcOOVGnDbfDID2xgZ0ZrY+9Eg9y806PSwg7cGsqFMbzD/C/Onf+0
f8exdLQIWRQroutlGk32btv+ZTshXvwQ8wH23t0QI9D0BIrGXCz3iTvQ3zyBreHS
5VxcRHVemHpFjmfblAXOcPcGVWFIYKkWcfIMQJQgPIL1jy97hhBOKBIkx+l+yDqt
HFtTXEC22Pqfi/VDgGHPmMJOKEW23bucT6P94m2rovHySTN44TpyrSIr2W8GZz/5p
ZSEYWUEB6AT3Qq3T1gYVFZbNLXZICvCAsXxiStkhpT3HSx1mVjDs2

Certificate 4

Certificate:
Data:



Version: 3 (0x2)
Serial Number: 67109886 (0x40003fe)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=GTE Corporation, OU=GTE CyberTrust Solutions, Inc., CN=GTE CyberTrust Global Root
Validity

Not Before: Apr 19 14:35:00 2006 GMT

Not After : Apr 19 23:59:00 2009 GMT
Subject: CN=Microsoft Internet Authority
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:b5:08:6e:4d:18:76:c4:d7:9¢:63:ec:c2:ac:7c:
77:f3:6d:ae:c8:f2:f1:66:ae:f1:c2:87:04:60:6e:
29:9¢:00:65:ee:6a:5b:e4:0e:53:88:11:¢6:22:9b:
33:fb:6b:b2:91:2e:d6:53:9b:53:be:cf:56:d8:99:
4a:a1:50:32:45:ce:60:d2:e1:96:ad:5a:fd:ea:al:
eb:c4:49:27:1c:5e:bf:d2:96:99:fa:69:43:7f:3c:
38:da:al:8b:cc:33:88:7a:17:73:3e:91:50:28:aa:
69:ba:7b:e7:57:5b:9b:09:e7:4c:de:86:7¢:84:7d:
e7:66:60:f9:a6:f5:c2:61:8b:de:8e:c1:d5:e7:c2:
30:22:3d:2¢:83:0a:b0:87:75:eb:21:e2:5c:a6:d3:
04:7b:96:9e:40:1e:e1:0c:76:04:c0:20:a0:94:10:
db:51:1b:4c:18:72:bc:27:dd:12:24:5d:39:d6:28:
d4:e4:de:db:18:a1:e0:95:0f:99:77:fb:c4:f3:43:
8c:c0:ab:a6:31:09:f3:0a:31:80:29:¢7:d7:6c:fb:
3c:d3:ea:c2:b8:67:15:ef:fa:f3:4f:2d:6b:1c:b8:
88:d8:0e:6d:77:19:4b:71:11:71:90:40:f5:11:53:
d7:3d:e8:9d:0d:84:da:99:64:68:13:€6:65:03:e2:
66:ed

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 CRL Distribution Points:

URI:http://www.public-trust.com/cgi-bin/CRL/2018/cdp.crl

X509v3 Subject Key Identifier:
33:5F:DD:0F:B7:9C:5C:CE:EE:87:DD:70:70:8B:5F:7D:CF:22:BC:B9
X509v3 Certificate Policies:
Policy: 1.2.840.113763.1.2.1.5
CPS: http://www.public-trust.com/CPS/OmniRoot.html

X509v3 Authority Key Identifier:
DirName:/C=US/O=GTE Corporation/OU=GTE CyberTrust Solutions, Inc./CN=GTE CyberTrust
Global Root
serial:01:A5

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CA:TRUE, pathlen:2
Signature Algorithm: shalWithRSAEncryption
63:49:09:54:ed:c5:db:9e:78:19:00:83:9a:e3:37:22:fb:56:
76:5c¢:54:d3:c8:e1:5c:fd:37:dc:d2:a5:3f:c5:55:8f:64:f0:



49:77:1d:94:56:4d:b2:0b:09:88:1¢:50:58:38:94:90:0b:ee:
ca:9f:b1:84:e6:71:37:ac:10:32:06:b9:c1:d2:8c:a6:05:c0:
5e:0f:cb:53:dc:1e:01:df:58:¢7:7e:71:60:b0:2f:54:62:29:
fd:b8:93:75:e3:8f:9e:b5:bc:ce:7a:05:20:e2:a6:8d:02:90:
1a:58:6a:de:dd:86:3b:00:b9:f5:cb:fe:97:82:a2:04:20:46:
5c:09

MIIECzCCA3SgAwIBAgIEBAAD/jANBgkahkiGOWOBAQUFADB1MQswCQYDVQQGEWJV
UzEYMBYGA1UEChMPR1RFIENvcnBvemFOaW9uMScwJQYDVQQLEX5HVEUgQ3IiZXJU
cnVzdCBTb2x1dGlvbnMslEluYy4xlzAhBgNVBAMTGkdURSBDeWJIcIRydXNOIEds
b2JhbCBSb290MBAXDTA2MDQXOTEOMzUwWMFoXDTASMDQxOTIzNTkwMFowJzEIMCMG
ALUEAXMcTWIjcm9zb2Z0IEludGVybmVOIEF1dGhvecml0eTCCASIwDQYJKoZlhveN
AQEBBQADggEPADCCAQoCggEBALUIbkOYdsTXnGPswax8d/Ntrsjy8Wau8cKHBGBu
KZwAZe5qW+QOU4gRxiKbM/trspEullObU77PVtiZSqgFQMkXOYNLhIgla/eqh68R);
SQIU7cXbnngZAlOadzci+1Z2XFTTyOFc/TfcOqU/xVWPZPBJdx2UVk2yCwmIHFBY
0JSQC+7Kn7GE5nE3rBAyBrnBOoymBcBeD8tT3B4B31jHfnFgsCOUYin9uJN144+e
tbzOegUg4gaNApAaWGre3YY7ALn1y/6XgqlEIEZcCQ==



