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ABSTRACT

A majorproblemin today'sinformation-drivenworld is that
sharingheterogeneousemanticallyrich datais incredibly
dif cult. Piazzais a peerdatamanajementsystemthaten-
ablessharingheterogeneoudatain a distributed and scal-
ableway. Piazzaassumeshe participantdo beinterestedn
sharingdata, and willing to de ne pairwise mappingsbe-
tweentheir schemas. Then, usersformulate queriesover
their preferredschemaand a query answeringsystemex-
pandsrecursvely any mappingsrelevant to the query re-
trieving datafrom otherpeers. In this paper we provide a
brief overview of the Piazzaprojectincluding our work on
developingmappinglanguage&ndqueryreformulational-
gorithms,assistingheusersn de ning mappingsindexing,
andenforcingaccesgontrolover shareddata.

1. INTRODUCTION

A major problemin today's information-drivenworld is
thatsharingheterogeneousgmanticallyich datais frustrat-
ingly dif cult. AuthoringandpublishingWeb documentss
very easy Peerto-peersystemanake disseminatiorof mu-
sic les asimplejob. But no similar technologyexists for
sharinginformationwith differentschemasndrepresenta-
tions. This is not entirely surprising,sincesharingseman-
tically rich datais inherentlymuchharder:datain different
schemasnustsomehav be mappedor related,queriesare
muchricher, andsecurityis animportantconsideration.

Yet, the bene ts of semanticdatasharingare enormous.
Considerthe problemof sharingscienti ¢ data. Until re-
cently, individual researchersollectedandanalyzeddatain
isolation,studyingsmall-scalgphenomenandkeepingtheir
data proprietary But today by integrating and aggreyat-
ing datafrom multiple sourcesscientistscanconductexper
imentsthat werenot possiblebefore. Examplesincludethe
SkyQuery projectin astronomy[19], the Institute for Sys-
temsBiology [12], andtheHumanBrain Project.At aglobal
scale,the SemanticWeb [5, 10] aimsat allowing universal
sharingof semanticallyrich data.

The problemof sharingsemanticallyrich datahasbeen
addressedty the datamanagementommunityfrom differ-
entanglesMariposd22] implementedlistributeddatashar
ing over heterogeneougsourcegbut not schemas)ln data
integrationa centralizednediatedschemas createdo inte-
gratemultiple datasourcesa particularproblemhereis how
to generatethe mappingbetweentwo schemaq21]. Re-
searctonthe SemantidNVeb[5, 6] focuseson highly expres-
sive knowledgerepresentatiotanguagesin the hopethat
thiswill facilitatethe creationof a universalontology Dis-
tributed query processinghasbeenintensively studied,as-
sumingaknown globalschemd15]. Yetnoneof thesetech-
niguesaddressethetwo key challengesn sharingrich, het-
erogeneoudata:thatthenumberof distinctschemass very
large,andthata centralizednediatedschemas notpossible.

In Piazzawe addresshe problemof sharingsemantically
heterogeneoudatain a distributed and scalableway. The
participantsin Piazzaare data sourcesinterestedin shar
ing data. They preferindependenbut relatedschemador
their data, and their querieswill typically be posedfrom
the context of their preferredschema. Ratherthanrequir
ing global agreemenbn a single uni ed schemawe pro-
vide queryansweringcapabilitiesover anarbitrarynetwork
of local schemasndpairwisemappingdetweerthem.Our
gueryansweringalgorithmstake a queryposedover ary of
theseschemasand usethe transitive closureof mappings
to return all relevant datain that preferredschema. This
achievesthe schemamediationcapabilitiesof a datainte-
grationsystem put in amoreextensible decentralizedvay.
As in peerto-peerdatasharingsystemswe alsoallow any
nodeto join the systemand contribute resourcegschemas,
mappingsdata,or computationthatimprovetheoverallen-
vironment.Hence wereferto ourarchitecturesapeerdata
mangemensysten(PDMS)andanodeasa peer.

Our currentresearctfocuseson the distributed natureof
schemamappingsbetweenpeers. Theseproblemsare in-
dependenbf the underlyingsystemimplementationso our
work appliesto bothstandard®2Pandsuperpeer[24] mod-
els(in whichevery peersupportgjuery-onlyclients). We do
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Figure 1: A PDMS about databasereseach. Arr ows indicate mappingsbetweenpeers' relations. DB-Projects is a virtual, mediating peerwith no
stored data. Two semanticnetworks can be joined by adding a singlemapping betweena pair of peers(the dashedarr ow from Stanford to UW).

not speci cally addresdistributed query reformulationor

distributed query evaluation. Currently the queryreformu-
lation is donein centralizedashionwhile queryevaluation
is donedistributively, using[13]. A techniquehatcombines
distributed query evaluationwith semanticheterogeneitys

describedn [1, 2].

In this papemwe give a brief overview of theongoingwork
in the Piazzasystem. Section2 describesour approacho
specifyingschemamappings. Section3 outlines Piazzas
gueryansweringalgorithm. Sincemappingsarethe basisof
our system,but they may be tediousto create,we investi-
gatetechniquedor facilitatingmappingconstructiorin Sec-
tion 4. Section5 discusse®ur initial work in indexing a
semanticallyheterogeneousetof data. Finally, we brie y
discusssecurityandaccesgontrolin Section6, andwe con-
cludein Section?.

2. SCHEMA MEDIATION

In contrastto a dataintegrationernvironment,which has
atree-basedhierarchywith datasourcesschemasttheleaf
nodesand one or more mediatedschemasas intermediate
nodesapeerdatamanagemergystem(PDMS)cansupport
anarbitrarygraphof interconnectedchemasSomeof these
schemasrede ned virtually for purposef queryingand
mapping. We call thesepeer schemas and generallytheir
relations(peerrelationg! will have anopen-vorld assump-
tion (i.e., the datareturnedby queryingtheserelationsmay
beincomplete).Queriesn thePDMSwill beposedoverthe
relationsfrom a speci ¢ peerschemaA peerschemaepre-
sentsthe peers“view of theworld” thatis unlikely to bethe
sameat differentpeers.

Peersmay also contribute datato the systemin the form
of stored relations Storedrelationsare analogougdo data
sourcesn a dataintegrationsystem:all queriesin a PDMS

1Weusetherelationalmodelto simplify thediscussionTheimple-
mentedPiazzasystemis basedon XML: peerschemasirede ned
in XML Schemagueriesandmappingsarespeci edin anXQuery-
basedanguage.We referthe interestedreaderto a moredetailed
descriptionof the systemin [10].

will bereformulatedstrictly in termsof storedrelationsthat
may be storedlocally or at otherpeers.

Figurel shavs asimpli ed exampleof a PDMSfor shar
ing databaseesearch-relatedata. Thenovelty of thePDMS
liesin its ability to exploit transitive relationship@mongthe
mappingedgesbetweenpeers'schemas.The gure shows
thattwo semantimetworkscanbefully joinedtogethemvith
only a few mappingsbetweensimilar membersf eachse-
manticnetwork (in our example,we only requireda single
mapping).Thenew mapping(dashedine) from Stanford to
UW enablesary queryatary of the vepeerdo accesslata
at all otherpeersthroughtransitive evaluationof semantic
mappings.Importantly we canadd our mappingsbetween
themostsimilar nodesin the two semantimnetworks;this is
typically mucheasiethanattemptingo mapalargenumber
of highly dissimilarschemasnto a singlemediatedschema
(asin corventionaldataintegration).

Thereare two typesof schemamappingsin Piazza. A
mappingthat relatestwo or more peerschemass calleda
peer description whereasa mappingthat relatesa stored
schemado apeerschemas calledastorage description Peer
descriptionsle ne thecorrespondencdsetweerthe “views
of theworld” at differentpeers.Storagedescriptionspnthe
otherhand mapthedatastoredat a peerinto the peersview
of theworld. Thus,storagedescriptionsaresimilar to data
sourcedescriptionsn a dataintegrationsystem.

Two mainformalismshave beenproposedor schemane-
diationin dataintegrationsystemsin the rst, calledglobal-
as-viav (GAV) [8], therelationsin the mediatedschemaare
de ned as views over the relationsin the sources. In the
secondgalledlocal-as-viev (LAV) [16], therelationsin the
sourcesarespeci ed asviews overthemediatedschema.

Piazzacombinesandgeneralizeshe two dataintegration
formalisms,andit extendsthemto the XML world in away
that keepsevaluationtractable. Two kinds of peerdescrip-
tionsaresupportedequalityandinclusiondescriptionsPeer
descriptionshave the following form: Q1(P1) = Q2(P2),
(orQ1(P1) Q2(P2) for inclusions)whereQ; andQ, are
conjunctive querieswith the samearity andP; andP, are
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Figure 2: An examplereformulation DAG for the databasereseach domain.

setsof peers. Intuitively, our mappingstatemenspeci es
a semanticmappingby statingthat evaluatingQ; over the
peersP; will alwaysproducethe sameanswer(or a subset
in the caseof inclusions)asevaluatingQ, overP,.

To avoid ambiguity we pre x relationnamesat eachpeer
with the peername. The following statements an example
of anequalitymappingbetweertwo peers:UW (University
of WashingtonandDBProjects (aDatabase-Projecpeer):

DBProjects:Member(pName, member) =
UW:Member(mid, pid, member), UW:Project(pid, pName)

A storagalescriptiorcanalsobeeitheranequality(P : R =

Q) oraninclusion(P : R Q); hereQ is aqueryoverthe
schemaf peerP andR is astoredrelationatthepeer Asin
the context of dataintegration,aninclusiondescriptionim-
pliesthatthatthe dataat the peermaybeincompletewhich
correspondso the openworld assumptiorj3]. The follow-
ing storagedescriptionde nes the storedrelationstudents
atpeerUPenn in termsof UPenn's peerrelations:

UPenn:student(sid, name, advisor)  UPenn:Student(sid, name),
UPenn:Advisor(sid, d), UPenn:Faculty(d, advisor)

The set of mappingsof a PDMS de nes its semanticnet-
work (or topolagy). Optimizingthetopologyof a PDMSis
aninterestingresearctproblem. Someof the possibleopti-
mization criteriainclude: eliminatingredundanmappings,
reducingthe diameterof a PDMS (to reduceinformation
lossin query reformulation),and identifying semantically
unreachableeers. Analyzing the semanticnetwork of a
PDMSrequiresthe ability to composemappingswhichis a
challengingproblemonits own (se€[18] for initial results).

3. QUERYING

Queryreformulationis perhapghe singlemostimportant
aspectof query processingn a PDMS, sinceit is crucial
for PDMS's ability to answeruserqueries. In this section,
we outline the queryreformulationalgorithmimplemented
in Piazza. (We note againthat we limit our discussionto

the relationalcase;the implementedsystemusesan XML
gueryreformulationalgorithmthatwe describean [10].) The
input of the algorithmis a setof peermappingsandstorage
descriptionsanda query Q. The outputof the algorithmis
aqueryexpressiorQCthatrefersto storedrelationsonly. To
answerQ we needto evaluateQP over the storedrelations.
The precisemethodof evaluatingQCis beyondthe scopeof
this paper but we note that recenttechniquedor adaptve
qgueryprocessing13] arewell suitedfor our context.

Beforewe describethe algorithm, two points needto be
mentioned First, by introducinganauxiliary relation(view)
adescriptiorof theform Q1(P1) = Q2(P2) canberewritten
astwo simplerdescriptionsQ;(P1) = V andV = Q2(P>).
Secondanequalitydescriptioncanberewritten a pair of in-
clusiondescriptionsHence we canassumehatall descrip-
tionsareof theformV  Q(P)orV  Q(P).

To provide someintuition for the algorithm, considera
PDMS in which all peer mappingsare of the form V
Q(P). This caseis similar to unfolding GAV mappingsin
dataintegration. The algorithmproceedsy constructinga
simplerule-goaltree[23]: goalnodesarelabeledwith atoms
of the peerrelations,andrule nodesare labeledwith peer
mappings.We begin by expandingeachquerysubgoalac-
cordingto the relevant peermappingsin the PDMS. When
noneof the leavesof the tree canbe expandedary further,
we usethe storagedescriptiondor the nal stepof reformu-
lation in termsof the storedrelations.

At the other extreme, supposeall peermappingsin the
PDMSareof theformV — Q(P). In this case(thatis simi-
lar to LAV mappingsn dataintegration),we begin with the
guerysubgoalsandapplyanalgorithmfor answeringjueries
usingviews [9]. We applythe algorithmto the resultuntil
we cannotproceedfurther, andasin the previous case,we
usethestoragedescriptiondor thelaststepof reformulation.

A major challengeof the reformulationalgorithmis to
combineandinterleare thetwo typesof reformulationtech-
nigues. One type of reformulation(unfolding) replacesa



subgoalwith a setof subgoalswhile the other (rewriting)
replacesa setof subgoalswith a singlesubgoal As aresult,
the outputof thealgorithmcanbe a DAG ratherthanatree
asillustratedby thefollowing example.

Figure2 shavsthereformulationDAG for asimplequery
Q, whichasksfor researcheraho have workedonthesame
projectandalsoco-authoredh paper We begin by expand-
ing Q intoits threesubgoalseachof whichappearasagoal
node.The SameProject peerrelation(indicatingwhich re-
searchersvork on the sameproject)is involvedin peerde-
scriptionr g, hencewe expandthe SameProject goalnode
with therule rg, andits childrenaretwo goal nodesof the
ProjMember peerrelation (eachspecifyingthe projectsan
individual researcheis involvedin).

The Author relationis involvedin aninclusionpeerde-
scription(r1). We expandAuthor(rl,w) with therule node
r1, andits child becomes goalnodeof therelationCoAu-
thor. This “expansion”is of differentnaturebecausef the
LAV-style reformulation. Intuitively, we are reformulating
the Author(rl,w) subgoalto usethe left-handside of r;.
Notethatwe mustreformulateboth Author subgoalsatonce
because; projectsoutthejoin variablew. This stepiepis
basedon Minicon, an ef cient algorithmfor query rewrit-
ing [9]. Now we mustapply descriptionr; a secondtime
with the headvariablesreversed,since CoAuthor may not
be symmetric(because is aninclusionratherthanequal-
ity).

At this point, sincewe cannotreformulatethe peermap-
pingsary further, we considerthe storagedescriptions We

nd storedrelationsfor eachof the peerrelationsin thetree
(S1 and Sp), and producethe nal reformulation. Refor
mulationsof peerrelationsinto storedrelationscanalsobe
eitherin GAV or LAV style. In this simpleexample,our re-
formulationinvolvesonly onelevel of peermappingshutin
generalthe tree may be arbitrarily deep. Otherchallenges
thatwe addressvhenconstructinga reformulationDAG in
Piazzaare avoiding redundantwork throughmemoization
andpruning[11] andchoosingan optimal reformulationor-
der

4. CONSTRUCTING MAPPINGS

In the previous two sections,we have describedPiazza
mappingandhow they areusedo evaluatequeries.Clearly,
anotherimportantquestionis where mappingscome from
andhow they arecreated.In Piazza,our goalis alsoto de-
veloptools andtechniqueghatvastly simplify andassistin
mappingcreation.

Mappingsbetweenschemaganbe constructedn a two-
stepprocessThe rst phasds SthemaMatching: discover-
ing amatch,or asetof correspondencegihichidentify sim-
ilar elementsn schemashatareto bemapped For example,
a matchbetweenthe Berkeley and UW projects(seeFig-
ure 1) will includethe correspondenceéBerkeley.Direction

UW.Area. Suchcorrespondenceare statement®f sim-
ilarity and have little or no semantics. The secondphase

of mappingconstructiortakesthesecorrespondencessin-
puts,andit usesa combinationof automatic¢echniquesand
humanintervention(asin the Clio system[21]) to provide a
precisemapping.

Our currentfocusis on automatedechniquegor schema
matching,i.e. the rst phaseof mappingconstruction.Our
approachs characterizedy two key properties:usingan
ensembleof individual heuristicsand algorithms, and ex-
ploiting pastexperience.

Combining multiple types of evidence Thereis a vari-
ety of evidencein schemaghat can be exploited by dif-
ferentheuristicsor algorithms. For example,the namesof
the schemaelementstheir datainstancestheir datatypes,
ary accompaying text descriptionsor similarity is schema
structure. However eachof thesetypesof evidenceis also
typically noisy, andhencehardto exploit, e.g. nameshave
abbreviations,synoryms, etc.,andtext descriptionsareun-
commonandofteninconsistentWe proposeamulti-strateyy
approachthatwill combinedifferentapproacheso exploit
eachof theseevidences.Our approachs basedon the ma-
chinelearningtechniquecalledstading. In [7], we demon-
stratecthatsuchanapproactcanyield robustmatchingper
formance.

Exploiting pastexperience Schemanatchingtasksareof-
ten repetitve. For example, all the schemashat are be-
ing matchedfor a particularapplicationare typically in a
single domain (databaseprojectsin Figure 1), and hence
will have similar elements.Henceit shouldbe possibleto
glean knowledge from known validated mappingsamong
theseschemasndreusethis informationfor matchingnew
schemapairs. With this intuition, we arebuilding a corpus
basedschemanatcher A corpushasacollectionof schemas,
validatedmappingsdatainstancesandotherformsof meta-
data. Statisticscanbe computedover schemaelementsin
thecorpusandbe employedfor schemamatching.This cor-
puswill evolve over time througha feedbackprocess:the
learnedknowledgeis appliedto matchnew schemasand
theschemasndthe eventualvalidatedmappingarethenas-
similatedbackinto the corpus. In [17] we presentprelimi-
nary resultsof exploiting pastexperienceto schemamatch-
ing. In this work, classi ers are trained for eachunique
elementbelongingto someschemain the corpus. Future
schemamatchingtasksarebasedon the following premise:
two elementanbe deemedo be similarif they cannotbe
distinguishedrom eachotherusingthelearnedclassi ersin
the corpus. Our initial resultsare promising: they demon-
strategoodaccurag andstrongevidenceof evolution, and
this opensanexciting avenuefor furtherresearch.
Although schemamappingis importantin the context of
datasharing, it is equally importantto have facilities for
instance-lgel mapping,i.e., objectmapping. Objectcorre-
spondenceareespeciallyimportantin elds suchasbiology
andmedicine wherethe sameentity may have mary differ-
entidenti ers or names,or over time a given record may
needto be memgedwith another(or split into two records).



Recentwork by Kementsietsidigt al. [14] exploits a setof

relatedmappinggo infer furtherobjectcorrespondencesje

hopeto go evenfurtherin inferring correspondencessing
containmenandstructurakelationshignformationbetween
entities.

5. SEARCHING

A querycanbe evaluatedin a PDMS by sendingit (re-
formulatedappropriately)to all the peersthat might have
answers.In sucha schemeijt is absolutelyvital that every
qguerynot ood the entire network. Our query reformula-
tion algorithm devotesconsiderableeffort towardspruning
rewritings that are guaranteedo return no results(or re-
dundantresults). However, reformulationcan only exploit
information containedin the schemamappingswhereast
would be desirableto exploit information aboutthe actual
data storedat the peersin orderto identify the peersrele-
vantto theuserquery Onewayto addresshis problemis to
build anindex overthe peerghatis somehav awareof both
schemaandvaluemappings.

As a rst steptowardsaddressinghis problem,we have
begundevelopmeniof anindex structurethatallows simple
value lookup with partial matchover structuredattributes,
acrosssimpleattribute-equvalencemappings Selectiorpred-
icatescanoftenbemappedo asimilarmodel,sowe feelthis
is agoodstartingpoint. Thekey challengds how to createa
scalablendex thatreturns for any query, the setof relevant
peerswith asfew falsepositves aspossible.

Index architecture: Our currentindex implementationis
centralized:this is similar to a searchengineon the Web,
and unlike a distributed hashtable (DHT) in P2P systems
for le sharing. We planto extendto a distributed contet
in the future, but thereare two reasondor this initial de-
sign choice. First, the searchesupportedoy our index are
semanticallyrich, andcannotbe supportedy hashing.Sec-
ond,in mostapplicationsof peerdatamanagemengystems
it is realisticto assumehat somepeer(s)arewilling to of-
fer the modestresourcesieededo servicea Piazzaindex.
Keepingtheresourcerequirementst a minimumis critical
in orderto encourageolunteers.

Thenovelty of ourindex systemis thatparticipatingpeers
will uploadsummariesof their dataat differentgranulari-
ties. Unlike mary sparsdandexing techniquesin which the
sparsenedsvel is controlledby physicalparametersuchas
pagesize,we allow eachpeerto specifydatasummariesat
anappropriategranularitylevel. The peeralsomakesavail-
ableto theindex all its peermappings.allowing the index
engineto correlateattributesfrom different peers— thus
supportinghe simplesttype of schemanappingsPeergpe-
riodically refreshtheir datasummariest theindex.

Finally, usersperformsearchedy submittingqueriesto
theindex engineandretrieving answers.

The Logical Model: The index usesa simple datamodel

2peerghatdo not have ary answergor the query

consistingpf objectsthatcontainsetsof attribute-valuepairs.
An objectis:

d = [Ar=vi A=Vl An =] (D)

values The setof attributesis dynamic.Eachpeermay de-
ne its own attributes,andeventwo objectsfrom the same
peermay have differentsetsof attributes. Fromthe a peer
descriptiongSec.2) a numberof attribute mappingss de-
rivedbetweertheattributes,of theformA B orA = B.
Theindex supportartial-matd queriesof the form:

q = [Bi1=wy;Ba=wyiiiiBp=wp] (2

stants.EachconditionB; = w; is calleda predicate hence
the query consistsof a conjunctionof p predicates. The
gueryq matdesadataobjectd if d satis esall predicatesn
thequery To satisfysomepredicateB; = w; thedataobject
mustcontainan attribute valuepair A; = v; s.t. A;  B;
andvj = Wj.

A peermaychoseto exportto theindex eachdataitem or
summarie®f collectionsof dataitems. Thelatterarelike (1)

describingconstrainton the data. For example,a peermay
exportthefollowing two summaries:

S1 = [patientName = "Ge%", stimulus = "%",
age = 55, image="%"]

Sy, = [name = "Por%", age IN [50, 70],
disease ="tuberculosis", type = "%"]

The rst speci esa setof objectsthathave the attributes
patientName , stimulus , age, andimage , wherethe
patientName beginswith thelettersGe, age is 55, while
stimulus  andimage areunspeci ed. This could mean
eitherthatthereareseveralobjectsatthatpeermatchingthis
pattern,or that thereis a single suchobjectbut for which
thepeerdoesnotwantto provide theprecisevaluefor all at-
tributes.Similarly, s, speci esfour attributes,oneof which
hasa completelyspeci ed value, the othersonly partially
speci ed. Thepatternfor age is arange.

Note that while individual peersmay have very few at-
tributes thetotal numberof attributescanbelargeandit can
grow dynamically Currenttechniquesor answeringsuch
partial-matchqueries(e.g.[4]) needto know thetotal num-
ber of dimensionsa priori and even thencannotef ciently
handledatawith evenhundredsf dimensions.

Implementation: Theindex maintainsamaintableRD(Oid,
Attr,  Val) containingall attribute value pairstogether
with the objectid wherethey occurtogether This table
could be sufcient to answerall partial matchqueries,for
example,query(2) translatesnto a p-way self-join on RD
However, thisis quiteinef cient whennoneof thebasepred-
icatesis very selectve®. Indeed,the bestquery execution

3|f usersspecifymultiple predicatesthenit is quitelik ely thatnone
of themaloneis very selectve.




plan that a relational enginehasin sucha caseamounts
essentiallyto a linear scan. To avoid that, the index uses
auxiliary tablesat variouslevels Thelevel k index hasthe
schema

and containsk-tuplesof attribute valuespairsthat occurin
the samedataitem. Sincethereare E possibletuplesfor
eachobiject (like (1)), the level k index storesonly a sub-
setof suchtuples: namelyonly thosefor which the num-
ber of objectsthat containthis tuple is signi cantly smaller

(by a x ed factor) than the numberof objectscontaining

deredlexicographically). This keepsthe size of the level k

indexessmall,andL ¢ usuallybecomegmptyafterfew lev-

els. A query(2) startswith alookupin L , (whichis executed
asa clusteredndex lookup); if the answeris empty thenit

proceedswith alookupin L, 1, etc. Eachqueryis thus
answeredafter at mostp lookups. The answemay contain
falsepositives,but their fractionis guaranteedo be below a
x edfactorchoserby the administrator

6. SECURITY AND ACCESSCONTROL

Althoughthe goalandemphasi®f Piazzais datasharing,
in practice peersarealmostneverwilling — or evenlegally
able— to sharetheir datain anuncontrolledway. Usually
adataownerwill wishto grantdifferentaccessightsto dif-
ferentpeersin the system. Standardaccesscontrol meth-
ods are poorly suitedfor the PDMS setting becausehey
generallyprotectdataby keepingit behinda securesener
and processingjuerieson behalf of clients. In forthcom-
ing work [20] we have developedtechniquedgor publishing
a single datainstancein a protectedform. The published
datais encryptedsuchthat multiple peerscanusea single
replica,but arerestrictedin their accesgo partsof the data
in accordancevith the owners' preferencesDataownersin
Piazzacanspecifyaccessontrol policiesdeclaratvely and
generatedatainstanceghat enforcethem. Accesscontrol
rights can be dynamicallymodi ed simply by exchanging
cryptographidkeys.

7. CONCLUSIONS

In this papemwe have presentea brief overview of the Pi-
azzaprojectandsomeof its focal points. To this point, our
efforts have generallyrevolved aroundde ning the means
of answeringqueriesin this system: mappingde nition,
qgueryreformulation,assistancé mappingcreation,index-
ing data,andrestrictingthe useof datato thosewith per
mission.Our currentimplementatioralreadyprovidesmary
useful capabilities,and we have a running prototypeof a
PDMSfor academicesearch.

However, agreatdealof exciting futurework remains We
would like to explore richer and more expressve meansof
de ning mappingsandde ning semantidnformation: two
interestingdirectionsareto bring Piazzato a more knowl-

edgerepresentation-baseahtology-drivenworld, asin most
SemantidNVeb efforts (we discussour initial effortsin [10]);
andto adda probabilistic,approximation-basesemantic$o
our mappinglanguage The challengen both of theseareas
is maintainingtractability of queryreformulation. We are
alsointerestedn the problemof analyzingthe semantimet-
work of aPDMSanddevelopingef cient cachingstratgjies
to speedup queryexecution.
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