
The Piazza Peer Data Management Project

Igor Tatarinov1, Zachary Ives2, Jayant Madhavan1,
Alon Halevy1, Dan Suciu1, Nilesh Dalvi1, Xin (Luna) Dong1,

Yana Kadiyska1, Gerome Miklau1, Peter Mork1

1Department of Computer Science and Engineering
University of Washington, Seattle, WA 98195

f igor,jayant,alon,suciu,nilesh,lunadong,ykadiysk,gerome,pmorkg@cs.washington.e du
2Department of Computer and Information Science
University of Pennsylvania, Philadelphia, PA 19103

zives@cis.upenn.edu

ABSTRACT
A majorproblemin today's information-drivenworld is that
sharingheterogeneous,semanticallyrich datais incredibly
dif�cult. Piazzais a peerdatamanagementsystemthaten-
ablessharingheterogeneousdatain a distributedandscal-
ableway. Piazzaassumestheparticipantsto beinterestedin
sharingdata,and willing to de�ne pairwisemappingsbe-
tweentheir schemas.Then, usersformulatequeriesover
their preferredschema,anda queryansweringsystemex-
pandsrecursively any mappingsrelevant to the query, re-
trieving datafrom otherpeers. In this paper, we provide a
brief overview of the Piazzaproject including our work on
developingmappinglanguagesandqueryreformulational-
gorithms,assistingtheusersin de�ning mappings,indexing,
andenforcingaccesscontrolovershareddata.

1. INTRODUCTION
A major problemin today's information-drivenworld is

thatsharingheterogeneous,semanticallyrich datais frustrat-
ingly dif�cult. AuthoringandpublishingWebdocumentsis
very easy. Peer-to-peersystemsmake disseminationof mu-
sic �les a simple job. But no similar technologyexists for
sharinginformationwith differentschemasandrepresenta-
tions. This is not entirely surprising,sincesharingseman-
tically rich datais inherentlymuchharder:datain different
schemasmustsomehow be mappedor related,queriesare
muchricher, andsecurityis animportantconsideration.

Yet, the bene�ts of semanticdatasharingareenormous.
Considerthe problemof sharingscienti�c data. Until re-
cently, individual researcherscollectedandanalyzeddatain
isolation,studyingsmall-scalephenomenaandkeepingtheir
dataproprietary. But today, by integrating and aggregat-
ing datafrom multiple sourcesscientistscanconductexper-
imentsthatwerenot possiblebefore.Examplesincludethe
SkyQueryproject in astronomy[19], the Institute for Sys-
temsBiology [12], andtheHumanBrainProject.At aglobal
scale,theSemanticWeb [5, 10] aimsat allowing universal
sharingof semanticallyrich data.

The problemof sharingsemanticallyrich datahasbeen
addressedby thedatamanagementcommunityfrom differ-
entangles.Mariposa[22] implementeddistributeddatashar-
ing overheterogeneousresources(but not schemas).In data
integrationacentralizedmediatedschemais createdto inte-
gratemultipledatasources;aparticularproblemhereis how
to generatethe mappingbetweentwo schemas[21]. Re-
searchontheSemanticWeb[5, 6] focusesonhighly expres-
sive knowledgerepresentationlanguages,in the hopethat
this will facilitatethecreationof a universalontology. Dis-
tributedqueryprocessinghasbeenintensively studied,as-
sumingaknown globalschema[15]. Yetnoneof thesetech-
niquesaddressesthetwo key challengesin sharingrich, het-
erogeneousdata:thatthenumberof distinctschemasis very
large,andthatacentralizedmediatedschemais notpossible.

In Piazza,weaddresstheproblemof sharingsemantically
heterogeneousdatain a distributedandscalableway. The
participantsin Piazzaare data sourcesinterestedin shar-
ing data. They prefer independentbut relatedschemasfor
their data, and their querieswill typically be posedfrom
the context of their preferredschema.Ratherthan requir-
ing global agreementon a single uni�ed schema,we pro-
vide queryansweringcapabilitiesover anarbitrarynetwork
of localschemasandpairwisemappingsbetweenthem.Our
queryansweringalgorithmstake a queryposedover any of
theseschemasand usethe transitive closureof mappings
to return all relevant data in that preferredschema. This
achieves the schemamediationcapabilitiesof a datainte-
grationsystem,but in a moreextensible,decentralizedway.
As in peer-to-peerdatasharingsystems,we alsoallow any
nodeto join thesystemandcontribute resources(schemas,
mappings,data,or computation)thatimprovetheoverallen-
vironment.Hence,wereferto ourarchitectureasapeerdata
managementsystem(PDMS)anda nodeasa peer.

Our currentresearchfocuseson the distributednatureof
schemamappingsbetweenpeers. Theseproblemsare in-
dependentof theunderlyingsystemimplementation,soour
work appliesto bothstandardP2Pandsuper-peer[24] mod-
els(in whicheverypeersupportsquery-onlyclients).Wedo
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Figure1: A PDMS about databaseresearch. Arr ows indicate mappingsbetweenpeers' relations.DB-Projects is a virtual, mediating peerwith no

stored data. Two semanticnetworks can be joined by adding a singlemapping betweena pair of peers(the dashedarrow fr om Stanford to UW).

not speci�cally addressdistributed query reformulationor
distributedqueryevaluation. Currently, thequeryreformu-
lation is donein centralizedfashion,while queryevaluation
is donedistributively, using[13]. A techniquethatcombines
distributedqueryevaluationwith semanticheterogeneityis
describedin [1, 2].

In thispaperwegiveabrief overview of theongoingwork
in the Piazzasystem. Section2 describesour approachto
specifyingschemamappings. Section3 outlinesPiazza's
queryansweringalgorithm.Sincemappingsarethebasisof
our system,but they may be tediousto create,we investi-
gatetechniquesfor facilitatingmappingconstructionin Sec-
tion 4. Section5 discussesour initial work in indexing a
semanticallyheterogeneoussetof data. Finally, we brie�y
discusssecurityandaccesscontrolin Section6, andwecon-
cludein Section7.

2. SCHEMA MEDIA TION
In contrastto a dataintegrationenvironment,which has

a tree-basedhierarchywith datasourcesschemasat theleaf
nodesand one or more mediatedschemasas intermediate
nodes,apeerdatamanagementsystem(PDMS)cansupport
anarbitrarygraphof interconnectedschemas.Someof these
schemasarede�ned virtually for purposesof queryingand
mapping. We call thesepeerschemas, andgenerallytheir
relations(peerrelations)1 will have anopen-world assump-
tion (i.e., thedatareturnedby queryingtheserelationsmay
beincomplete).Queriesin thePDMSwill beposedoverthe
relationsfrom a speci�c peerschema.A peerschemarepre-
sentsthepeer's “view of theworld” thatis unlikely to bethe
sameatdifferentpeers.

Peersmay alsocontributedatato the systemin the form
of stored relations. Storedrelationsare analogousto data
sourcesin a dataintegrationsystem:all queriesin a PDMS

1Weusetherelationalmodelto simplify thediscussion.Theimple-
mentedPiazzasystemis basedon XML: peerschemasarede�ned
in XML Schema,queriesandmappingsarespeci�edin anXQuery-
basedlanguage.We refer the interestedreaderto a moredetailed
descriptionof thesystemin [10].

will bereformulatedstrictly in termsof storedrelationsthat
maybestoredlocally or at otherpeers.

Figure1 showsa simpli�ed exampleof a PDMSfor shar-
ing databaseresearch-relateddata.Thenoveltyof thePDMS
lies in its ability to exploit transitiverelationshipsamongthe
mappingedgesbetweenpeers'schemas.The �gure shows
thattwo semanticnetworkscanbefully joinedtogetherwith
only a few mappingsbetweensimilar membersof eachse-
manticnetwork (in our example,we only requireda single
mapping).Thenew mapping(dashedline) from Stanford to
UW enablesany queryatany of the� vepeersto accessdata
at all otherpeersthroughtransitive evaluationof semantic
mappings.Importantly, we canaddour mappingsbetween
themostsimilar nodesin thetwo semanticnetworks;this is
typically mucheasierthanattemptingto mapalargenumber
of highly dissimilarschemasinto a singlemediatedschema
(asin conventionaldataintegration).

Thereare two typesof schemamappingsin Piazza. A
mappingthat relatestwo or morepeerschemasis calleda
peer description, whereasa mappingthat relatesa stored
schemato apeerschemais calledastoragedescription. Peer
descriptionsde�ne thecorrespondencesbetweenthe“views
of theworld” at differentpeers.Storagedescriptions,on the
otherhand,mapthedatastoredatapeerinto thepeer'sview
of theworld. Thus,storagedescriptionsaresimilar to data
sourcedescriptionsin adataintegrationsystem.

Two mainformalismshavebeenproposedfor schemame-
diationin dataintegrationsystems.In the�rst, calledglobal-
as-view (GAV) [8], therelationsin themediatedschemaare
de�ned as views over the relationsin the sources. In the
second,calledlocal-as-view (LAV) [16], therelationsin the
sourcesarespeci�edasviewsover themediatedschema.

Piazzacombinesandgeneralizesthetwo dataintegration
formalisms,andit extendsthemto theXML world in a way
that keepsevaluationtractable.Two kinds of peerdescrip-
tionsaresupported:equalityandinclusiondescriptions.Peer
descriptionshave the following form: Q1(P1) = Q2(P2),
(or Q1(P1) � Q2(P2) for inclusions)whereQ1 andQ2 are
conjunctive querieswith the samearity andP1 andP2 are
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Figure2: An examplereformulation DAG for the databaseresearch domain.

setsof peers. Intuitively, our mappingstatementspeci�es
a semanticmappingby statingthat evaluatingQ1 over the
peersP1 will alwaysproducethesameanswer(or a subset
in thecaseof inclusions)asevaluatingQ2 overP2.

To avoid ambiguity, wepre�x relationnamesat eachpeer
with thepeername.Thefollowing statementis anexample
of anequalitymappingbetweentwo peers:UW (University
of Washington)andDBProjects (aDatabase-Projectspeer):

DBProjects:Member(pName, member) =
UW:Member(mid, pid, member), UW:Project(pid, pName)

A storagedescriptioncanalsobeeitheranequality(P : R =
Q) or aninclusion(P : R � Q); hereQ is a queryover the
schemaof peerP andR is astoredrelationat thepeer. As in
thecontext of dataintegration,an inclusiondescriptionim-
pliesthatthatthedataat thepeermaybeincomplete, which
correspondsto theopenworld assumption[3]. The follow-
ing storagedescriptionde�nes thestoredrelationstudents
at peerUPenn in termsof UPenn'speerrelations:

UPenn:student(sid, name, advisor) � UPenn:Student(sid, name),

UPenn:Advisor(sid, �d), UPenn:Faculty(�d, advisor)

The set of mappingsof a PDMS de�nes its semanticnet-
work (or topology). Optimizingthe topologyof a PDMSis
an interestingresearchproblem.Someof thepossibleopti-
mizationcriteria include: eliminatingredundantmappings,
reducingthe diameterof a PDMS (to reduceinformation
loss in query reformulation),and identifying semantically
unreachablepeers. Analyzing the semanticnetwork of a
PDMSrequirestheability to composemappingswhich is a
challengingproblemonits own (see[18] for initial results).

3. QUERYING
Queryreformulationis perhapsthesinglemostimportant

aspectof query processingin a PDMS, sinceit is crucial
for PDMS's ability to answeruserqueries. In this section,
we outline the queryreformulationalgorithmimplemented
in Piazza. (We note againthat we limit our discussionto

the relationalcase;the implementedsystemusesan XML
queryreformulationalgorithmthatwedescribein [10].) The
input of thealgorithmis a setof peermappingsandstorage
descriptionsanda queryQ. The outputof thealgorithmis
aqueryexpressionQ0 thatrefersto storedrelationsonly. To
answerQ we needto evaluateQ0 over thestoredrelations.
Theprecisemethodof evaluatingQ0 is beyondthescopeof
this paper, but we note that recenttechniquesfor adaptive
queryprocessing[13] arewell suitedfor our context.

Beforewe describethe algorithm,two pointsneedto be
mentioned.First,by introducinganauxiliaryrelation(view)
adescriptionof theform Q1(P1) = Q2(P2) canberewritten
astwo simplerdescriptions:Q1(P1) = V andV = Q2(P2).
Second,anequalitydescriptioncanberewrittenapairof in-
clusiondescriptions.Hence,wecanassumethatall descrip-
tionsareof theform V � Q(P) or V � Q(P).

To provide someintuition for the algorithm, considera
PDMS in which all peermappingsare of the form V �
Q(P). This caseis similar to unfolding GAV mappingsin
dataintegration. The algorithmproceedsby constructinga
simplerule-goaltree[23]: goalnodesarelabeledwith atoms
of the peerrelations,andrule nodesare labeledwith peer
mappings.We begin by expandingeachquerysubgoalac-
cordingto the relevantpeermappingsin the PDMS.When
noneof the leavesof the treecanbe expandedany further,
weusethestoragedescriptionsfor the�nal stepof reformu-
lation in termsof thestoredrelations.

At the other extreme,supposeall peermappingsin the
PDMSareof theform V � Q(P). In thiscase(thatis simi-
lar to LAV mappingsin dataintegration),we begin with the
querysubgoalsandapplyanalgorithmfor answeringqueries
usingviews [9]. We apply thealgorithmto theresultuntil
we cannotproceedfurther, andasin the previouscase,we
usethestoragedescriptionsfor thelaststepof reformulation.

A major challengeof the reformulationalgorithm is to
combineandinterleave thetwo typesof reformulationtech-
niques. One type of reformulation(unfolding) replacesa



subgoalwith a setof subgoals,while the other (rewriting)
replacesa setof subgoalswith a singlesubgoal.As a result,
theoutputof thealgorithmcanbea DAG ratherthana tree
asillustratedby thefollowing example.

Figure2 showsthereformulationDAG for asimplequery,
Q, whichasksfor researcherswhohaveworkedonthesame
projectandalsoco-authoreda paper. We begin by expand-
ing Q into its threesubgoals,eachof whichappearsasagoal
node.TheSameProject peerrelation(indicatingwhich re-
searcherswork on thesameproject)is involvedin peerde-
scriptionr 0, hencewe expandtheSameProject goalnode
with the rule r 0, andits childrenaretwo goal nodesof the
ProjMember peerrelation(eachspecifyingtheprojectsan
individual researcheris involvedin).

The Author relation is involved in an inclusionpeerde-
scription(r 1). We expandAuthor(r1,w) with therule node
r1, andits child becomesa goalnodeof therelationCoAu-
thor. This “expansion”is of differentnaturebecauseof the
LAV-style reformulation. Intuitively, we arereformulating
the Author(r1,w) subgoalto usethe left-handside of r 1.
NotethatwemustreformulatebothAuthor subgoalsatonce
becauser 1 projectsout the join variablew. This stepiep is
basedon Minicon, an ef�cient algorithmfor query rewrit-
ing [9]. Now we mustapply descriptionr 1 a secondtime
with the headvariablesreversed,sinceCoAuthor may not
besymmetric(becauser 1 is an inclusionratherthanequal-
ity).

At this point, sincewe cannotreformulatethepeermap-
pingsany further, we considerthestoragedescriptions.We
�nd storedrelationsfor eachof thepeerrelationsin thetree
(S1 and S2), and producethe �nal reformulation. Refor-
mulationsof peerrelationsinto storedrelationscanalsobe
eitherin GAV or LAV style. In this simpleexample,our re-
formulationinvolvesonly onelevel of peermappings,but in
general,the treemay be arbitrarily deep. Otherchallenges
thatwe addresswhenconstructinga reformulationDAG in
Piazzaare avoiding redundantwork throughmemoization
andpruning[11] andchoosinganoptimalreformulationor-
der.

4. CONSTRUCTING MAPPINGS
In the previous two sections,we have describedPiazza

mappingsandhow they areusedto evaluatequeries.Clearly,
anotherimportantquestionis wheremappingscomefrom
andhow they arecreated.In Piazza,our goal is alsoto de-
veloptoolsandtechniquesthatvastlysimplify andassistin
mappingcreation.

Mappingsbetweenschemascanbeconstructedin a two-
stepprocess.The�rst phaseis SchemaMatching: discover-
ing amatch,or asetof correspondences,whichidentify sim-
ilar elementsin schemasthatareto bemapped.For example,
a matchbetweenthe Berkeley andUW projects(seeFig-
ure1) will includethecorrespondence:Berkeley.Direction
� UW.Area. Suchcorrespondencesarestatementsof sim-
ilarity and have little or no semantics.The secondphase

of mappingconstructiontakesthesecorrespondencesasin-
puts,andit usesa combinationof automatictechniquesand
humanintervention(asin theClio system[21]) to providea
precisemapping.

Our currentfocusis on automatedtechniquesfor schema
matching,i.e. the �rst phaseof mappingconstruction.Our
approachis characterizedby two key properties:usingan
ensembleof individual heuristicsand algorithms,and ex-
ploiting pastexperience.

Combining multiple types of evidence: There is a vari-
ety of evidencein schemasthat can be exploited by dif-
ferentheuristicsor algorithms. For example,the namesof
the schemaelements,their datainstances,their datatypes,
any accompanying text descriptions,or similarity is schema
structure.However eachof thesetypesof evidenceis also
typically noisy, andhencehardto exploit, e.g. nameshave
abbreviations,synonyms,etc.,andtext descriptionsareun-
commonandofteninconsistent.Weproposeamulti-strategy
approachthat will combinedifferentapproachesto exploit
eachof theseevidences.Our approachis basedon thema-
chinelearningtechniquecalledstacking. In [7], we demon-
stratedthatsuchanapproachcanyield robustmatchingper-
formance.

Exploiting pastexperience: Schemamatchingtasksareof-
ten repetitive. For example, all the schemasthat are be-
ing matchedfor a particularapplicationare typically in a
single domain(databaseprojects in Figure 1), and hence
will have similar elements.Henceit shouldbe possibleto
glean knowledgefrom known validatedmappingsamong
theseschemasandreusethis informationfor matchingnew
schemapairs.With this intuition, we arebuilding a corpus-
basedschemamatcher. A corpushasacollectionof schemas,
validatedmappings,datainstances,andotherformsof meta-
data. Statisticscanbe computedover schemaelementsin
thecorpusandbeemployedfor schemamatching.Thiscor-
puswill evolve over time througha feedbackprocess:the
learnedknowledgeis appliedto matchnew schemas,and
theschemasandtheeventualvalidatedmappingarethenas-
similatedbackinto thecorpus. In [17] we presentprelimi-
naryresultsof exploiting pastexperienceto schemamatch-
ing. In this work, classi�ers are trained for eachunique
elementbelongingto someschemain the corpus. Future
schemamatchingtasksarebasedon thefollowing premise:
two elementscanbedeemedto besimilar if they cannotbe
distinguishedfrom eachotherusingthelearnedclassi�ersin
the corpus. Our initial resultsarepromising: they demon-
strategoodaccuracy andstrongevidenceof evolution, and
this opensanexciting avenuefor furtherresearch.

Althoughschemamappingis importantin thecontext of
data sharing,it is equally important to have facilities for
instance-level mapping,i.e., objectmapping.Objectcorre-
spondencesareespeciallyimportantin �elds suchasbiology
andmedicine,wherethesameentitymayhavemany differ-
ent identi�ers or names,or over time a given recordmay
needto be mergedwith another(or split into two records).



Recentwork by Kementsietsidiset al. [14] exploits a setof
relatedmappingsto infer furtherobjectcorrespondences;we
hopeto go evenfurther in inferring correspondences,using
containmentandstructuralrelationshipinformationbetween
entities.

5. SEARCHING
A querycanbe evaluatedin a PDMS by sendingit (re-

formulatedappropriately)to all the peersthat might have
answers.In sucha scheme,it is absolutelyvital that every
query not �ood the entirenetwork. Our query reformula-
tion algorithmdevotesconsiderableeffort towardspruning
rewritings that are guaranteedto return no results(or re-
dundantresults). However, reformulationcanonly exploit
informationcontainedin the schemamappings,whereasit
would be desirableto exploit informationaboutthe actual
data storedat the peersin order to identify the peersrele-
vantto theuserquery. Onewayto addressthisproblemis to
build anindex over thepeersthatis somehow awareof both
schemaandvaluemappings.

As a �rst steptowardsaddressingthis problem,we have
begundevelopmentof an index structurethatallows simple
value lookup with partial matchover structuredattributes,
acrosssimpleattribute-equivalencemappings.Selectionpred-
icatescanoftenbemappedto asimilarmodel,sowefeelthis
is agoodstartingpoint. Thekey challengeis how to createa
scalableindex thatreturns,for any query, thesetof relevant
peerswith asfew falsepositives2 aspossible.

Index architecture: Our current index implementationis
centralized:this is similar to a searchengineon the Web,
and unlike a distributedhashtable (DHT) in P2Psystems
for �le sharing. We plan to extendto a distributedcontext
in the future, but thereare two reasonsfor this initial de-
sign choice. First, the searchessupportedby our index are
semanticallyrich, andcannotbesupportedby hashing.Sec-
ond,in mostapplicationsof peerdatamanagementsystems
it is realisticto assumethat somepeer(s)arewilling to of-
fer the modestresourcesneededto servicea Piazzaindex.
Keepingtheresourcerequirementsat a minimumis critical
in orderto encouragevolunteers.

Thenovelty of our index systemis thatparticipatingpeers
will uploadsummariesof their dataat differentgranulari-
ties. Unlike many sparseindexing techniques,in which the
sparsenesslevel is controlledby physicalparameterssuchas
pagesize,we allow eachpeerto specifydatasummariesat
anappropriategranularitylevel. Thepeeralsomakesavail-
able to the index all its peermappings,allowing the index
engineto correlateattributes from different peers— thus
supportingthesimplesttypeof schemamappings.Peerspe-
riodically refreshtheirdatasummariesat theindex.

Finally, usersperformsearchesby submittingqueriesto
theindex engineandretrieving answers.

The Logical Model: The index usesa simpledatamodel
2Peersthatdonot have any answersfor thequery.

consistingof objectsthatcontainsetsof attribute-valuepairs.
An objectis:

d ::= [A1 = v1; A2 = v2; : : : ; An = vn ] (1)

whereA1; : : : ; An areattributesandv1; : : : ; vn areatomic
values. Thesetof attributesis dynamic.Eachpeermayde-
�ne its own attributes,andeven two objectsfrom thesame
peermay have differentsetsof attributes. From the a peer
descriptions(Sec.2) a numberof attributemappingsis de-
rivedbetweentheattributes,of theform A � B or A = B .

Theindex supportspartial-match queriesof theform:

q = [B1 = w1; B2 = w2; : : : ; Bp = wp] (2)

Here B1; : : : ; Bp are attributesand w1; : : : ; wp are con-
stants.EachconditionB i = wi is calleda predicate, hence
the query consistsof a conjunctionof p predicates. The
queryq matchesadataobjectd if d satis�esall predicatesin
thequery. To satisfysomepredicateB i = wi thedataobject
mustcontainan attributevaluepair A j = vj s.t. A j � B i

andvj = wi .
A peermaychoseto export to theindex eachdataitemor

summariesof collectionsof dataitems.Thelatterarelike(1)
only now the valuesv1; : : : ; vn arereplacedwith patterns,
describingconstraintson thedata.For example,a peermay
export thefollowing two summaries:

s1 = [patientName = "Ge%", stimulus = "%",

age = 55, image="%"]

s2 = [name = "Por%", age IN [50, 70],

disease ="tuberculosis", type = "%"]

The �rst speci�esa setof objectsthathave theattributes
patientName , stimulus , age , andimage , wherethe
patientName beginswith thelettersGe, age is 55,while
stimulus andimage areunspeci�ed. This could mean
eitherthatthereareseveralobjectsat thatpeermatchingthis
pattern,or that thereis a single suchobjectbut for which
thepeerdoesnotwantto providetheprecisevaluefor all at-
tributes.Similarly, s2 speci�esfour attributes,oneof which
hasa completelyspeci�ed value, the othersonly partially
speci�ed. Thepatternfor age is a range.

Note that while individual peersmay have very few at-
tributes,thetotalnumberof attributescanbelargeandit can
grow dynamically. Currenttechniquesfor answeringsuch
partial-matchqueries(e.g.[4]) needto know thetotal num-
ber of dimensionsa priori andeven thencannotef�ciently
handledatawith evenhundredsof dimensions.

Implementation: Theindex maintainsamaintableRD(Oid,
Attr, Val) containingall attribute valuepairs together
with the object id where they occur together. This table
could be suf�cient to answerall partial matchqueries,for
example,query(2) translatesinto a p-way self-join on RD.
However, thisis quiteinef�cient whennoneof thebasepred-
icatesis very selective3. Indeed,the bestqueryexecution
3 If usersspecifymultiplepredicates,thenit is quitelikely thatnone
of themaloneis very selective.



plan that a relational enginehas in such a caseamounts
essentiallyto a linear scan. To avoid that, the index uses
auxiliary tablesat variouslevels. The level k index hasthe
schema

Lk(Oid; Attr 1; Val 1; : : : ; Attr k; Val k)

andcontainsk-tuplesof attributevaluespairsthat occurin
the samedataitem. Sincethereare

� n
k

�
possibletuplesfor

eachobject (like (1)), the level k index storesonly a sub-
set of suchtuples: namelyonly thosefor which the num-
berof objectsthatcontainthis tuple is signi�cantly smaller
(by a �x ed factor) than the numberof objectscontaining
(Attr 1; Val 1; : : : ; Attr k� 1; Val k� 1) (the attributesareor-
deredlexicographically).This keepsthesizeof the level k
indexessmall,andL k usuallybecomesemptyafterfew lev-
els.A query(2) startswith alookupin L p (whichis executed
asa clusteredindex lookup); if theansweris empty, thenit
proceedswith a lookup in L p� 1, etc. Eachquery is thus
answeredafterat mostp lookups.Theanswermaycontain
falsepositives,but their fractionis guaranteedto bebelow a
�x edfactorchosenby theadministrator.

6. SECURITY AND ACCESSCONTROL
Althoughthegoalandemphasisof Piazzais datasharing,

in practice,peersarealmostneverwilling — or evenlegally
able— to sharetheir datain anuncontrolledway. Usually
adataownerwill wish to grantdifferentaccessrightsto dif-
ferent peersin the system. Standardaccesscontrol meth-
ods are poorly suited for the PDMS settingbecausethey
generallyprotectdataby keepingit behinda secureserver
and processingquerieson behalf of clients. In forthcom-
ing work [20] we have developedtechniquesfor publishing
a single datainstancein a protectedform. The published
datais encryptedsuchthat multiple peerscanusea single
replica,but arerestrictedin their accessto partsof thedata
in accordancewith theowners'preferences.Dataownersin
Piazzacanspecifyaccesscontrolpoliciesdeclaratively and
generatedatainstancesthat enforcethem. Accesscontrol
rights can be dynamicallymodi�ed simply by exchanging
cryptographickeys.

7. CONCLUSIONS
In thispaperwehavepresentedabrief overview of thePi-

azzaprojectandsomeof its focal points. To this point, our
efforts have generallyrevolved aroundde�ning the means
of answeringqueriesin this system: mappingde�nition,
queryreformulation,assistancein mappingcreation,index-
ing data,and restrictingthe useof datato thosewith per-
mission.Ourcurrentimplementationalreadyprovidesmany
useful capabilities,and we have a running prototypeof a
PDMSfor academicresearch.

However, agreatdealof exciting futurework remains.We
would like to explore richer andmoreexpressive meansof
de�ning mappingsandde�ning semanticinformation: two
interestingdirectionsareto bring Piazzato a moreknowl-

edgerepresentation-based,ontology-drivenworld,asin most
SemanticWebefforts (wediscussour initial efforts in [10]);
andto addaprobabilistic,approximation-basedsemanticsto
our mappinglanguage.Thechallengein bothof theseareas
is maintainingtractability of query reformulation. We are
alsointerestedin theproblemof analyzingthesemanticnet-
work of a PDMSanddevelopingef�cient cachingstrategies
to speedupqueryexecution.
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