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Abstract—In this paper we evaluate a method of using inter-
leaved spanning treesto composea resilient, high performance
overlay mesh.Though spanning tr eesof arbitrary type could be
used to construct an overlay mesh, we focus on a distrib uted
algorithm that computes  minimum spanning trees on an
arbitrary graph. The principal motivation behind this strategy
is to provide applications with a -redundant, high quality
mesh suitable for demanding applications like A/V broadcast,
video conferencing, data collection, multi-path routing, and le
mirr oring/transfer. We elaborate details of -MST, pointing out
advantages and potential problem points of the protocol, and
then analyze its performance using a variety of metrics with
simulation as well as a functional PlanetLab implementation.

Keywords: System design, Experimentation with real net-
works/Testbeds.

I. INTRODUCTION

Over the past several years, considerablework has been
donein designingoverlay networksto optimizeandenableap-
plicationsover the Internet.Detour[1], for instancejmproves
routing ef ciency by exchangingcongestioninformation be-
tween nodes and adaptiely routing through overlay paths
that correspondto better routes. Resilient Overlay Network
(RON) [2] allows distributed applicationsto perform overlay
path selectionin an application-speci cmanney detectpath
failures, and recover by routing data through other overlay
paths. High-performancestreaming media systems][3], [4]
enable a pair of nodesto communicatethrough multiple
overlay paths simultaneously Overlay networks have also
emeged as a powerful method for delivering content [5]—
[9] and coordinatingmulti-point communicationalgorithms.
CoopNet[10] streamamediaandemploys striping over multi-
ple overlay treesto enhanceboth performanceand reliability.
Byers et al. [11] proposea systemfor performing multi-
point transfersacrossrichly connectedverlaysby judiciously
coordinatingdelivery of subsetof datain a highly distributed
and concurrentfashion.Chenget al. [12] addressthe dual
problem of collecting data from several hosts by carefully
schedulingthe movementof data.

The performanceof theseapplicationsis highly dependent
on the ability to operateover good quality overlay paths.A
richly connectedoverlay network comprisedof high quality
virtual pathsprovidesthe ideal settingfor theseapplications;
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applicationscanthenreactquickly to uctuating performance,
use application-speci cpath selection,or coordinateconcur
rent communicationover multiple paths.

Proposedin this paperis a mesh- rst approach,where
the densegraph of all possibleoverlay links is reducedto
a minimal topology composedof trees.In particular we
focus on a distributed algorithm to compute  Minimum
Spanning Trees ( -MST), where edge weights correspond
to ary one of the standardperformancemetrics, such as
lateng/, bandwidth, and loss rate. The meshis constructed
usinginitial estimatesof network propertiesandre ned over
time. Like other unstructuredoverlays, such as End-System
Multicast [5], we view the tasks of mesh constructionand
routing as independentA standardrouting protocol is used
to propagatethe performancecharacteristicof the selected
links.

The primary motivation to constructan overlay mesh of

treesis to ensurethe existenceof edge disjoint over
lay paths betweenary two nodes,to promote fault- and
performance-tolerance&nd to enablepath diversity Though

-MST includesthe bestlinks of every nodein the overlay;
it doesnot boundthe diameteror the degreeof the network.
However, it is possibleto addresgheseadditionalconstraints
with otherdistributed heuristicsthat will be discussedn later
sections.Also, treeshave important propertiesthat simplify
aspectsof meshmaintenancen the distributed ervironment.
For example,the addition of ary link createsa fundamental
cycle, the removal of ary link along a fundamentalcycle
restoresthe tree property and ary edgefailure partitionsthe
treeinto two componentsAll thesepropertiescanbe detected
and maintainedwith limited local knowledge.

Thoughwe have beendeveloping a prototypeoverlay net-
work thatutilizesa -treemethodologyfor meshconstruction,
this paperfocusesnot on our architecturebut primarily on
discussiorand analysisof the -treestratayy for high perfor
mancemeshapplications We are not interestedn using this
stratgyy in peerto-peer le sharingor distributed objectloca-
tion settings,but are moreinterestedn applicationsrequiring
resilient, high performancedatadelivery like A/ multicast,
video conferencing,data collection, multi-path routing, and
le transfer The needfor suchapplicationsis mostpressing
in infrastructure-typaettingdik e PlanetLakaswell asin large
corporationawvhereoverlay networks of lessthan 1000 nodes
sufce. In suchervironments a large amountof dataconcern-



ing neighborsandlink quality is available or obtainable,and
we seeka distributed solutionthat malkes ef cient useof this
rich quantity of information.

Il. BACKGROUND AND RELATED WORK

Over the last several years,extensive work hasbeendone
in the realm of overlay network design.In general,these
systemscan be broadly classi ed into two cateyories: tree-
rst stratgiesandmesh- rst stratgjies. Herewe summarizea
few systemghat are mostrelevantto our study

A. Tree ConstructionStrategies

A numberof projectshave studiedstratayies for building
application-speci c overlay trees, particularly for multicast
applications.The treesare constructeddirectly, and they de-
ne, implicitly, an uniguecommunicatiorpath betweenevery
pair of nodesin the overlay network. Theseapproacheshave
the advantageof not requiring the executionof a distributed
routing algorithm.

The ALMI (Application Level Multicast) project[13] lever
agesa techniqueto computea minimum spanningrree (MST)
at a centralizedadministration point basedon information
retrieved from inter-node probes,which is subsequentlypro-
grammedinto the network.

Yoid, HMTP, andOvercastusethetechniqueof constructing
a distribution tree by having groupmembersexplicitly choose
parentsrom their known setof neighborq14] [15] [6]. Yoid's
treeis static,but HMTP andOvercastreesadaptto changesn
link characteristicend peeraddition/remal by periodically
trying to swap local links in the overlay. A good discussion
of switch-treeimprovementprotocolsmay be found in [16].

TMesh [17] improves upon single sharedtree overlays
by randomly inserting “shortcut” links into the topology
Effectively, this reduceghe diameterof the network andbetter
supportanulticastgroupsin which only someof the nodesare
participants.

OMNI [9] considersa two-tier multicastinginfrastructure
consistingof servicenodesandclientsthat connectto service
nodes. The system provides algorithms for organizing the
servicenodesinto an appropriateoverlay structurebasedon
the changingdistributions of client connectity. An initial
centralizedcomputationis followed by a distributed iterative
re nement to obtain a tree that minimizes the minimum
averagelateny and controlsnodedegree.

NICE [18] partitionsnodesinto clustersof x edsize,elects
representatie nodesto representhe cluster and repeatsthe
processrecursvely in orderto createa hierarchyof nodes.
Tree maintenancdor  nodescostsonly resulting
in a highly scalablesystem.

B. MeshConstructionStrategies

Mesh- rst stratgiesconstructa richly connectedyraph rst
and then computeoverlay pathsor source-speci cmulticast
treesusingwell known distributedrouting algorithms.We now
review existing methodsof mesh- rst overlay construction,
summarizingthe positive and negative propertiesof eachand
highlighting previous approachesnd resultswhererelevant.

a) CompleteGraph: It is possibleto perform overlay
routing calculationshaseduponinformationthat describesall
availablenetwork links. The RON projectat MIT is evaluating
the bene ts of overlayrouting atopsucha graph.Their results
indicate that a connectedoverlay provides improved fault
toleranceand performanceo that obsenedin the underlying
infrastructure[2]. Thoughthe routesprovided by the overlay
are very nearto optimal, from the standpointof minimizing
each of several metrics, the actual execution of a routing
algorithmacrossa densenetwork, with edgesjs rather
expensve:intersenertrafc becomesinacceptablyargewith
networks even as small as 50 to 100 nodes[2].

b) RandomlLinks Graph: Thek-Randomlinks stratey
is simpleandfully distributed: every noderandomlyselects
of its edgesfor inclusionin the graph, resultingin a global
edgecountthat is lessthan or equalto . This approach
allows for high partition resiliencewith little overheadfor if
a node detectsa link failure, it may selectanotherrandom
link from its pool without coordinatingwith anothermpeer If a
failed nodereturnsto the network, it is similarly simplefor it
to rejoin. A k-Randongraphalsohasprobabilisticallyuniform
degree distribution, which tendsto promote load balancing
for multicastnetworks, aswell asshallov diameter The main
problemwith this stratey is thatthe selectedinks maybebad,
leadingto routing inef ciencies. The approachof choosing
randompeersis seenin numerousarchitecturesNarada,for
example,choosedinks at randominitially, andthenimproves
the quality of the meshincrementally[5].

c) BestLinks Graph: This strateyy is similar to the -
Randomgraph, exceptthat eachnode autonomouslychooses
its  bestlinks. Becausepairs of nodeswill independently
include eachotherin their selectionsthe k-Best-Linksgraph
is composedof as few as and at most low
weight links. While this graph haslow aggreyate weight, it
generallydoesnot guarantee&onnectvity, andit might exhibit
large diametersevenif it is connectedWe have found this to
be especiallytrue in real world scenariodike PlanetLab

d) Short-LongStrategy: To select links, a node may
choose of the best(short) links of which it is aware and

random(long) links. This stratgy providesa low-weight
topology with probabilistic connectvity properties.This is
closely relatedto the -MST strategy, which also includes
mary of the bestlinks of the graph.

e) Connect-Impove Strategies: Several architectures
take the approachof quickly choosinglinks, often randomly
to provide fast joining and subsequentlyrely on local im-
provementto improve the “goodness”of the mesh.In the
Naradaprotocol, for example, a node joins the network by
choosingrandompeerg5]. As the nodediscoversmorepeers,
it evolves its randomly selectededgesto include links of
higher utility, while preventing partitions through a special
mechanismHowever, the initial graphis far belov optimal
and every node must continuouslyrun the improvemental-
gorithm, for evolution to proceedproperly causingrelatively
slow corvergenceand high bandwidthutilization [5], [18].



f) DHT Mesh: Structuredoverlayslike distributed hash
tables(DHTSs) [19]-[22] view the overlay asa distributeddata
structurethat dictatesboth the network topologyand message
routing. This integrated view has been shavn to be mas-
sively scalablerequiring neighborinformation and
guaranteeing diameterfor arbitrarily sizednetworks.
Thoughoriginally developedfor scalableobjectlocation,these
overlays are now being used for applicationstraditionally
supportedon unstructuredbverlays[7], [8], [23]. The address
structureof systemdike CAN, Pastry and Tapestryprovides
massie scalability and failure redundang without the need
for atraditionalrouting algorithm.Thesesystemsaredesigned
with a scalability- rst philosophythat focusesprimarily on
routing baseduponanarbitraryaddressinggchemeandsecon-
darily onroutingto maximizelink performanceConsequently
thesesystemgendto exhibit higher RDP, the overlay routing
latengy comparedo unicastroutesprovided by theinfrastruc-
ture. The locality propertiesof these systemsare currently
being investigatedand improved upon [24]-[26] but it is as
yet unclear as to whether structured overlays can support
the minimization of arbitrary application-speci cmetricsand
provide the desiredlevels of pathdiversity.

In this sectionwe describemajoraspect®f our architecture,
rst giving an overview of the system, and then briey
decomposingmportantaspectsof the system.

TREE OVERLAYS

A. Overviev

The goalsof our architectureare several:

High Performance:The meshshouldretainmary of thebest
links (i.e., links with low lateng, high bandwidth,andlow loss
rate)from the original denseoverlay network. In addition,the
meshshouldexhibit boundeddegreeand diameter

Multiple Paths: A con gurable numberof multiple paths
should be guaranteedby the network to improve real-time
performancein the event of failure, to tolerate uctuations
in network performanceto enableapplication-speci cpath-
selectionandto allow for concurrenuseof network resources.

Exploit Network Information: Whatever information is
available at startupandthroughoutthe lifespanof the overlay
should be fully utilized to maximize the efciency of the
network asquickly aspossible.

Self Organizing: We seeka fully distributed solution that
allows for incrementalpeeraddition, unexpectedpeerfailure,
and othertopologicaluncertainties.

We take a novel mesh- rst approachof computinga sub-
graph of the known links that is composedof  spanning
trees.Becausea -treenetwork is composedn this mannerit
contains edgesandis ableto provide overlay paths
betweena pair of nodes.Thoughit is possibleto compose
a network of  spanningtreesof arbitrary type, we focus
primarily on the methodof using minimum spanningtrees
after associatinga cost metric to the communicationlinks
betweenpairs of nodes.The -MST stratgy bearsstriking
resemblancedo the bestknown approximationalgorithm for

nding a -connectedminimum-weightsubgraphwhich is a
well known NP-Hard problemfor [27]. The resulting
mesh,therefore,partially satis es someof our designgoals
by providing multi-connectvity usingmary of the bestlinks
in the overlay network. We also take advantageof the extant
foundationof researchthathasbeendevotedto the distributed
computationof minimum spanningtreesbeginning with Gal-
lagher Humblet,and Spirain [28]. We build on their work by
developing an algorithmthat computes minimum spanning
treesin a concurrentand distributed fashion.

Somehave criticized the use of Minimum SpanningTree
algorithmsin Internetcontexts for several valid reasong16]:

Criticism - MSTsrequire a large amountof informationto
compute:ln orderto nd the MST of a graphwith  edges,

informationis required.For acompletegraph, this value
is . However, it is possibleto reducethe amount of
information consideredy the algorithmby “binning” [29] or
by only feeding a small percentageof randomlinks to the
algorithm. Though this does not computea true MST, our
results indicate that the quality of the tree does not suffer
muchwith incompleteinformation.

Criticism - MSTsmustbe recomputedn the eventof node
addition: In orderto addresghis problem,we have developed
a multi-hop treeimprovementprotocolthat canrestorea sub-
optimal MST to an MST.

Criticism - MSTsdo not bound degree or diametey and
therefore are subjectto “hotspots” and long latency: This is
true,but it is possibleto addgreedydegreeboundanddiameter
heuristicsto the protocolto provide theseconstraints.

Criticism - MSTstake a long timeto computeandhavehigh
messge compleity: The fastestalgorithm for the distributed
MST algorithmproducesa solutionin time,
where is themaximumnodedegreeof theinputgraphand
is the diameterof the constructedree[30]. Whenthe diameter
heuristicis enforcedand when the initial MST is computed
using connectvity information for eachnode, the
resulting spanningtree can be computedin time.
The messageompleity of the algorithmis
where is the number of edgesin the input graph. By
limiting , the messagecompleity could be lowered to

corvergenceand message
compleqty for sparsegraphs makes the systemviable for
a wide range of applications.We also obsere that
cornvergenceand message®n completegraphsmay
be consideredexpensve in mary circumstanceshowever,
for high performanceinfrastructureapplications,where the
meshmust be very good before it will perform acceptably
the -MST approachis typically much fasterand consumes
fewer messageshan random-impree stratgjies, which take
considerabletime and bandwidthto corverge to a similar
“goodness’metric. This will be discussedmore later

Criticism - MST protocols are too comple: In compari-
sonto mary network protocols,MST algorithmsare indeed
complex. However, they can be implementedcorrectly; our
implementationperforms well in real-world scenarioslike
PlanetLab



B. -MSTBadground

-MSTs are computedin the following greedy fashion.
Let representthe edgesof the minimum weight
spanningtree of graph ; if graph is not connected,
then would correspondo a forestof disconnected
componentsFurthermore let refer to a sub-

graphof  obtainedafter removing the edgesin
We compute:

for do

end for

More simply, the MST of the compositegraphis the
minimumspanningreeof theinitial graphexcludingtheedges
of previously computedMSTs. The algorithm then outputsa
subgraph that is comprisedof the
minimum spanningtrees.

The motivationfor pruningthe originalgraphtoa -MST is
three-fold.First,the -MST providesan approximatiorto the
bestknown theoreticalalgorithmsfor graphpruning. Second,
the -MST approachextends previous efforts that employ
centrally computed minimum spanningtrees for streaming
applications.Third, a -MST sub-graphhasa numberof de-
sirable propertiesthat facilitate the task of meshmaintenance
in a distributed setting. We now examine eachone of these
considerations.

1) RelatedGraph Theoetic Results: Techniquedor using
interleaved spanningtreesto computeconstrainedminimum-
weight connectedsubgraphshave been well explored in
previous literature. The algorithm with the lowest known
approximationfactor for the -connectedminimum weight
subgraphproblemis by Khuller and Vishkin [27] and usesa
graphalgorithmdevelopedby Gabav [31]. The approximation
algorithm works as follows. It takes the undirectedgraph
and forms a directedgraph  where every undirectededge
is replacedby two anti-paralleldirected edgesof the same
weight. A polynomial-timealgorithm, discoreredby Gabaw,
is thenusedto nd  edge-disjointdirectedtreeswith the
smallesttumulative weight.If atleastoneof thedirectededges
is picked by Gabav's algorithm,the correspondingindirected
edgeis includedin the prunedsubgraph.lt can be shavn
that the prunedsubgraphis -connectedandis at leasta 2-
approximationto the minimum-weight -connectedsubgraph
of . Theresultingsubgrapthasbetween to
edges.

A relatedapproachis the algorithm by Roskind and Tar
jan [32], which canbe usedto nd disjoint spanningtrees
of minimum total weight given an undirectedgraph. These
spanningreesaccumulateo generateé -connectedubgraph.
This approactdiffersfrom the previousonein thatit performs
this computationon an undirectedgraphandyields

edges.Consequentlyit might resultin a subgraphwith more
edgesthanthe Khuller-Vishkin strateyy.

Both algorithms exhibit limited concurreng, do not lend
themseles to distributed computation,and do not factor in
diameterand degree. However, given their similarity to -
MST, they becomean interestingpoint of referenceln fact,
we have empiricallyobsenedthatthe -MST algorithm,when
executedwithout degree and diameterconstraints,computes
solutions that closely approximatesthe solutions computed
by the Roskind-Tarjan algorithm for the various network
topologiesthat we have studied.

2) RelatedOverlay ConstructionStrategies: Other closely
relatedwork includesALMI, in which the authorsdemonstrate
that a single MST, computedin a centralizedfashion and
then disseminatedto overlay peers, provides for a good
multicast tree. Also relevant is the work done on TMesh,
which augmentsa multicasttreewith random*“shortcut” links
to improve lateny performanceby reducingnetwork diame-
ter [17]. However, insteadof augmentinghe initial structure
with only sparselinks, we augmentwith completetreesthat
provide “shortcuts” while alsoincreasingglobal redundang.

3) -MST Properties: We briey note a few properties
of the subgraphscomputedby the -MST algorithm when
executedwithout the degree and diameterconstraints While
thesepropertieshold only in an approximatemannerif the
degreeanddiameterconstraintsareimposedthey still provide
insightinto a numberof interestingpropertiesthat are useful
for maintainingthemesh All of thesepropertiescanbe proved
with simple graph-theoretiaefutation arguments,which are
omitted for brevity.

Propertyl: -MST includesthe bestlinks of every node
in the graph.

Property2: Let beanedgebelongingto thetree . Let

connecttwo setsof nodes and in . If the cost

of risesdramatically(dueto a fault or uctuating network
conditions),then  canbe repairedby addingthe minimum

weightedgeconnecting and in . Onedoesnotneed
to considerary otheredgesto repair
Property3: Consideran edge thatis in . Let the

cost associatedwith  be lowered, potentially when new

information is revealed about the overlay network. Let

be the edgewith the maximum costin the cycle createdin
. If weight(e) weight(e") thenthe minimum-weight

propertyof  could berestoredby swappingin for . One

doesnot needto make any otherchangedo

C. Distributed Minimum SpanningTree Algorithm

The distributed computationof a minimum spanningtree
wassolved by Gallagher Humblet,and Spirain their ground-
breakingpaper[28]. We now provide a brief review of their
algorithm, referredto as GHS in this paper Pleaserefer to
[28] or [34] for a thoroughdiscussionof GHS.

We assuméhatneighborinformationcomesfrom someout-
of-bandmechanismandthatall probinghasbeendoneby the
startof the algorithm.



The algorithm builds the componentsn levels At the start
of the algorithm,eachindividual nodecomprisesa component
of sizeoneandis atlevel 0. At eachstep,oneof the nodesin
eachcomponenis electedasa leader of the componentThe
leader's UID andthe component level numberis usedasthe
componenidentity, compid The leaderbroadcastan initiate
messagealong the spanningtree edgesof the componentto
starta searchto nd the minimumweight outgoing edgg, or
mwoe On receiptof theinitiate messagegachnodeprobesits
remaininglinks in order of increasingweight to identify the
lowest-costedgethat leadsto a differentcomponentA node
performsa probe by sendinga test messagecontainingthe
nodes compidto its bestneighbor The neighborsendsback
anacceptmessag®enly if it belongsto a differentcomponent.
If it belongsto the samecomponentjt respondswith areject
messageTheresultsof the searcharecorvergecasbackto the
leaderthroughreport messagesrhe leaderthenidenti es the
mwoeof theentirecomponenandsendsa changerootmessage
to the nodethat is adjacentto the mwoe On receiptof the
changeroot messagea node sendsa connectmessageacross
its mwoe When connectmessagedave beensentboth ways
alongthis edgebetweentwo component®of the samelevel, a
meige operationoccursto createanev componentvith level =
level + 1, andoneof the two endpointsof the mwoeis elected
asthe leader of this new componentlf a connectmessagés
sentto a componenthatis at a higherlevel thanthe sender
an absorb operationoccurs,and the lower level component
getsincorporatednto the higherlevel componentWhen the
algorithmterminatesthereis just onecomponenthatincludes
all thenodesin thegraphconnectedy the minimumspanning
tree.

GHS is messageef cient in that it uses
messageswhich is optimal. However, its time compleity,

, IS not optimal. Subsequentlyseveral othershave
developedfasterversionsof the protocol[30], [33].

D. Distributed -MST

The distributed -MST algorithm may be considered

as instances of the distributed algorithm, la-
beled , which generate forests

. Eachprocesssortsits links and feeds
themin non-decreasingrderby weightto . If anedge

can be addedto without creatinga cycle and if it is
identi ed asthemwoeby acomponenin , then isaddedo

. Otherwise, hands off to , which performs
the sameoperation,and the edgeis similarly promotedto
subsequerinstance®f MST until it canbe successfullyadded
to atree.If is unableto addthe edgeto , the edge
is taggedin a mannersimilar to the original MST algorithm
so asto excludeit from further computations.

The -MST algorithm computesthe treesconcurrently
andtherefore atary giventime, a singleprocesshasmember
shipin trees.For this reason,additional statewith respect
to eachMST must be kept internally and additional infor-
mation must be appendedo messagedrirst, the component
identi er requiresan additional eld treeiddenotingthe MST

—>Test message for tree 1

Branch for tree 1

—>Test message fortree2 ~ ~ =@ee== Branch for tree 2
Fig. 1. The minimum spanningtrees computedby 2-MST for a 4 node
network. In , peerstest their closestedges.Since no peeryet has ary

branchesall theseedgesare includedin the ®rst MST. In  , peerstest
the next closestneighbors Becauseheseareinterior edgesthey arerejected
and promotedto the secondMST. In  , the secondinstanceof the MST
algorithmteststhe newly injectededgesandbecausehe secondree hasno
links yet, all theseedgesareaccepted.  shaws the completed -MST.

with which the subtreeis associatedSecond,each process
maintains to store the tree to which the link
belongsor is being consideredfor. In GHS, every
link belongsto one of three cateyories: branch denotinga
spanningtree edge, rejecteddenotinga non-outgoingedge,
or basic denotingthe initial state.In the -MST algorithm,
messagesausdink sto beincrementedthereby
allowing thelinks to be processedby higherinstancesf MST.
When , the link hasfailed to join all trees
and may thereforebe consideredasrejected.
At the startof the algorithm, every processn the network
wakes up and begins searchingfor peersto join to. At
in GHS,thereare subtreeof sizeone;in -MST, thereare
subtreesgachnode constituting trees.Each process
storesa vector to specify the different
componentgo which it belongs.
Let be a particular processin the execution. For each
, the processsearcheghroughits links to nd
the lowestweight basic edge,best that also hasthe property
. This edgeis the minimum weight outgoing
edge under considerationby the process for inclusion in

forest . Let be the remote node associatedwith best
sends a messageto  containing
. Node processeghe messageas
follows:
if then wait
if then reject
if then DOMSTChek

whereDoMSTChek checkswhetherthe two subtreeselong
to the samecomponent.
Whenprocess recevesa Rejectmessagdrom , thelink
is not a partof . It mustthenincrementthe



associatedvith that link so that the algorithm can attemptto
join it to the next forest. When , the algorithm
hasfailed to join the link to ary tree,and may be considered
rejected

As links arerejectedfrom earlytrees they becomeavailable
for evaluationby higherinstancesof the algorithm. Because
edgesare always selectedn order of minimum weight, each
successie instantiationof MST receves as input the edges
with the lowestpossibleweights.Whenall links in the graph
have stateeither or , e, ,
the algorithmis completeand outputsthe graphconsistingof

forests.

E. RoutingAtop -Trees

We utilize alink stateprotocolto computerobust, dynami-
cally adaptve routeswithin our constrainednesh.Link state
protocol enablesquick disseminationof network conditions
and allows for e xible, application-speci c, path selection.
The protocol we use is basedupon Radia Perimans New,
Improved Link State Distribution Protocol [35]. Link state
routing also facilitates our fault recovery and improvement
mechanismswhich we describein the following sections.

F. Peer Addition

The GHS algorithm can be easily extendedto allow for
incrementalnodeaddition. Becauseeachnodebegins at level
0 uponstartupfor eachtreethatis beingconstructedthe rst
nodeit testswill always absorbit. This doesnot guarantee
optimal placementhowever, and the improvementphaseof
the protocolmustbe usedto repositionthe nodeinto the global
MST. Most MST algorithmsoffer a similar facility.

G. Fault Recwery

Considera singleGHS tree.If anodeor link failure occurs,
each adjacentnode independentlydetectsthis failure and
performsan actionaccordingto whetheror not the failed link
is its parent,meaninga link that pointstowardsthe leader, or
a child. If thelink pointingto the tree's leaderfails, the node

that detectsthe failure designatestself asthe new leader
of the componentconsistingof itself and its children. If the
failedlink pointsto a child, sendsa failure messagecross
the overlay to the leader of its component.The leadersof
the two componentghen changetheir componentidenti ers
and broadcasta messagealong eachtree to tell the nodes
to updatetheir componentidenti er and roll back rejected
edgesto basic When the leadersreceive a corvergecast
acknavledgementfrom eachof its children, they broadcast
an initiate messageo begin a nev searchfor the mwoe

In the caseof multiple concurrenfaultsat differentpartsof
thetree,or failurestaking placeduringa meige or absorh sev-
eralinitiate messagemay traversea componentoncurrently
eachtaggedwith a different componentidenti er. If a node
recevvesa differentinitiate with the samelevel asitself, it must
comefrom upstreamSuchmessageareacceptednly if they
aremorerecentthanotherinitiate messagethatit receves,the
orderingof which is determinedy a simplesequenceounter

initiate messagesf higherlevel result only from meige and
absorboperationsand are acceptedvithout exception.

The protocol describedabore rolls GHS back to an ex-
pensve phase,where nodesmust test all interior edgesof
their component.This dravback could be addressedn one
of three ways. First, the messagecount compleity may be
avoided by disseminatinginternal node memberknowledge,
which we describdater, sothatinterior edgesare not probed.
Secondthe systemcould roll backonly someof the rejected
edgesto basig therebyallowing the partition to be repaired
usinga possiblysub-optimallink. The issueof optimizingthe
sub-optimaltree could thenbe addressedby the improvement
phaseof the protocol. Third, one could exploit Property 2
describedin Section 11l-B.3, which statesthat the lowest
weightlink that could repairthe partition in isin
In the event of a singlelink failure in , the process that
discovers the fault could identify the edge from that
connectghe two partitionsof ~ andnotify the endpointsof

to shift the edgefrom to . This procedurewould
continueuntil eitherno link canbe addedor until the failure
shifts into the last forest, at which point it executesthe full-
blown repair proceduredescribedabove.

H. Incrementallmprovement

Our improvementprotocol exploits the propertiesof trees
to restorethe global optimality after peeradditionor changes
in link characteristicsCentralto this is the useof a link state
protocolto propagaténformationaboutthe currentconditions
of a spanningtree.

Assumethat the overlay is currentlyin a sub-optimalstate.
Once in a while, eachnode checksto seeif it is able to
malke an improvementusing local information gatheredfrom
periodic probesand the link statethat has been propagated
throughoutthe network. Locally, a node picks a non-branch
link and addsit to this tree, thus creatinga fundamental
cycle. If ary of the links along the cycle are heaier than
thenanimprovementcouldbe performedby swappingthislink
for . We will call the decreasén weightassociatedvith this
changedelta The nodethen performsa similar computation
usingeachof its othernon-brancredgesandtheimprovement
thatis foundwith thelargestdeltais theimprovementthatwill
be made;if no suchlink exists,thenthetreeis alreadya MST
and nothingis done.

Once the bestimprovementis determinedlocally, a peer
may then executethe swap on the network. In a distributed
setting, we must be careful to avoid possiblepartitions and
loops that may form as a result of disagreementbout the
network'slink state.Figure2 shavs a treewheretwo separate
processes, and , wish to performanimprovementat the
sametime on differentlinks, but thereare sharedlinks in the
cycles createdby the improvementprocess.Note that if the
two processesnodify the samelink or links on the shared
path,it is possiblethataloop and/orpartition may occut, thus
obliteratingthe spanningtree.

The protocolto executethe improvement,without creating
loopsor partitions,works asfollows. A process rst sendsa



b) A wants to swap el and e2.
B wants to swap e3 and e4.

¢) A and B both make
the improvements.

a) original tree

Fig. 2. Possibleconcurreng errorsresultingin loopsand/orpartitions.

lock messagealongthe improvementcycle to all of the edges
that may be affectedby the improvement.Next, it sendsan
improve messagealongthe cycle to addtheimprovementlink,

removethebadlink, andreadjusiparentpointersappropriately
Finally it forwardsan unlodk messagén the reversedirection
to nalize theimprovementA full descriptionof this protocol
is beyondthe scopeof this paper but we have devisedsimple
ways to ensurethat no concurrentimprovementstake place
on sharedlinks, and that the tree remainsin a survivable
state at all times; parentpointersare always such that the
fault recovery mechanismworksif ary link or nodealongthe
improvementcycle goesdown.

I. Degree and DiameterBoundHeuristics

On real world topologies,it is possiblethatan MST could
exhibit hot spotsand suffer from high diameter However, it
is possibleto modify the distributed MST algorithmsto add
heuristicsthat approximatelylimit the degreeand diameterof
the MST.

To limit degree, for example, a node can reject
messagedrom peersif its degree tarmget has beenreached.
However, this is not sufcient by itself. Considerthat there
may be a “hub” node thatis closeto a large number of
peers.In such a case,at , mary nodeswill test ,
and because hasno links at the start of the algorithm, it
will acceptall requests.To boundits degree, will accept
the rst messagesand will then senda special

messageo the remainingpeers,notifying them that
their respectie componentsnustrestartthe searchround. All
subsequent  messagewill thenbe rejected.We notethat
the greedy algorithm does not attemptto build the lowest-
weight spanningtree for a given degree bound, which is an
NP-Hardproblem.

A similar methodologymay be usedto control network di-
ameterLet denotethe numberof nodesn component

, and let denotethe distancefrom a node
to the node farthestfrom  within the samecomponent.A
componentcan computethe and valuesfor each
nodeinsidethe componenthrougha pair of carefullydesigned
broadcast-corergecasboperationsThe diameterconstraintis
then enforcedby requiring that a mege of two components

and alonganedge canhappenonly if
, for some x edconstant
. Again, thisis a greedyapproachwhich doesnot necessarily

computethe lowestweight spanningtreefor a givendiameter
bound.

J. ReducingkMST Compleity

All techniquedor improving the performanceof distributed
MST algorithmsmaybeappliedto the -MST algorithm.Such
techniquesnay be found in [36] [30].

An additional method that can be used to reduce the
messageountandtime compleity is to simply let every node
know the membersof its componentThis may be donein the
ReportandInitiate phaseof the protocolby having all nodes
report a list of their children to the root, who subsequently
broadcaststhis list when initiating the next searchphase.
This eliminatesntra-componentesting,which alwaysleadsto
rejection,thusreducingthe messageountto atthe
expenseof increasingthe size of reportandinitiate messages
from to .

A similartechniquecanbe usedby employing Bloom lters
insteadof completelists, thusproviding nodesanapproximate
view of componentmembershipsomecon gurable percent-
age of the time, a node will concludethat a remotepeeris
alreadya memberof its componentgven whenit is not, and
mistalenly rejectit in a pre-emptve fashion.However, with
high probability, the nal treewill still beconnectedandclose
to the optimal result.

K. Bandwidthand LossRateMetrics

The designersof RON pointed out the bene ts of being
able to route accordingto multiple metrics, such as latengy,
bandwidth, and loss rate. Becausepruning a graph based
on only one metric could limit a routing algorithm's ability
to optimize other important factors, we take the approach
of computingmultiple overlay networks, each composedof
treesthat either minimize lateng/ or loss rate or maximize
bandwidth.This allows severalapplicationgo executeconcur
rently, eachrouting atopa graphoptimizedfor an appropriate
metric (as illustrated in Figure 3). For bandwidth-intensie
applications,it would be ideal if the mesh provides paths
that have few bottlenecksat the physicallink layer We are
currently extending our algorithms to incorporate physical
topologyinformation,if suchinformationis available.
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IV. EVALUATION

In this section, we evaluate various aspectsof -MST
meshesn simulationandalsostudythe PlanetLaldeployment
of a -MST overlay network.

A. -MSTCompleity Measuementsdrom PlanetLab

To evaluatethe performanceof -MST, we usean 80 node
deploymentof the algorithm acrossPlanetLab The algorithm
is implementedas describedin Sectionlll-D. Protocol mes-
sagesare queuedat nodesand handledin a batchedmode
onceevery secondTraf c measurementscludethe message
overheadfor constructingthe meshas well as heartbeatand
other maintenanceraf c.

Figure 4(a) shavs global link count as a function of time
for several valuesof . Neartime , thereis very little
parallelismin the constructionof the differenttrees.This is
becausdeforetree may testary edgesjt must rst wait
for tree to reject some.Once there are somelinks in the
pipeline, higher tree instanceshegin to successfullyexecute,
creatingbranchesand rejectinglinks. Finally, the tail end of
the curve againdemonstratefimited concurreng, asthe last
trees are waiting for lower instancesto processtheir links,
most of which will be interior.

Figure 4(b) illustratesthe bandwidth consumptionof the
algorithm. The bandwidthutilization of MST is at its highest
whencomponentsreprobingfor outgoingedgesparticularly
the later stageswhere interior edgesbecomeincreasingly
numerous.At the start of the run, when all sub-treesare
composedof a small numberof nodes,a larger proportion
of testmessagesare acceptedoy peers.As componentform
into larger trees,more of a processs test messagesesultin
rejection, sinceits betterlinks correspondio nodesthat are
already part of its component.Towards the end of the run,
whencomponentspanmuchof the network, therejectionrate
is at its highest,particularly when the network demonstrates
large localizedpoclets.

In Figure4(b), the“bumpy” patterncorrespondso pointsin
time whenlarge local subtreeshave formed. In the rst steep
portion of eachcurve, bandwidthis increasingastreesin the
WesternUsS, EasternJS, andEuropeform. Oncetheseregions

nish testingtheir relatively local links, they begin memging

Avg. Bandwidth Out per Process kbps

0 o 1 1 1 1 1

60
Seconds
(b)

80 100

. (b) Bandwidthconsumedby -MST constructionfor various valuesof

with oneanotheydecreasindpandwidthutilization temporarily
and causingthe downturnin the rst “hill.” Bandwidthcon-
sumptionagainincreasesoncetheseinterlocality links have
formed,andis highestduring the last phasef the algorithm
as nodestest peersto which they are alreadyconnectedWe
will continueour analysisof -MST's bandwidthutilization
in the following sectionwith simulationsof larger executions.

B. -MST Compl&ity Measuementsrom Simulation

In orderto studymoregenerakrendsof -MST in networks
of varioussizes,we executeda -MST simulationacrosstwo
topologies.The rst was createdby using Internetrouter in-
formationobtainedby the InternetMapping Projectat Lucent
Bell Laboratoriescirca November1999. From this map, 1000
edge-nodesvere chosenand a pair-wise distance,measured
in termsof hop count,wasusedasthe costmetricto compute
the subgraph,since actual latengy data was unavailable (as
discussedn [37], [38]). The other topology was a Transit-
Stub network producedby Geogia Tech's GT-ITM topology
generatorwe generate@ 50,000nodenetwork andthenchose
1000 nodesat randomto perform our experiments.For both
topologies,when fewer than 1000 nodeswere needed,the
requiredset of nodeswas chosenrandomlyfrom these1000
nodepools.

Although in practiceinput meshesfor -MST will likely
be sparse,in these experiments we use fully connected
graphs,which give worst-casemeasuregor corvergenceand
communication.Recall that the messagecompleity of an
optimal implementatiorof MST is , andwith
a fully connectedgraph,the termis . For this reason,
we are interestedprimarily in the time and the number of
messagesequiredbeforeall treesareformed,whenthe mesh
is connectedand usable,not the complexity requiredfor the
algorithmto exhaustall internaledgesin the last phase.The

bandwidththat is usedby the algorithm can be dealtwith
by reducingthe numberof edgesconsideredy the algorithm.

In our simulation, one “count” indicatesthe time required
to perform a send-receie operationor internal action. For
example, at time , process may wake up and send
amessageo , which will receve attime . Broadcasts
and corvergecaststherefore,eachtake  diameter time.
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We rst executed -MST on the InternetMapping Project
router topology with network sizesup to 1000 nodesand
valuesof varyingfrom 1 to 4. Onthistopology, the protocol
performedsurprisinglywell, demonstratingast tree building
on networks of all sizesand shaving constantchangesin
time for various s. Also, therewasonly a linear increasein
bandwidthas the numberof nodesin the network increased,
which is the bestpossiblecase;this indicatesthat very few
interior nodeswere testedat eachlevel of the algorithm.

On the Transit-Stubtopology however, we obsened worse
behaior. As the numberof nodesincreasedthe time required
to compute treesincreasedmuch more steeplythanin the
previous topology; the time requiredto compute treesis
roughly vetimesthatrequiredto performa similar execution
on the Internet Mapping Project topology Furthermore the
numberof messagesequiredto performthe distributed com-
putationincreasedquadraticallywith the node count. This is
becausehe Transit-Stubgraphexhibits morelocalizationthan
the previoustopology causingan increasen intra-component
testingand pushingthe complexity of creatingthe meshclose
to the worst caseof

In order to reducethe worst case complity of MST
algorithms, one could reduce edge count (by choosing a
subsedf links) or disseminatgroupmembershipnformation.
The latter approachautomatically forces the messagesize
compleity of the algorithmto for even sparsegraphs,
but reduceghe messageountcompleity to . This
is becausef peersknow which edgesarealreadyinterior, they
neednot test them. Despitethe seeminglyexpensve nature
of this stratgy, in a practical setting it addsonly minimal
overhead.Becausethe network is a tree, when a peerjoins
to another peer through a meige or an absorb operation,

the affected edgescan exchange membershipinformation
and then broadcastnev memberupdatesto the rest of the
sub-componentherebyrequiringmembershipnformationto
traverse a link only once. Considerthat for a 1024 node
network, where each peer has a 4 byte address,a total of
4KB of information must be sentto eachnodeduring a run
of MST, amortizedover the durationof the execution.

We usedsimulationto testthe effectivenesof groupmem-
bershipdisseminatiorfor the poorly performing Transit-Stub
topology Becausehereis no needto testinterior edgesusing
this method, the algorithm is extremely fast, requiring only
100 stepsfor a 1000 nodetree, versusover 800 stepswithout
the optimization. Also note that the messageount produced
with enhancedgroup knowledgeis along the sameorder of
magnitudeas the messagecount from the Internet Mapping
Projectgraph.

C. -MST PerformanceResultsfrom Simulation

We next evaluatedthe quality of the -MST meshusing
simulation.First, we comparedhe averagecostof redundant,
edge-disjointshortestpathsfor the meshegeneratedy ser/-
eral differentmeshconstructionstrategies. We also evaluated
the quality of the computedpathswhen thereis incomplete
knowledgeregarding edge costs, a situationthat might arise
when one wants to minimize the probing costs as well as
lower the time requiredto compute trees.In suchsituations,

-MST simply computeshe MSTs of the sparsegraph.

Figure 7 plots the averageshortest-patthop count of four
edge-disjointshortestpathsfor three pruning strategjies while
varying the number of mesh edges.The experimentswere
performedon the routertopology from the InternetMapping
project.Thethreeplotscorrespondo hopcountswhenthereis
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completeedgeinformation,wheneachnodeknows of only 40
edgesandlastly wheneachnodeknows of 40 edgesof which
5 are closestneighbors.In all cases, -MST demonstrates
lower hop count,with otherstratgies performingasexpected.

In Figure 8 we run a similar test acrossthe GT-ITM
topology On this topology -MST performswell, while the
random stratgly performs very poorly. As we had found
in our other simulation experiments,the Transit Stub graph
demonstrates large amountof localization,wheregroupsof
nodesarein relatively denseareasthat are quite distantfrom
similar groups.Choosingrandomlinks in this scenaridgnores
this locality property;thoughpicking randomneighborsupon
startupis fast, it may not provide adequateperformancefor
demandingapplications.

D. -MST PerformanceResultsfrom PlanetLab

1) Latency Measuements: We extendedour testingto a
practicalervironmentusingan 89 nodePlanetLametwork. In
Figure 9, the roundtrip lateng of threeedge-disjointshortest
pathswere computedfor mesheswith various edge counts.
The resultswe obtainedfrom this were similar to that of the
GT-ITM topology with -MST performing much betterthan
the other stratgyies (asshavn in Figure9).

2) Mesh Improvement: Choosingrandomlinks generally
producesa poor quality mesh, which meansthat it must
be improved considerablybefore it is of reasonablygood
quality. We illustrate this in Figure 10, where we run a
Naradaimprovement[5] simulation atop -Randomand -
MST graphsand plot how the averagelateng of the shortest
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Fig. 9. Roundtrip lateny of threeedge-disjointshortestpathsfor varying
edgecounts.

pathschangesover time. For eachmeshwe apply incremen-
tal improvementsby having eachnode periodically probe a
randomnon-neighborand add the correspondindink if the
resulting improvementto the shortestpathsis above some
thresholdForthe -Randommeshtheimprovementalgorithm
periodicallydropslow-utility links while preventingpartitions
using the heuristicmechanismgroposedby Narada.For the

-MST mesh,the improvementalgorithm dropsa low-utility
link immediatelyafter addinga high-utility link, with the link
to be droppedchosenfrom the fundamentakycle createdby
the newly addedlink; the ability to detectthis cycle is unique
to -MST.

At time , the -MST meshis alreadyvery closeto
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Naradaimprovementstratgy performedon Randomand k-MST

optimal, thoughthe randommeshmustgo throughover 3000
improvementcycles before the meshquality is similarto -
MST. Of course,n orderto compute -MST in the rst place,
the upfront expenseof the MST algorithmsmustbe incurred.
But becauseNaradaprobesrequiretransferof routing tables
with values,suchanimprovementstrategy canbe much
more expensye and time consumingthan MST computation.
The Naradaimprovementalgorithm also doesnot ensure -
connectvity asthe meshis re ned. Even though every pair
of nodeshasthreeedge-disjointpathsin the randommeshat

, our experimentsindicate that fewer than 50% of the
redundanpathsremainafter 3000improvementcycles.The -
MST mesh,on the otherhand,is alwayscomposedf trees,
therebyensuringthe existenceof edge-disjoinbverlay paths
betweenary two nodes.

3) Loss-ate Measuements:We then evaluatedthe quality
of the -MST meshfor transmittingdatastreamsover overlay
paths.We usedobsenred loss-ratesfrom periodic PlanetLab
probesas the link-weight metric in orderto computethe -
MST. We then transferreda constantbit-rate data streamof
1 Mbps through distinct overlay pathsbetweenevery pair
of nodesand monitoredthe paclet loss. Figure 11 compares
the different mesh constructionstratgies by calculatingthe
cumulative distribution function of the loss-ratesassociated
with the overlay paths. -MST overlay pathsexhibited signif-
icantly lower loss-rateshan the other pruning schemeswith
loss-ratesthat were lower by more than 5% for about20%
of the paths.A 5% improvementis consideredsubstantiafor
streamingapplications.

E. Application Performance

As a benchmarkapplication,we implementeda multicast
le mirroring utility to reliably send100 megabytesof les
to eachoverlay node along the edgesof degree-constrained
multicast treesthat were computedatop meshesbuilt using
the bandwidthcostmetric. In the transferprotocol,eachchild
computesits shortestpath, using link stateinformation,to a
le sourceand periodically requestsan adwertised le until
it becomesavailable from its parent.Whenthe le becomes
available, the child transfersit using TCP and immediately
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Fig. 11. Cumulatve distribution function of the loss-rateson overlay paths.

writes eachpaclet to disk soasto make it availableto its own
children.Thoughthis methodologyis not a real-timemulticast
transferschemeit still givesinsightinto the ef ciency of the
systemby illustratingits ability to delegatetransferload along
the network.

The averagedatarates(asshown in Figure 12) for all three
stratgieswere surprisinglyhigh, with the constrained -MST
topologyandthe completegraphproducingtreesthatsustained
over 2.5 megabits-persecondor the bulk of the transfer The
pipelined TCP transfermethodwe employed seemsto allow
for substantialtransfer concurreng. For trees computedon
both the -MST and completegraph, 100 megabyteswere
transferredto eachof 80 geographicallydispersednodesin
lessthan8 minutes for a total transferof 8 gigabytesThetree
computedatopthe randomgraph nished mostof its transfers
within 12 minutes,thoughthe remainingnodestook over 30
minutesto synchronize.

V. CONCLUSIONS

In our paper we proposedusinginterleaved spanningtrees
to composean overlay mesh.We focusspeci cally on a strat-
egy of using minimumspanningreesfor meshconstruction,
andevaluatethe methodologyusing simulationanda working
implementation,which was run atop PlanetLab Our results
shav that -MST mesh demonstrateggood characteristics,
including low weight and good path diversity, despitethe
sparsenessf the graph,for networks of lessthan1000nodes.
Onour PlanetLalimplementationpur prototypedemonstrated
reasonabl®andwidthutilization during constructionjow loss-
ratesfor data streams,and high performancein a realistic
multicast le transfer scenario. Though there is an initial
expenditureto constructa high quality network, seenboth
in terms of messagecount and time compleity, this costis
modestcomparedto the cost required for random-impree
stratgjies to corverge to a similar result. Though our pre-
liminary resultsare promising, we are still investigatingthe
behaior of spanningtree networks in medium-scalereal-
world applications.
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