Improving the
Security and Robustness
of Modern Web Browsers
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® Can run arbitrary code

® Windows .ANI bug

® Patches get delayed

e Existing Proposals:

el D o e e P AT P LI T L N T A
el R e dgre ) ?l Sy Ny - 2 NG Pl o =k 5
R e CESRA A N I ) & Ve ol - H (TR B b e X X i PR fo
- ¥M sanaboxes |[lahoma, sy »
Ty T P B A S AU et Nt 4

_._..‘ P
KR Aok Seey” S e R | | hoA e T R T i
ey :_.'-_._-__.-t:__l__.:_:_"___:-;‘rlf._.. X e R i d ‘ H BEEr e .,__.:-'. 1:-:_ i '-"..-'.'..1"' -‘.. o




2. Script Injection (XSS)

Trusted Site




2. Script Injection (XSS)

Trusted Site  Attacker




2. Script Injection (XSS)

Trusted Site  Attacker

® (Can subvert trusted sites

® Yahoo Mail, MySpace




2. Script Injection (XSS)

Trusted Site  Attacker

® (Can subvert trusted sites

® Yahoo Mail, MySpace

® |nput validation is hard

N . AL i Fhie A W ol s LY S TR L y Rl N el aril? o T L e Nty T r i
) A R ad b M e 5 B e e s LR e M el e R P A R e R L ek
e TS s e R L g L e i R Rt st T P e e el
i giisee B sl i Sl s S o St e TSR R b R s i Sl e D TR ot e




2. Script Injection (XSS)

Trusted Site  Attacker

® (Can subvert trusted sites

® Yahoo Mail, MySpace

® |nput validation is hard

: RS i L e L et S S s e S SR B e et iR LT
K Pl = i T i B [P o N [P SO R A e B e
) :




2. Script Injection (XSS)

Trusted Site  Attacker

. .
‘-. Can subvert trusted sites

= = | I—

® Yahoo Mail, MySpace

T e |_:. R
W e o &
oA "";.ﬂ-:-"--:.'.!:!'r"‘_]'_'_":._:'..“."'" G 8

N/ ® |nput validation is hard

T i, @ A gk
Y o e A |
= | 57 |




3. Cross-Site Request
Forgery (CSRF)
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@R Proposal:

Methodology

® |mplement with KDE web browser

® Challenges:
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Interposition & Policies

® Fixed policy doesn’t block all threats

® Extensible security architecture
[Wallach 97]

|. Defend browser vulnerabilities
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Interposition in OS

® System call interposition
[Goldberg 96, Garfinkel 04]
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Security Policies

e Policy hierarchy

® Browser, extensions, sessions, documents
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Future Directions

¢ Communication between sites

® Better support for “mashups”

° Support for new phlshmg defenses
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Conclusion

® OS mechanisms can improve web browsers

® [solation prevents interference
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