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1 Introduction

As the commercial use of the Internet has increased,
the quantity of information that corporations and govern-
ments can and do gather about users has grown astound-
ingly. Recent events have increased support for enhancing
the surveillance capabilities of governments, and the high
commercial value of consumer data encourages informa-
tion sources to amass it in bulk. Given the probability that
this data can be mined and sold, we expect the amount of
information gathered about Internet users by commercial
ventures will continue to increase. In addition, employ-
ers and schools often log network traffic for a variety of
reasons, and these logs can later be mined for clues about
network users’ private social and health concerns.

These trends threaten the privacy of all users and dis-
turb those who wish to prevent others from having knowl-
edge of their identities and activities. While end-to-end
cryptography ensures the confidentiality of the contents
of information exchanges, it does nothing to preserve the
anonymity of the participants. It is important to realize
that confidentiality and anonymity are separate concerns,
and each requires a separate solution. As we have men-
tioned, simple end-to-end cryptographic solutions suffice
for the security properties of confidentiality and authen-
ticity. True anonymity, however, can only be achieved
with network support. Without some facilitating agent in
the network, it is impossible to route data between two
nodes without revealing the identity of the sender, since
the very action of sending data to the recipient must re-
veal the identity of the sender for two-way communica-
tion to occur. For the same reason, it is also impossible to
avoid revealing, to any observer in the network, that the
two nodes were communicating unless some node on the
path between them supports anonymization.

In this paper, we discuss our experience designing and
analyzing our flexible anonymization network infrastruc-
ture Cone of Silence (CoS). CoS allows end users to se-
lect varying degrees of anonymization based upon the
threat model that best applies, the resources available to
their adversaries, and the increased latency and decreased

throughput they are willing to tolerate in exchange for
anonymity. To provide increased efficiency and flexibil-
ity, CoS is designed to be deployed on a global, spatially
distributed network like PlanetLab [14], rather than on
peer-to-peer networks like most anonymization services
available today. This does not preclude running CoS on
other platforms (including peer-to-peer networks). How-
ever, when developing CoS, our goal was not only to cre-
ate an anonymization service, but also to build the frame-
work for a test bed. Our anonymization system provides
the infrastructure needed to allow interested parties to ex-
periment with and reason about the costs and benefits of
different degrees and forms of anonymization, and Plan-
etLab is an ideal platform for this purpose.

CoS is intended to be the network-level service compo-
nent of a full anonymization service. Therefore, it does
not scrub application-level protocols for sensitive infor-
mation ( e.g. javascript fragments that request the client’s
IP address). We believe that application-level anonymiza-
tion is best achieved and controlled at the end nodes, when
information is transferred via the application-level proto-
col. This allows the user fine control over what is fil-
tered. Scrubbing may be performed privacy-respecting
application implementations, sandboxed applications that
are not given access to protected information, or protocol-
aware proxies running on the user’s local machine that
scrub outgoing application-level traffic. Several software
packages that perform filtering are listed on the EPIC pri-
vacy page [8], including the Proxomitron [15] and the
LPWA [12].

2 Threat Model
One must consider the degree of anonymity that a prin-

cipal participating in a system desires. More secure sys-
tems incur higher performance costs than less secure sys-
tems, so the user must balance her need for anonymity
with her desire for performance. As an example, over
insecure networks, the degree of expected confidentiality
is measured in terms of the amount of effort an adver-
sary must expend to learn the contents of the communica-
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tion. Therefore, participants in confidential communica-
tions choose cryptographic algorithms and key sizes based
upon the expected computational resources of their adver-
sary, its desire for the information, and the likelihood that
adversary will resort to obtaining the information without
breaking the cryptography (i.e., by breaking kneecaps in-
stead).

Similarly, one can imagine different users of an
anonymization system being concerned about adversaries
with varying resources and desire to learn the identity of
the user. Our system allows users to tune the behavior
of the anonymization system based upon the capabilities
of potential adversaries. Specifically, users must decide
whether or not adversaries might have control over the
following resources:

Information Servers (IS Threat) If an adversary pro-
vides a service, such as a web site, that an
anonymization user wishes to use or has the ability to
take control of that service, then the user must hide
her identity from the server.

Originating or Intervening ISP (ISP Threat) If the ad-
versary is also the user’s network service provider or
controls links on any possible path between the user
and her intended destination, then the user must be
able to hide the ultimate destination of her commu-
nications and their contents.

Nodes in the Anonymization System (AS Threat)
If the anonymization system works and a user’s
identity or activities are considered particularly
valuable, then it is reasonable to expect that one
or more nodes in the anonymization network may
become compromised. This is especially true of an
anonymization system whose components reside
within different administrative domains, as might
be the case in a system set up to allow mutually
distrusting organizations to provide an anonymity
service that leverages that distrust.

An approach to anonymization that can service users
whose threat models place varying importance on these
different kinds of threats must be tunable to the desires of
the user. We believe that a system that allows software
running on the user’s own machine the power to com-
bine a set of anonymization techniques can provide the
required flexibility. As we discuss the related work, we
hope to emphasize the components of anonymization that
recur throughout the corpus.

3 Related Work
Several other systems have been developed that use

centralized or distributed proxies to anonymize traf-

fic. However, to our knowledge, CoS is the only dis-
tributed system that allows the user to select the level of
anonymization required.

3.1 Absolute Trust Systems

In an absolute trust system, the user knows that the sys-
tem is working to protect his or her identity. Because of
this assumption, only the IS and ISP threats apply, and a
single proxy node or set of single proxy nodes is sufficient
to serve the client’s needs. Assuming the client scrubs
messages at the application level, information servers only
know that data forwarded through the proxy are arriving
from an anonymization service. Furthermore, if commu-
nication between the client and the anonymization ser-
vice is also encrypted, then any intervening ISPs know
the client is using the service but do not have access to the
content being transmitted, or the identity of the second
party of the communication.

As only one node is required in a single proxy sys-
tem, absolute trust systems are often centralized. Unfor-
tunately, this approach leads to bottleneck issues and pro-
vides a single point of attack. While load-balancing and
server farms help with the first problem, centralized sys-
tems remain vulnerable to aggressive adversaries. This
is so because, for any communications, the proxy knows
both the origin and destination parties. This makes prox-
ies lucrative targets for subversion.

The Anonymizer [2] is a centralized, commercial sys-
tem. Varying levels of anonymization may be pur-
chased. A client gains anonymity by making HTTP or
other application-level requests through a proxy hosted on
Anonymizer’s machines to neutralize the IS threat. Op-
tionally, requests may be tunneled via SSH for protection
from nosy ISPs. For added security, all HTTP requests are
filtered for malicious, identity-seeking code. However, in
addition to the normal drawbacks of a centralized system,
Anonymizer logs its clients’ requests, which making it an
unusually lucrative target for subversion.

In discussing SafeWeb [20], we must use the past
tense. Although the company still exists, it has shifted
focus and primarily handles industrial privacy needs.
Before this shift, SafeWeb worked much the same as
Anonymizer. However, large security problems were dis-
covered (see [13]), resulting in the termination of this
anonymization service. Chief among these problems was
a security hole that allowed any web site to learn the en-
tire contents of a browser’s cookie cache. As discussed
in [13], the hole stemmed from a flaw in the design phi-
losophy of the anonymizer: only actions known to com-
promise anonymity were blocked, rather than blocking all
actions not known to be anonymity-preserving. Though
the decisions made by SafeWeb were motivated by a vari-
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ety of oft-conflicting goals, and not out of malice, the con-
sequence reminds us that the physician’s motto applies to
security as well: “First, do no harm.”

3.2 Untrusted Systems

Untrusted systems acknowledge that nodes may be-
come compromised, resulting in an AS threat. Re-
markably, even if some nodes of the anonymization sys-
tem are compromised, a system may still provide reli-
able anonymization. By forwarding data through mul-
tiple nodes that do not all collude to share information,
the chance that a user’s identity will be revealed can
be reduced to an arbitrarily small value. This approach
avoids the single point of attack of single proxy systems,
and presents opportunities for scaling because of its dis-
tributed nature. For example, if a user trusts multiple
nodes in the system, she may balance her load across
multiple nodes. In general, untrusted systems are im-
plemented either as a dedicated set of (potentially dis-
tributed) anonymization nodes or in a peer-to-peer fash-
ion.

In Onion Routing [10, 17], communications are
wrapped in an onion, a layered data structure that contains
encrypted routing information. At each node, a single
layer is decrypted, and the remaining onion is forwarded
to the indicated address. Ultimately, the request is sent to
the desired recipient, and any response is re-wrapped, in a
similar fashion, on the return trip. Because the encryption
used at each hop changes the appearance of the packets,
eavesdroppers are foiled, much as in Chaum mixes [5].
In fact, adversaries can only associate the identity of the
client and the content of the request if all nodes on the
path collude.

An attack known as the predecessor attack, which ana-
lyzes the reuse of paths in the anonymization network to
identify users, may weaken anonymity assurances in this
system. The specific details of this attack and its effect on
several anonymization systems (including Onion Routing
and Crowds) is discussed in in [23]. It makes the assump-
tion that an adversary may monitor, but not tamper with,
traffic among all or at least many nodes participating in
the onion overlay. It observes the arrival and departure
of packets in time, and attempts to correlate them based
upon timing in order to reconstruct entire onion routes.
However, the predecessor attack is only viable in Onion
Routing over long-lived flows, and we believe it could be
made even less viable by allowing the route taken by data
in the anonymization network to change during the course
of a flow – a technical challenge, but not an impossibility.

Crowds [18] employs the users of the system as for-
warding nodes in the anonymization network. Upon join-
ing a crowd, the client contacts a blender to exchange

keys and obtain a random path through the crowd. Mes-
sages are forwarded on this path, and the last member
on the path services the request. Until the crowd is or-
dered to perform a regular path reformation, all subse-
quent messages use the same path as the first. Because
of these long-lived paths, the predecessor attack is poten-
tially quite potent in Crowds [23]. A more serious limita-
tion is the bottleneck and attack point found at the central-
ized blender. In addition, the overall bandwidth available
to a crowd member is the minimum bandwidth available
to any member on its anonymization path, which sharply
degrades performance.

AP3 [3] is another peer-to-peer system. It is built on top
of Pastry [19], a peer-to-peer distributed hash table and
overlay routing mechanism. Requests are routed across
the system randomly until a weighted coin flip causes
a node to forward the request to its intended destina-
tion. While this method avoids the blender overhead of
Crowds, it still suffers from the bandwidth limitations of
a peer-to-peer network. Furthermore, the Pastry system
itself has numerous security vulnerabilities that endanger
the anonymity of users. No application of traditional sym-
metric or asymmetric cryptography may be used, since
the route followed by data through the Pastry network is
not known by the sender. As a result, every AP3 node
knows the identity of the recipient of a communication.
This problem is compounded by AP3’s lack of admission
control, which allows a single host to behave as though it
were an arbitrary number of AP3 nodes. This allows an
adversary to inflate the probability of seeing a message by
simply agreeing to handle the work of a higher number of
AP3 Pastry nodes.

4 CoS from a User’s Perspective
Like most networking services, a user of CoS should

not need to know how it functions on the network level.
The only information the user must be able to provide is
the degree of anonymization she desires. Figure 1 shows
four example scenarios that may be encountered when us-
ing the CoS system. We discuss each scenario in turn.

Client A, or Alice, in the figure is only concerned about
the IS threat. To hide her identity from the server, she uses
one CoS node to forward her requests and does not per-
form encryption. The server she contacts believes CoS-1
or CoS-2 is making the request. Note that while Alice is
using CoS like a centralized, absolute trust system, she
may choose her proxy from a pool of available nodes.
This allows her to improve the performance of CoS (by
selecting a lightly loaded anonymization node) and fur-
ther obscures her identity, as multiple CoS nodes may be
used to make requests.

Like Alice, Client B, or Bob, also trusts CoS. However,
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Figure 1: Scenarios for using CoS. White squares represent clients, circles are CoS nodes, and shaded squares are
servers. Solid and dotted lines indicate unencrypted and encrypted communication, respectively.

he does not trust his ISP. To address the ISP threat, Bob
encrypts his requests to CoS, making it computationally
difficult for the ISP to determine the destination of his re-
quests. Nodes CoS-1 and CoS-2 function much like they
did in the previous scenario, except they must now de-
crypt messages from Bob and encrypt messages to him.
The extra computational overhead (and hence, latency) is
the price he pays for his greater anonymization needs.

Client C, Carol, is not convinced that CoS is worthy
of her trust. She believes that either some nodes may be
compromised or that adversaries may be eavesdropping,
both of which constitute an AS threat. To combat this, she
chooses a random path consisting of three CoS nodes to
forward her requests. Using the onion routing principle,
her requests are wrapped in three layers of encryption, and
one layer is removed at each hop. On the return trip, the
response is encrypted at each hop, and Carol must decrypt
each layer of the onion when she receives her response.
The overhead of the multiple encryptions and decryptions
and the increased path length both affect performance.

Carol uses a relatively short path through CoS. While
she is concerned about the AS threat, she is not too wor-
ried about the system’s security. In contrast, Client D,
or Dave, has very low confidence in the security of the
system. He has chosen the seven hop path 1 − 2 − 3 −

4− 2− 5− 6 in order to make it very difficult for adver-
saries to identify him. This anonymity guarantee comes
with a significant performance penalty. Note, in addition,
that CoS-2 is used twice on the path Dave chose. Cur-
rently, CoS allows such “loops,” though it may weaken
anonymity guarantees.

These four scenarios describe the range of anonymiza-
tion that CoS provides. A few other options are avail-
able, however. For example, not every link between
anonymization nodes need be encrypted if the user does
not fear from eavesdroppers. This increases perfor-
mance while maintaining the requirement that either all

anonymization nodes be compromised or an eavesdrop-
per be present in the system to break the user’s anonymity
guarantee. Another option available to CoS users is
anonymization through other services. The user may
route packets through CoS to another anonymization ser-
vice which may either service the request or forward a
payload back to CoS.

One other user aspect we have not yet mentioned is path
reuse. The longer a path session is used by a client, the
more vulnerable it becomes to various attacks. To insure
anonymity, it is best for the user to switch between various
paths and to kill off old path sessions and establish new
ones fairly frequently. This is true for a wide range of
users seeking anonymity, including both Alice and Dave.
In the current implementation, the user has some control
over the frequency of path reformation, but we expect to
implement a requirement for regular path reformation in
later versions of CoS.

5 The CoS Protocol
CoS is a source-routed, unreliable datagram protocol. It

is session-oriented, and routers must store a small amount
of per-session state. We believe the utility of CoS lies in
using it to test and compare a wide variety of anonymiza-
tion techniques. As such, no strong distinction exists
within the overlay between routing or end nodes, and no
rules govern which nodes may inject, receive, or route
packets. Therefore, any node can operate as a router or
client, and CoS is deployable on platforms ranging from
a dedicated infrastructure of routers to a peer-to-peer net-
work. This design was chosen for its simplicity and flexi-
bility.

Though all nodes are capable of performing all behav-
iors defined in the CoS protocol, within a particular rout-
ing session nodes often take one of several distinct roles:
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ingress nodes Ingress nodes in a session are the nodes
at which the IP data is first tunneled into CoS data-
grams. In the most common operational profile
we envision, such nodes are end-user clients. The
ingress node is the first in a source route for a CoS
datagram.

egress nodes IP data emerges from the CoS tunnel and is
routed to its final destination at an egress node. The
egress node is the last in a source route for a CoS
datagram.

forwarding nodes Forwarding nodes lie between the
ingress and egress nodes in the source route of a CoS
datagram.

IP traffic through CoS achieves its anonymity by tun-
neling IP packets inside of CoS datagrams. (In addition,
source identifying information must have been scrubbed
at the network and application layers of the client host.)
When an IP packet forwarded through CoS reaches the
last node in its source route, that egress node acts as a net-
work address translator [7] for the flow. This fact requires
that the egress node remain constant in the CoS route for
the duration of any connection-oriented IP flow. How-
ever, any other node in the route, including the ingress
node, may be changed. Hence, it is possible to use the
anonymization network to support client mobility at lit-
tle or no extra cost above the cost of anonymization. In
principle, it should also be possible to extend CoS to be
resilient to failures of nodes along a given source route
by choosing an appropriate new source route [1] The cur-
rent implementation does not support this, however, and
implementing it may present interesting technical chal-
lenges.

5.1 Forwards and Backwards

All datagrams moving through the CoS overlay net-
work have a direction. Either they originate at the client
node that initiated the communication, in which case they
are said to be moving forwards, or they are a reply to a
forwards-moving datagram. In the latter case, we say the
packets are moving backwards.

Forward-moving (forwarding) datagrams may be
source routed, because the initiator of a communication
is expected to be able to identify both itself and the des-
tination of the communication. Backward-moving (back-
warding) datagrams, because they are moving toward the
anonymized initiator of the communication process, must
be routed by the network to preserve anonymity. To en-
able this, the network must store, at every node in the for-
ward route, the identity of the node immediately preced-
ing it in the route. Backwarding packets are then routed

along the exact reverse path of their corresponding for-
warding packets.

The metaphor of an onion applies well to the structure
of forwarding datagrams. The sender of a source-routed
forwarding datagram builds a message and wraps it in a
forwarding message to the last node in the source route
(the egress node). It then wraps that message in a for-
warding message to the node immediately preceding the
egress node, and this process continues until a forwarding
message to the first node in the source route has been cre-
ated. This message is sent, and each receiver peels away
the outermost layer of the datagram, gleans forwarding
information from it, and sends the remainder of the data-
gram to the next node in the route. Hence, the last node
in the overlay to receive the datagram knows the receiver
but not the initiator, as this information was peeled away
some number of hops previous [10].

Each node keeps a forwarding table that contains in-
formation on all the active sessions routed through it. In
essence, each entry in the forwarding table defines a “cir-
cuit” between the previous node, the current node, and the
next node. As such, each entry contains the address of the
previous node and the session identification number affili-
ated with it, the address of the next node and its associated
session number, and a cryptography engine for decoding
and encoding the message. Either session ID and address
is sufficient to lookup the entry, so between the data stored
in a CoS packet and the state stored at the node when a
new session is initiated, messages can be correctly routed
to and from the client.

For the multiple layers to be effective, the initiator of
the communications must encrypt each successive layer
of the onion so only the intended receiver of that layer can
decrypt it. Either public or symmetric key cryptography
may be used, but in the case of symmetric key cryptogra-
phy, per-session cryptographic keys must be established.
This added burden is acceptable because symmetric key
cryptographic algorithms are generally several orders of
magnitude faster at encrypting and decrypting than pub-
lic key algorithms that provide equivalent expected secu-
rity [22]. Session establishment payloads, which we de-
scribe later, allow for the establishment of such symmetric
session keys. Session establishment messages must them-
selves be protected, and assuming that session establish-
ment is infrequent compared to data forwarding, public
key cryptography seems an appropriate choice for this.

Another advantage of symmetric session keys is that
new symmetric keys are often trivial to generate, while
new asymmetric keys are computationally intensive to
generate. Since a re-used key is an identifying piece
of information, new keys must be generated frequently
by end clients. This suggests a deployment of CoS in
which any transaction uses public key cryptography to
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Figure 2: Throughput of forwarding packets at a single CoS node.

send single-packet forwarding payloads and a symmetric
key to be used for backwarding the response. Another op-
tion, which we do not yet support, would be to send, in a
single message, a session key encrypted with a public key
and a forwarding payload encrypted with the symmetric
session key, much as PGP messages are encrypted [zim-
mermann95pgp].

5.2 Session Establishment
At each node in a route, CoS sessions are identified by

a session identifier. When a node detects a new session
identifier in a forwarding or session-establishing message,
it chooses its own session identifier and reports it to the
next hop for use in backwarding. Hence, every node can
uniquely identify sessions without global session state.

In the absence of admission control (and CoS currently
provides none), simply processing a message with a new
session id leads to the storage of session information.
However, if a symmetric session key is to be established
for use in onion-style forwarding and backwarding as de-
scribed in the previous section, a session establishment
message containing key setup information must be for-
warded. The key setup information consists simply of
the cryptographic algorithm and mode to be used (cur-
rently, Blowfish in CBC mode is supported), and the key
data. For security, symmetric key establishment should
only be permitted using an already-known symmetric key
or a public key, but at present this is not enforced. Al-

ternatively, a Diffie-Helman [6] key exchange could be
performed, but since public key cryptography would be
required to guarantee the identity of the router node, it
seems superfluous. It is in the ingress node’s interest to
select a truly random key, so it need not use a complicated
agreement protocol with the router nodes.

5.3 Egress
Egress nodes behave as network address translators,

causing IP traffic emerging from the CoS tunnel to ap-
pear to originate from the egress node. This requires them
to map transport-protocol state, such as port numbers, to
previous hop session state. Such state must be period-
ically flushed from the egress node’s forwarding tables,
since network protocols do not always terminate in a man-
ner identifiable by the egress node. However, the egress
node is not an actual participant in the transport proto-
col connection. At its simplest, it is a packet rewriter. A
more sophisticated implementation might use information
marked in the CoS datagram it receives to perform con-
gestion notification [16] or other operations, but it need
not do so.

Unfortunately, at the current time, CoS does not pro-
vide ingress and egress functionality. This is a technical
challenge, but we do not forsee any large problems imple-
menting either. The ingress router will intercept IP pack-
ets sent to a virtual network interface, wrap them as spec-
ified by the user, and then place them on the network. We
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Figure 3: Latency of forwarding packets at a single CoS node.

would like for the ingress router to be intelligent enough
to identify the source of the packets, so for example, the
user could specify that her ssh client not be anonymized
but that her web traffic use a three hop route through CoS.
On the egress side, the router must correctly identify the
transport type of the packet and create the correct type of
socket. We would like it to understand the various trans-
ports so that TCP options are handled appropriately and
ICMP messages are backwarded to the ingress router or
handled by the CoS system, as appropriate. An excel-
lent implementation of ingress and egress would allow, for
example, the end host to use path MTU discovery algo-
rithms without explicitly interacting with the CoS system
and to receive the ECN notifications that packets carrying
the CoS datagrams receive.

6 Performance
In evaluating CoS, two kinds of measurement are of in-

terest: those assessing the performance of a single node
in the CoS overlay, and those assessing the performance
of the overlay as a whole. For a single node, we are
interested in the overall throughput and latency in pack-
ets and bytes with respect to the offered load in terms of
packets offered per second, sessions offered per second
and bytes offered per second. For the whole system, we
are interested in the latency required to complete a short
anonymous transaction, such as an HTTP GET, and a long

transaction, such as large file transfer, as the length of the
anonymizing path increases, as the strength of the cryp-
tography increases, and as the cross traffic load increases.

At this time, we have only had the opportunity to focus
on the single node measurements. Representative of the
measurements we have taken are the latency and through-
put of packet forwarding, with and without layered en-
cryption, at a server node. Related information that would
be interesting to collect would be the computational cost
at the client node for wrapping up a packet in n layers
of cryptography as n increased, unwrapping an n-layered
response packet, and generating new session keys for a
route of length n. Similar results are gained by taking the
same measurements on backwarding datagrams, as is to
be expected since the operations are symmetric in terms
of computational requirements.

In all of these measurements, the cryptographic algo-
rithm used was Bruce Schneier’s Blowfish [21] symmet-
ric key algorithm, with 128-bit session keys. CoS oper-
ates the cipher in cipher-block chaining mode (see [22] for
details), with every CoS datagram being a unique chain.
This eliminates insertion and substitution attacks, while
still allowing processing to proceed when datagrams do
not arrive, or arrive out of order.

To measure our system, we utilized a testbed of six
1.7Ghz single Pentium processor machines each with ap-
proximately 1Gb of memory. Aside from the traffic we
created, no other traffic was present on this testbed. As in-
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dicated in figure 4, one computer was designated as a CoS
server, another served only as a receiver, and the other
four were set to emit packets to the server at a fixed rate.

Each node had an appropriate measurement device em-
bedded in its code. The server measured the time (in mi-
croseconds) needed to process a CoS packet. Each emit-
ter recorded the number of packets it sent to the server,
and the receiver counted the number of packets it received
from the server. In all the machines, the data was gath-
ered at ten second granularity and saved to a file every
minute. Although the machines’ clocks were not syn-
chronized, fixed durations of silence interrupted by iso-
lated, single packet transmissions made it possible to keep
the machines in synch with one other. This method was
especially useful when gathering measurements that re-
quired that a route be established (encrypted forwarding
messages and backwarding messages of all sorts, for ex-
ample). By creating a pause between route establishment
traffic and the messages we wished to measure, it became
easy to filter out route establishment packets from the in-
teresting data.

From 2, we see that the computational cost of encrypt-
ing small packets does not affect throughput until the
packet rate reaches approximately 10 kpackets per sec-
ond. However, the peak drop-free throughput in packets
when encryption is used is only about half of that when
encryption is not used. An interesting question that we
did not have the opportunity to ask was, how is throughput
affected as the offered load in terms of bytes increases?

From 3, we see that as offered load increases, the per-
packet latency increases much more rapidly for layer-
encrypted packets than for unencrypted packets. How-
ever, since latencies are almost the same per packet up un-
til the offered load when both encrypted and unencrypted
throughputs drop drastically, we see that for small pack-
ets under nominal load, symmetric cryptography has a
minimal affect on latency. Above 20,000 offered pack-
ets per second, it is probable that the cryptographic algo-
rithm must compete with the network queue management
functions of the operating system for the processor, caus-
ing the observed spike in per-packet latency. A question
to ask if a user is concerned about the responsiveness of
this system will be, ”How does per-byte-offered latency
change with packet size?” That is, will latency improve
with larger packets because of less per-packet processing,
or will it remain about the same, dominated by the per-
byte cost of cryptography?

From a quick measurement taken of session estab-
lishment costs, minus the necessary and computationally
overwhelming public key cryptography, we have found
that session key establishment is necessarily a limiting
factor on the rate at which new routes may be established
and old routes retired. A detailed study on how quickly

these changes may be made is the subject of future work.
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Figure 4: Topology for analyzing the latency and through-
put of a CoS node.

7 Future Work and Conclusions
The CoS system remains in its infancy. In addition to

several technical challenges (for example, improving the
system’s robustness and correctly egressing IP packets),
several research questions remain unanswered.

We have yet to identify the appropriate mechanism
for the distribution of public keys. Existing public key
distribution models, such as those used in PGP [25] or
PEM [11] provide a basis for such work but are not com-
plete solutions. Onion Routing, which faces a similar key
distribution problem, does not offer a solution [10]. One
possibility would be to use random cross traffic to deliver
this information. With more traffic on an anonymization
network, a person’s own traffic is more obscured. CoS
nodes could produce their own random traffic and em-
bed key into to other nodes where clients could access it.
However, cross traffic needs to be controlled enough as to
not overburden the system.

It would be valuable to fully deploy the system and
hence, to learn what aspects of its performance are desir-
able and which need improvement. The microbenchmarks
we have do not provide sufficient information to under-
stand how the system will be used or how it reacts to being
used in creative ways. Particularly, as evidenced in the ef-
fects encryption has on the throughput and latency of for-
warding packets, formal route establishments needs inves-
tigating. Since public key encryption is needed to make
route establishment secure, the latency and throughput
of route establisments will likely suffer in performance.
Rapid changing of sessions inside the network will likely
not be feasible, but constant reuse of the same session
over time weakens one’s anonymity. To study this in-
herent tradeoff, more thorough analysis is needed on sev-
eral fronts. First, the degradation of anonymity over time
should be investigated more. Also, further measurements
of route establishment performance in terms of key size,
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number of hops in the path, how many sessions are being
handled by a router, etc. should be gathered. Together,
this data would provide a means of determining how often
to establish routes based upon one’s time and anonymity
needs.

It would also be interesting to perform an empirical
comparison of different anonymization techniques using
the CoS protocol and implementation as a foundation.
The CoS protocol is flexible enough to emulate the ex-
isting anonymization systems, and using it as the basis
for implementations of other techniques eliminates per-
formance differences due to implementation details.

Much of CoS’s overlay functionality is not related to
anonymization so much as it is related to overlay source
routing. This suggests a fair amount of implementa-
tion detail in CoS is redundant when compared to imple-
mentation details in other overlay networks – especially
RON [1] and OpenVPN [24]. It would be interesting to
abstract the components of these systems into modular
pieces that could be mixed and matched to achieve desired
functionality. In the process, the production of redundant
code would be reduced. Braden et al. propose this in [4],
using the name “Role-based Architecture.” Overlays such
as CoS and RON could provide a fertile testbed for study-
ing and developing role abstractions.

In conclusion, upon deployment, CoS could provide a
platform for delivering an anonymization service and for
facilitating further experimentation and research in the ar-
eas of efficient, secure anonymization and in overlay net-
works in general. We believe that this paper hints at the
research that could yet be performed in these areas.
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