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Abstract

There is a significant conceptual gap between the source
code of a configurable system and the runtime behaviors of
its individual configurations. In the source, configurations
are woven together into a conceptually unified program. At
runtime, however, they are largely treated as independent
executables. This gap leads to static analyses that, by act-
ing on the source representing the entire configurable sys-
tem, yield imprecise results with respect to individual ex-
ecutables. Testing, in contrast, acts on individual executa-
bles without leveraging the configurable codebase per se. In
this paper, we sketch a research path that seeks to narrow
the configuration source-runtime gap, based on the obser-
vation that most configurations share significant amounts of
source-level structure (hence “white-box”) with other, re-
lated, configurations. We seek to identify and exploit this
structure to reduce analysis and testing effort by sharing
analysis and test results among related configurations.

1. Introduction

Roughly defined, a configurable software system is a
shared code base from which a set of executable configura-
tions can be produced. The system is characterized by a set
of configuration options, each of which represents a dimen-
sion that can be configured. Each configuration option has
a set of configuration values that can be selected. For exam-
ple, a compiler may have “architecture” and “optimization
level” as configuration options, with configurations values
for each of these being {MIPS, x86,...} and {none, intra-
procedural, inter-procedural, ...}, respectively.

There is a significant conceptual gap between the source
code of a configurable system and the runtime behav-
iors of its individual configurations. The source code is
written and maintained as one unified program in which
configuration-specific code is identified using standard con-

trol constructs, such as if statements or #ifdef directives.
At runtime, however, configurations are treated as stand-
alone programs: the system can only be run in a particu-
lar configuration. Mirroring this dichotomy, static analyses,
acting on the source, generally conflate all the configura-
tions, as if they all may be active on any run, while testing,
acting on the executables, considers only individual config-
urations.

Analyzing the full codebase almost always produces
needlessly imprecise results with respect to specific con-
figurations. While such results may have some uses, they
are nonsensical for many analyses. For example, neglect-
ing configuration information while computing a program
slice will generally lead to a slice that includes code from
superfluous and perhaps even conflicting configurations.

The testing problem is exacerbated by the fact that the
number of individual configurations is usually exponential
in the number of configuration options. Consequently, test-
ing covers only a small part of a program’s configuration
space. The standard approach is to invest resources predom-
inantly in the assessment of a (characteristically small) set
of established configurations determined to be of particular
value. The (characteristically large) set of less-investigated
configurations receives little attention. Problems with these
configurations are often identified in the field by users rather
than in the laboratory by the development team.

Our research focuses on approaches to increase confi-
dence in the properties of software configurations while re-
ducing the cost of doing so. We aim to narrow the gap
between source code and runtime behavior by exploiting
source-level structure (hence “white-box”) that is shared by
sets of configurations. Our work is based on two central and
related observations:

e Although configurations can in principle be arbitrarily
far from one another in behavior, this is typically not
the case — indeed, they are considered configurations
because of their sharing of source code and of intended
behavior. That is, the expectation is that the behavior



of two related configurations will usually be “close.”

e The source code that is shared across configurations
— a resource that is rarely used for testing and ana-
lyzing more than individual configurations — affords
an opportunity to extend evidence gather during the
test and analysis of established configurations to less-
investigated configurations.

Our aim is not to exponentially reduce testing effort or
to exponentially increase analysis precision. Rather, we
aim to determine sets of related configurations, such that
the testing or analysis results gathered from one configura-
tion might apply, with some confidence, to its relatives at
minimal or no cost to the programmer.

2. Background and Related Work

Software Configurations There is a relatively small set
of results that focus on software configurations explicitly.
Krone and Snelting applied mathematical concept analy-
sis to infer the configuration structure of C programs [6].
When visualized, this structure offers insight into inter-
configuration dependencies and the program’s configura-
tion design space in general. Their implementation assumes
that configurations are encoded using the C preprocessor.
Configuration via command-line flags, preference files, en-
vironment variables, etc., is not supported.

Several research projects [13, 2, 12, 4] have focused on
test coverage across configurations. They employ covering
techniques — most prominently covering arrays — to auto-
matically choose a manageable subset of the configuration
space to test. This research does not address sharing results
across related configurations and focuses solely on testing.

Our own prior work [9] addresses some of the soft-
ware engineering issues associated with maintaining C code
that can be configured to run on either big- or little-endian
platforms. Using a programmer-provided specification and
code written for one endianness, the code for the opposite
endianness is automatically generated. The work does not
address configurations beyond endianness, however. Nei-
ther does it address testing or analysis of configurations in
any direct sense.

Design for Configurability There is a long history of de-
sign approaches intended to ease the development of con-
figurable software systems. Dijkstra, in his discussion of
THE, made an early suggestion about how hierarchical de-
sign may be consistent with “the aim that the software can
be smoothly adapted to (perhaps drastic) configuration ex-
pansions” [3]. Parnas discussed this issue broadly, initially
in his work on information hiding [11], then characterizing
families of programs and advocating the use of layering to
achieve configurability [10].

Object-oriented design has flavors of configurability as
well: the core notion of inheritance explores ways of shar-
ing code and behavior in a superclass while supporting vari-
ants through multiple subclasses. Open Implementation
work [5] arose from a deep understanding of object-oriented
approaches and was a major thrust in the definition of
aspect-oriented programming, which isolates configuration-
like alternatives in aspects that can be woven into the core
program to provide related but distinct behaviors.

Software product lines are another design approach that
allows particular kinds of configurability related to a fo-
cused market segment or mission. Testing and analysis of
software product lines is not addressed aggressively in the
literature; most focuses on processes for doing so [8, 1]
rather than on testing or analysis per se.

These approaches, each in its own way, define mecha-
nisms and design approaches to reduce the complexity of
a software system intended to represent a set of configu-
rations. They do not, however, directly address the issue of
testing and analyzing the collection of configurations, either
individually or as a whole.

Configuration Management Software configuration
management is a term that has numerous definitions, most
of which are consistent with “the practice of handling
changes systematically so that a system can maintain its
integrity over time. Another name for it is change control.
It includes techniques for evaluating proposed changes,
tracking changes, and keeping copies of the system as it
existed at various points in time” [7]. The management
of configurations, however, does not include specific ap-
proaches to testing and analyzing individual configurations
or collections thereof.

3. A Sketch of the Configuration Space

Building and maintaining configurations is a largely ad
hoc process. A diverse set of mechanisms are employed
to store, read, and process configuration options and con-
figuration code. Different systems read configuration op-
tions from command-line flags, configuration files, the envi-
ronment, and dynamically from users via preference panes.
Configuration-specific code can be written directly as part
of the core source base or externally in the form of plugins.

A precise definition of software configurations is there-
fore elusive. However, we have identified two classes of
configurations that describe the configurable systems we
encountered in our studies and, we believe at least to some
degree, configurable systems in general.

A delta configuration C, augments a configuration C
with an additional behavior, such that C. does not exclude
previous behaviors from C. For example, an optional com-
piler optimization can be encoded as a configuration (en-



abled by a command-line flag) that adds a new code trans-
formation without removing existing ones.

Two configurations Co and Cg are mutex configurations
if one replaces some behaviors in the other with new be-
haviors. Put another way, each of Cq and Cp is formed by
filling holes in a shared code skeleton. For example, a pro-
gram could be configured to run under either of two differ-
ent GUI APIs. The configurations are mutually-exclusive:
exactly one must to be active. Additionally, the mutually-
exclusive behaviors added by two mutex configurations are
often highly similar. For example, two mutex configura-
tions targeting the two GUI APIs are highly similar in user-
perceived behavior.

4. Formative Studies

In a recent graduate course, a group of students investi-
gated test management in the GNU C Compiler and deter-
mined that the majority of configuration options were not
covered by tests and that configuration options were added
much more frequently than tests. They concluded, based on
limited study, that there is a need for tools to manage the re-
lationship between configurations and tests, to understand
coverage, when tests are shared by configurations, etc.

Another group used static analysis to identify the data
structures used to store configuration options and their val-
ues, to ultimately enable focusing on individual (or sets of)
configurations at the source level. Their work identified a
plethora of ways in which Unix programs are configured.
Unsurprisingly, some of these mechanisms (such as com-
mand line flags) tend to allow straightforward static identi-
fication of configuration data structures, while others (such
as environment variables) make the analysis difficult and
perhaps intractable.

One study investigated the Google Gears browser plugin,
focusing on two mutex configurations. One targets Internet
Explorer (IE) and the other Firefox (FF). The study identi-
fied a mapping between the two configurations, associating
types, data structures, and API calls on the IE side with cor-
responding elements on the FF side. It also identified ex-
ceptions: e.g., the IE counterpart of an FF-specific behavior
would be incomplete or missing. The study suggests the
need for tools to help identify and fix these exceptions.

5. Research Directions

Informed by our preliminary studies, we have identified
a number of specific research problems that aim to exploit
(a) sharing of code among configurations and (b) similarity
of mutually-exclusive behaviors in mutex configurations to
reduce testing, analysis, and maintenance effort in the de-
velopment of configurable systems.

Inferring and Using Configuration Mappings As sug-
gested in Sections 3 and 4, many mutually-exclusive (mu-
tex) configurations are “equivalent” according to an ad hoc,
programmer- and implicitly-defined notion of equivalence.
Many development and maintenance tasks related to mu-
tex configurations rely heavily on knowing the equivalence
relation. Example tasks are verifying that the two config-
urations are equivalent, implementing a new configuration,
or porting code and tests from one configuration to another.
Because the equivalence is ad hoc, implicit, and likely only
partially-known, these tasks are difficult and error-prone.

We are designing and building a system that encour-
ages programmers to create a new configuration by copying,
pasting, and changing an existing, relevant configuration.
The development of the new configuration is a cooperative
task between the programmer and a machine learner. The
workflow is as follows:

Learner : Programmer

Learn

Iy

Suggest change

Accept/Reject

The learner watches the programmer’s edits and main-
tains a mapping that contains partial knowledge of how
the old configuration relates to the new one. For ex-
ample, if the programmer replaces a line List lst =
new ArrayList(); with int arr[] = new int[50];,
the system may hypothesize that 1st and arr are related,
that the elements stored in 1st are related to those stored in
arr, and that subsequent List operations on 1st are likely
to be replaced with equivalent array operations on arr.

The learner can use this knowledge to hypothesize and
suggest further code changes. The programmer can option-
ally gain benefit by accepting or rejecting the suggestions,
thus further training the learner and improving the quality
of future suggestions.

The resulting mapping can be stored long-term and used
for other purposes. For example, when a test is writ-
ten for the old configuration, the mapping might con-
tain enough knowledge to suggest how the test should be
ported to the new configuration. For example, a test £ () ;
assert (1st.get (0) == 1); might be ported as g();
assert (arr[0] == 1);, where £ () and g () are stored in
the mapping as related procedures. Similarly, when a future
change is made to one configuration, the system can use the
mapping to hypothesize and suggest (at least a sketch of)
the equivalent change for the other configuration.

Sharing Analysis Results Across Configurations Cur-
rent analysis and testing techniques consider either one con-



figuration at a time or all configurations at once. How-
ever, any given configuration is likely to share a large por-
tion (usually the majority) of its source code with other
“nearby” configurations. For example, a compiler configu-
ration that enables an optimization shares the majority of its
source code with the configuration that keeps the optimiza-
tion disabled. We believe that we can translate this sharing
of source code into reduced analysis effort.

Suppose configurations C and C’ share a large amount of
source code and we have run an analysis A on C. The crux
of the problem is this: when running A on C’, we would
like to re-analyze as little as possible of the source that was
already subject to analysis when A was run on C.

Consider the following brief example:

1. p = &x; (p—x) (p—x)
2. if (C is on)

3. p=ay; (p—y)
4. q=p; (P.q—x) (Pg—y)

The code can be configured two ways, with C set to either on
or off. The second column shows the per-statement results
of a simple points-to analysis for C=off. The third column
shows the results of the same analysis for C=on. We would
like to obtain these latter results by analyzing only the state-
ment on line 3, and quickly merging that result with the
results of the analysis on C=off. Performing this merge is
impossible without performing at least some re-analysis of
the already analyzed code, however. For example, if line 4
were replaced by g=p; p=&x;, the first analysis would yield
the same results on line 4 but the second analysis would
not, showing that analysis results alone are insufficient for
a correct merge.

We are currently investigating effect systems that record
enough information when performing the first analysis to
enable a correct merge in the second analysis. We believe
the effects to be as big as the shared code in a theoretical
worst case but expect them to be much smaller in practice.

Heuristics for Identifying Configurations The basic
building block for investigating configurations at the level
of source code is the ability to separate particular (sets of)
configurations from a configurable system. Particular prob-
lems include identifying the code associated with a set of
options and their values, and identifying the options and val-
ues associated with a given line of code. We cannot expect
to define an analysis that will handle all of the mechanisms
used to program configurable systems (discussed in Sec-
tion 3). However, our preliminary research suggests that the
majority of configurable systems share a high-level struc-
ture that can inform a useful heuristics-based analysis.

A typical configurable system dedicates a subset of its
code and data structures to processing and storing config-
uration options and their values. The configuration code is

executed at the beginning of a run to initialize the data struc-
tures, and may be (seldom) re-executed during the run as
users reconfigure the program. Between (re)configurations,
configuration data structures are read-only, and used to en-
able/disable configuration-specific code. Therefore, config-
uration data is long-lived: the ratio of writes to reads on
configuration data structures is very small. We believe that,
in general, this ratio tends to be a significant outlier when
grouped with those of normal data structures, easing auto-
mated identification of configuration data structures and the
code they enable or disable.

6. Conclusions

Based on a preliminary study, we have identified a num-
ber of directions for research targeted at reducing effort in
testing, analyzing, and maintaining configurable systems.
Our approaches are based on source code analysis and aim
to take advantage of (a) the sharing of code among config-
urations and (b) the similarity of mutually-exclusive behav-
iors in many configurations.
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