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One problem with the C standard is that it 

leaves the layouts of types unspecified. Pointer 

casts can make implicit assumptions 

about type layout that are not portable 

from one platform to another. For example,
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This code is correct on platforms on which 
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out-of-bounds buffer accesses on others.
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In general, a language semantics is defined 

as a relation over program states:

P ➝ P’

But in C, some steps may be platform-

dependent, e.g.

sizeof(int) ➝
 ???

So we incorporate platforms into the 

step relation: Π ⊢ P
 ➝ P’

A Π is a collection of functions that capture a 

platform’s type layout policy, for example:

Π.sizeof(int) = 4

Π.alignof(double) = 8

Then, an analysis A takes a program and 

yields a layout constraint C:

A(P) = C

C is a logic formula, e.g.:

sizeof(int) = 4 ⋀ alignof(short) =
 2

If C is true on a platform Π, we write

Π ⊨ C

Our key theorem states that given a 

program P, if  A
(P) = C, then for all Π such that 

Π ⊨ C
, P will not fail with an unchecked error 

when run on platform Π.

Because type-layout dependencies are 

introduced by pointer-to-pointer casts, one 

corrolary of our theorem is that cast-fre
e 

programs do not fail with unchecked errors 

on any sensible platform. Roughly, a 

sensible platform is faithful to the required parts 

of the C standard.

We have implemented a tool that takes 

C programs and warns about possibly 

unportable pointer-to-pointer casts. Our tool’s 

analysis is static and does not require 

physical access to target platforms. 

In one case study, our tool issued a 

warning about a cast fro
m sp_t

ime
* to time

val
*, 

as defined below:
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The tool’s output is as follows:
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The type suse
con

ds_
t is an alias for int

. On 

LP-64 platforms (64-bit long and 32-bit int), 

some bits in usec
 are lost in the cast. If t

he 

platform is big-endian, most bits are lost.

This bug is impossible to catch by 

testing on the host platform, and very hard 

to catch by testing on the target platform.
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