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ABSTRACT

Essertially all data mining algorithms assumethat the data-
generating processis independert of the data miner's activ-
ities. However, in many domains, including spam detec-
tion, intrusion detection, fraud detection, surveillance and
counter-terrorism, this is far from the case: the data is ac-
tiv ely manipulated by an adversary seekingto makethe clas-
si er produce false negatives. In these domains, the perfor-
mance of a classi er can degraderapidly after it is deployed,
as the adversary learns to defeatit. Currently the only so-
lution to this is repeated, manual, ad hoc reconstruction of
the classier. In this paper we develop a formal framework
and algorithms for this problem. We view classi cation asa
gamebetweenthe classi er and the adversary, and produce a
classi er that is optimal giventhe adversary's optimal strat-
egy. Experiments in a spam detection domain show that this
approach can greatly outperform a classi er learned in the
standard way, and (within the parameters of the problem)
automatically adapt the classi er to the adversary's evolving
manipulations.

Categoriesand Subject Descriptors

H.2.8 [Database Managemen t]: Database Applications|
data mining; 1.2.6 [Arti cial Intelligence ]: Learning|
concept learning, induction, parameter learning; 1.5.1 [P att-
ern Recognition ]: Models| statistical; I.5.2 [Pattern Re-
cognition ]: DesignMethodology| classier designand eval-
uation, feature evaluation and selection ; G.3 [Mathematics

of Computing ]: Probability and Statistics| multivariate
statistics
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Algorithms
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1. INTRODUCTION

Many major applications of KDD share a characteristic
that has so far received little attention from the researd
community: the presenceof an adversary actively manip-
ulating the data to defeat the data miner. In these do-
mains, deployment of a KDD system causesthe data to
change so as to make the system ine ectiv e. For example,
in the domain of email spam detection, standard classi ers
like naive Bayes were initially quite successful(e.g., [23]).
Unfortunately , spammers soon learned to fool them by in-
serting \non-spam" words into emails, breaking up \spam"
oneswith spurious punctuation, etc. Once spam lters were
modi ed to detect thesetric ks, spammersstarted using new
ones[4]. E ectiv ely, spammersand data miners are engaged
in a never-ending game where data miners contin ually come
up with new ways to detect spam, and spammerscontin ually
come up with new ways to avoid detection.

Similar arms racesare found in many other domains: com-
puter intrusion detection, where new attacks circumvernt the
defensesput in place against old ones[17]; fraud detection,
where perpetrators learn to avoid the actions that previously
gave them away [5, 25]; counter-terrorism, where terrorists
disguise their identity and activities in ever-shifting ways
[11]; aerial surveillance, where targets are camou aged with
increasing sophistication [22]; comparison shopping, where
merchants contin ually changetheir Web sites to avoid wrap-
ping by shopbots [3]; le sharing, where media companies
try to detect and frustrate illegal copying, and users nd
ways to circumvent the obstacles [14]; Web searc, where
webmastersmanipulate pagesand links to in ate their rank-
ings, and seard enginesreengineer their ranking functions
to de ate them back again [9, 16]; etc.

In many of thesedomains, researdiers have noted the pres-
enceof adaptive adversariesand the needto take them into
accourt (e.g., [4, 5, 11]), but to our knowledge no system-
atic approach for this has sofar beendeveloped. The result
is that the performance of deployed KDD systemsin ad-
versarial domains can degrade rapidly over time, and much
human e ort and costis incurred in repeatedly bringing the
systemsback up to the desired performance level. This pa-
per proposesa rst step towards automating this process.
While complete automation will never be possible, we be-
lieve our approach and its future extensionshave the poten-
tial to signi cantly improve the speedand cost-e ectiv eness
of keeping KDD systemsup to date with their adversaries.

Notice that adversarial problems cannot simply be solved
by learners that accourt for concept drift (e.g., [10]): while
these learners allow the data-generating processto change



over time, they do not allow this changeto be a function of
the classi er itself.

We rst formalize the problem as a game betweena cost-
sensitive classi er and a cost-sensitive adversary (Section 2).
Focusing on the naive Bayes classi er (Section 3), we de-
scribe the optimal strategy for the adversary against a stan-
dard (adversary-unaware) classi er (Section 4), and the op-
timal strategy for a classier playing against this strategy
(Section 5). We provide e cien t algorithms for computing
or approximating these strategies. Experiments in a spam
detection domain illustrate the sometimes very large util-
ity gains that an adversary-aware classi er can yield, and
its ability to co-ewlve with the adversary (Section 6). We
conclude with a discussionof future researd directions (Sec-
tion 7).

2. PROBLEM DEFINITION

ere X; is the i"" feature or attribute, and let the instance
space X be the set of possible values of X. An instance x
is a vector where feature X; hasthe value x;. Instances can
belongto one of two classes:positive (malicious) or negative
(innocert). Innocert instancesare generatedi.i.d. (indepen-
dent and identically distributed) from a distribution P (Xj-),
and malicious ones likewise from P (X j+). The global dis-
tribution is thus P(X) = P(-)P(Xj-) + P(#)P(Xj+). Let
the training setS and test set T be two setsof (x;y) pairs,
where x is generated according to P (X) and y is the \true"

class of x. We de ne adversarial classi cation as a game
between two players: Classifier , which attempts to learn
from S a function yc = C(x) that will correctly predict the
classesof instancesin T, and Ad versar y, which attempts
to make Classifier classify positive instancesin T as neg-
ative by modifying those instances from x to x° = A(x).
(Adversar y cannot modify negative instances, and thus
A(x) = x for all x 2 -.) Classifier is characterized by a
set of cost/utilit y parameters (seeTable 1 for a summary of
the notation usedin this paper):

1. Vi: Cost of measuring X;i. Depending on their costs,
Classifier may choosenot to measuresomefeatures.

2. Uc (yc;y): Utilit y of classifying as yc an instance with
true classy. Typically, Uc (+;-) < 0and Uc (-;+) < 0,
denoting the cost of misclassifying an instance (costs
being negative utilities), and Uc(+;+) > 0, Uc(-;-)
> 0.

Adversar y has a corresponding set of parameters:

1. Wi(xi;x?) : Cost of changing the i"" feature from x;
to x%. Wi(xi;xi) = 0 for all x;. We will also use
W (x; x% to represert the cost of changing an instance
x to x° (which is simply the sum of the costs of all the
individual feature changesmade).

2. Ua (yc;y): Utilit y accruedby Ad versar y when Clas-
sifier classi es asyc an instance of classy. Typically,
Ua(-;+) > 0,Ua(t+) < 0and Ua(-;-) = Ua(+-) =
0, and we will assumethis henceforth.

The goal of Classifier is to build a classi er Cthat will
maximize its expected utilit y, taking into accourt that in-
stancesmay have beenmodied by Adversar y:

2 3
Vid (1)

Xi2X ¢(x)

X
Uc = P (x;y) 4Uc (C(A(X));Y)
(xy)2X Y

where Y = f+;-g and Xc(x) fXi;:::;Xng is the set of
features measured by C, possibly dependert on x. We call
C the optimal strategy of Classifier

The goal of Adversar y isto nd a feature change strat-
egy A that will maximize its own expected utilit y:

X
Ua = P(x;y) [Ua (C(A(X)):Y)
(xy)2x Y

WA (2

We call A the optimal strategy of Adversar y. Notice that
Adversar y will not change instances if the cost of doing
so exceedsthe utilit y of fooling Classifier . For example,
a spammer will not modify his emails to the point where
they no longer help sell his product. In practice, Up and Ua
are estimated by gyeragesover T: Uc = (19T))
[Uc (C(A(X));Y) xi2x 00 Vil ete.

Given two players, the actions available to eadh, and the
payo s from ead combination of actions, classicalgamethe-
ory is concerned with nding a combination of strategies
such that neither player can gain by unilaterally changing
its strategy. This combination is known as a Nash equilib-
rium [7]. In our case,the actions are classi ers C and feature
change strategies A, and the payo s are Uc and Ua . As the
following theorem shows, somerealizations of the adversar-
ial classi cation game always have a Nash equilibrium.

(xy)2T

Theorem 2.1. Consider a classi cation game with a bi-
nary cost model for Adversar y, i.e., given a pair of in-
stances x and x° Adversar y can either changex to x° (in-
curring a unit cost) or it cannot (the cost is in nite). This
game always has a Nash equilibrium, which can be found in
time polynomial in the number of instances.

We omit the proof due to lack of space. Unfortunately ,
the calculation of the Nash equilibrium requires complete
and perfect knowledge of the probabilities of all the in-
stances, which in practice Adversar y and Classifier  will
not have. Computing Nash equilibria will generally be in-
tractable. The chief dicult y is that evenin nite domains
the number of available actions is doubly exponertial in the
number of features n. The best known algorithms for nd-
ing Nash equilibria in general (nonzero) sum games have
worst-case exponertial time in the number of actions, mak-
ing them triply exponertial in our case. Even using the
more general notion of correlated equilibria, for which poly-
nomial algorithms exist, the computational costis still dou-
bly exponertial. Recernt yearshave seensubstantial work on
computationally tractable approachesto game theory, but
they focus mainly on scaling up with the number of play-
ers, not the number of actions [12]. Further, equilibrium
strategies, either mixed or pure, assumeoptimal play on the
part of the opponert, which is highly unrealistic in our case.
When this assumption is not met, standard game theory
gives no guidance on how to play. (This, and computa-
tional intractabilit y, have signi cantly limited its practical
use.) We thus leave the general existence and form of Nash
or other equilibria in adversarial classication as an open



Sym bol Meaning
X = (X1;X2;:::;Xn) | Instance.
P (x) Probabilit y distribution of untainted data.
Xi i™ feature (attribute).
X Xi Domain of X and X, respectively.
X, Xj An instance and the i attribute of that instance.
S:T Training and test set.
ye = C(x) The Classifier  function.
Xa = A(X) The Adversar y transformation.
Vi Cost of measuring X;.
Uc (yc:y) Utilit y for Classifier of classifying asyc an instance of classy.
Wi (xi;xD); W (x; x9) Cost of changing the i feature from x; to x? and instance x to x° respectively.
Ua (Yc;Y) Utilit y accrued by Adversar y when Classifier classi es asyc an instance of classy.
Xe(x) Set of features measuredby C.
LOc(xi) Log-odds or \contribution" of i attribute to naive Bayesclassier In FG=x%
gap(x) gap(x) > 0 () NB classies x aspositive LOc(X) pSEI—pSEs) -

Ua Adversar y's utilit y gain from successfullycamou aging a positive instance (Ua (-,+) Ua (+,1)).

LOix o \Gain" towards making x negative by changing i'" feature to x? (LOc(x;) LOc(xY).
M CC(x) Nearest instance (costwise) to x which Naive Bayes classi es as negative.

X(i=x9) An instance identical to x exceptthat i attribute is changedto x°2 X;.

Pa (x) Probabilit y distribution after Adversar y has modi ed the data.

Table 1: Summary of the notation used in this pap er.

question, and proposeinstead to start from a set of assump-
tions that more closely resenbles the way adversarial clas-
si cation takesplace in practice: Classifier initially oper-
ates assuming the data is untainted (i.e., A(x) = x for all
x); Adversar y then deploys an optimal plan A(x) against
this classi er; Classifier in turn deploys an optimal classi-
er C(A(x)) against this adversary, etc. This approach has
some commonality with evolutionary game theory [26], but
the latter makesa number of assumptions that are inappro-
priate in our case(in nite population of players repeatedly
matched at random, symmetric payo matrices, players hav-
ing o spring proportional to averagepayo, etc.).

In this paper, we focus mainly on the single-shotversion of
the adversarial classi cation game: one move by eac of the
players. We touch only briey on the repeated version of the
game, where players continue to make moves inde nitely .
A number of learning approaches to repeated games have
beenproposed[6], but these are also intractable in large ac-
tion spaces.Other learning approachesfocus on gameswith
sequenial states (e.g., [15]), while classi cation is stateless.

We make the assumption, standard in game theory, that
all parameters of both players are known to ead other. Al-
though this is unlik ely to be the casein practice, it is gener-
ally plausible that ead player will be able to make a rough
guessof the other's (and, indeed, its own) parameters. Clas-
si cation with imprecisely known costs and other parame-
ters hasbeenwell studied in KDD (e.g., [20]), and extending
this to the adversarial caseis an important item for future
work.

3. COST-SENSITIVE LEARNING

In this paper, we will focus on naive Bayes as the classi-
er to be made adversary-aware [2]. Naive Bayesis attrac-
tiv e becauseof its simplicity, e ciency , and excellert perfor-
mance in a wide range of applications, including adversarial
ones like spam detection [23]. Naive Bayes estimates the

probabilit y that an instance x belongsto classy as

Y
P = WP (xjy) = £V

P(X) P(X) P(Xijy) (3)

i=1

and predicts the classwith highest P (yjx). The denomina-
tor P(x) 6 independert of the class, and can be ignored.
P(xjy) = 1., P(xijy) is the naive Bayesassumption. The
relevant probabilities are learned simply by counting the cor-
responding occurrencesin the training set S.

We begin by extending naive Bayes to incorporate the
measuremert costs V; and classi cation utilities Uc (yc;Yy)
de ned in the previous section, and to maximize the ex-
pected utilit y Uc (Equation 1). For now, we assumethat no
adversary is presert (i.e., A(x) = x for all x). We remove
this restriction in the next sections.

Cost-sensitive learning has beenthe object of substantial
study in the KDD literature [1, 27]. Given a classi cation
utilit y matrix Uc (yc;y), the Bayes optimal prediction for
an instance x is the classyc that maximizes the conditional
utilit y U(ycjx):

X
U(ycjx) = P (yix)Uc (yc;y) 4)

y2y
This is simply Equation 1 conditioned on a particular x, and
ignoring the adversary and measuremern costsV;. In naive
Bayes, P (yjx) is computed using Equation 3.

Measuremert costs are incorporated into the choice of
which subsetof featuresto measure,Xc fX1;:::;Xng. In-
tuitiv ely, we want to measurefeature X; only if this improves
the expected utilit y Uc by more than V. Since a feature's
e ect on Uc will in general depend on what other features
are being measured, nding the optimal Xc requires a po-
tentially exponertial seard. In practice, Xc can be found
using standard feature selection algorithms with Uc as the
evaluation function. We use greedy forward selection ([13])



in our experiments. (Feature selection can also be carried
out online, but we do not pursue that approach here.)

4. ADVERSARY STRATEGY

In this section, we formalize the notion of an optimal strat-
egy for Adversar y. Wemodel it asa constrained optimiza-
tion problem, which can be formulated as an integer linear
program. We then proposea pseudo-linear time solution to
the integer LP, based on dynamic programming. We make
the following assumptions.

Assumption 1. Complete Information: Both Clas-
sifier and Adversar y know all the relevant parameters:
Vi;Uc; Wi; Ua and the naive Bayes model learned by Clas-
sifier on S (including Xc, P(y), and P(xijy) for each fea-
ture and class).

Assumption 2. Adversar y assumesthat Classifier is
unaware of its presene (i.e., Adversar y assumesthat C(x)
is the naive Bayes model described in the previous section).

To defeat Classifier , Adversar y needsonly to modify
features in Xc, since the others are not measured. From
Equation 3:

P (4ix) ®, X P (xij+)
lo — = lo + lo - 5
B - 9P T, P ©
i C
For brevity, we will use the notation LOc(x) = log g5

and LOc(xi) = log £5H3, where LO is short for \log odds."
Naive Bayes classi es an instance x as positive if the ex-
pected utilit y of doing so exceedsthat of classifying it as
negative, i.e., if Uc (+;+)P (+jx) + Uc (+;-)P (-jx) > Uc (-;+)
P (+x) + Uc(-;-)P(-jx), or

P(+jX) > UC(';') UC(+;-) (6)
P(-jx)  Uc(++) Uc(-;+)

Let the log of the right hand side be LT (Uc) (log thresh-
old). Then naive Bayes classi es instance x as positive if
LOc(x) > LT (Uc), or equivalently if gap(x) > 0, where
gap(x) = LOc(x) LT (Uc). If the instance is classied as
negative, Ad versar y doesnot needto do anything. Let us
assume,then, that x is classi ed aspositive,i.e., gap(x) > 0.
The objective of Adversar y is to make someset of feature
changesto x that will causeit to be classied as negative,
while incurring the minimum possiblecost. This causesAd-
versar y to gain a utility of Ua = Ua(-;4) Ua(H4).
Thus Adversar y will transform x aslong asthe total cost
incurred is lessthan  Ua and not otherwise.

We formulate the problem of nding an optimal strategy
for Adversar y as an integer linear program. Recall that
Xi is the domain of X;. For x° 2 X;, let ix 0 be an integer
(binary) variable which takesthe value one |f the feature X;
is changed from x; to x?, and zero otherwise. Let the new
data item thus obtained be x° The cost of transforming x
to x%is W(x;x% = Wi (xi;x?), and the resulting change in
log oddsis LOc(x9) LOc(x) = LOc(x®) LOc(xi). Dene

LOjy 0 = LOc(xi) LOc(x?). This is the gain in Adver-
sary's objectlve of making the instance negative. Note that

LOix; = O; this represerts the casewhere X; hasnot been
changed. To transform x sothat the new instance is classi-
ed asnegative, Adversar y needsto change the values of

some features such that the sum of their gains (decreasein
log odds) is more that gap(x).

Thus,to nd the minimum cost changesrequired to trans-
form this instance into a negative instance, we needto solve
the following integer (binary) linear program:

8 9
< X X =
min Wi (Xi;X7) jxo. St
T OXi2X ¢ x02x ’
X X

LO ix 0 ix 0 gap(x)

XiZXCxiOZXi

X
ix 0 2 f0; 1g; ixo 1

i
x02x

The binary 0 valuesencade which features are changedto
which values. The optimizing equation minimizes the cost
incurred in this transformation. The rst constraint makes
sure that the new instance will be classi ed asnegative. The
second constraint encades the requirement that a feature
can only have a single value in an instance. We will call the
transformed instance obtained by solving this integer linear
program the minimum cost camou age (M CC) of x. In
other words, M CC(x) is the nearest instance (costwise) to
x which naive Bayes classi es as negative.

After solving this integer LP, Adversar y transforms the
instance only if the minim um cost obtained is lessthan  Ua .
Therefore, letting N B (x) be the naive Bayesclassprediction
for x,

( MCC(x) if NB(x)=+ W(x;MCC(x)) < Ua

A(x) =
() otherwise

(7)

The above integer (binary) LP problem is NP-hard, asthe
0-1 knapsad problem can be reduced to it [8]. However, a
pseudo-linear time algorithm can be obtained by discretiz-
ing LO¢, which allows dynamic programming to be used.
Although the algorithm is approximate, it can compute the
solution to arbitrary precision.

The procedure is shown in Algorithm 1. Function Find-
MCC (i; w) computes the minimum cost neededto change
the log odds of x by w using only the rst i features. It re-
turns the pair (M inC ost; M inList ) where M inC ost is the
minimum cost and M inList is a list of feature-value pairs
denoting the changesto be made to x. (In eac pair, i is
the feature index and x{ is the value it should be changed
to.) To obtain the optimal adversary strategy, we need to
compute FindMCC (n; W), where the integer W is gap(x)
after discretization and n is the number of features in Xc.
Note that LO;y o is now a (non-negative) integer in the
discretized log odds space.

The algorithm can be e cien tly implemented using top-
down recursion with memoization (so that no recursive call
is computed more than once). Note that although the fea-
tures can be considered in any order, some orderings may
nd solutions faster than the others. If, in the discretized
space, instance x requires a gap of W to be lled by the
transﬁgrmation, then the algorithm runs in time at most
O(W  ;jXij) (since the for loop in FindMGE is called at
most W times and ead time it takes O( ; jXij) time).
Henceit is pseudo-linearin the number of features. Pseudo-



linearity may be expensive for large valuesof W or for cases
where features have large domains. We now presert two
pruning rules, one for usein the rst situation, and one for
the second.

Algorithm 1 FindMCC (i,w)

if w 0then
return (0;fg)
end if
if i = 0then
return (1 ,Unde ned)
end if
MinCost 1
M inList Unde ned
for x?2 X; do
if LO ix 0 0 then
(CurCost; CurlList) FindMCC (i Lw

LO i |0)

CurCost  CurCost + W;(xi;xD).
Curlist  CurList + (i; x9).
if CurCost < MinC ost then
MinCost CurCost
M inList Cur List
end if
end if
end for

return (M inC ost; M inList )

Algorithm 2 A(x)

W gap(x) (discretized).
(MinCost;MinList ) FindMCC (n; W)

if NB(x)=+and MinCost< Ua then
newx X
for all (i; x?) 2 MinList do
newx;  x°
end for
return newx
else
return X
end if

Lemma 4.1. If

LOix o gap(x)
T W, (xi;xP) < Un

then A(x) = x.

This lemma is easyto prove and can be used to detect
the instances for which MinC ost > Ua. Instances which
are positive by very large gap(x) values can thus be pruned
early on, and we needto run the algorithm only for more
reasonablevalues of gap(x).

Our second pruning strategy can be employed in situa-
tions wherethe cost metric is su cien tly coarselydiscretized.
We globally sort all the (i; x?) tuples in increasing order of
Wi(xi;x%) 0. For identical values of W;(xi;x’), we use
decreasing order of LO ix 0 as the secondary key. For a
particular i, Wi (xi;x?) combination, over all i, we can re-
move all but the rst entry in the list. This is valid because,
if the X; is changedin the optimal solution, then taking the

value x? with the highest LO;, 0 will alsoyield the optimal
solution. We can prune even furtherpby only considering the
rst Kk tuples in each W such that J!=1l LOj;on > gap(x)
and jk:1 LO o< gap(x). It is easyto seethat this
pruning doesnot a ect the optimal solution.

Thus, if the feature-changing costs W; are su cien tly co-
arsely discretized, we will never needto consider more than
a few tuples for ead integer value of W;. Our algorithm will
thus run e cien tly even when the domains of features are
large.

5. CLASSIFIER STRATEGY

We now describe how Classifier can adapt to the adver-
sary strategy described in the previous section. We derive
the optimal C(x) taking into accourt A(x), and give an ef-
cient algorithm for computing it. We make the following
additional assumptions.

Assumption 3. Classifier assumesthat Adversar y
usesits optimal strategy to modify test instances (Algorithm 2).

Assumption 4. The training set S usel for learning the
initial naive Bayes classier is not tampered with by Ad-
versar y (i.e., S is drawn from the real distribution of ad-
versarial and non-adversarial data).

Assumption 5. 8X; 2 X, W;(x;;x?) is a semi-metric,
i.e., it has the following properties:

1. Wi (xi;x9)
2. Wixi; x99 Wi (xi;x9) + Wi (x2x®

0 and the equality holdsi x; = x?

The above alsoimplies that W (x; x% W (x; x%+ W (x% x%9.
The triangular inequality for cost holds in most real do-
mains. This is becauseto change a feature from x; to x
the adversary always has the option of changing it via x?,
i.e., with x? as an intermediate value.

The goal of Classifier , asin Section 3, is to predict for
eadh instance x° the class that maximizes its conditional
utilit y (Equation 4). The dierence is that now we want to
take into accourt the fact that Adversar y has tampered
with the data. Of all the probabilities used by Classifier
(Equation 3), the only one that is changed by Adversar y
is P(x%+); P(4), P(-) and P(xY-) remain unaltered. Let
Pa (x%+) be the post-adversary version of P (x9+). Then

Pa(x94) = P(xjHPa(x%x 4 (8)

x2X

In other words, the probabilit y of observing an instance x°is
the probabilit y that the adversary generatessome instance
x and then modies it into x° summed over all x. Since
Pa(x9x; 4) = 1if A(x) = xand Pa (xYx; +) = 0 otherwise,

Pa (x4) = P(xj+) 9)

x2X A (x9)

where Xa(x%) = fx : x° = A(x)g. There are two cases
where Ad versar y will leave an instance x untamp ered (i.e.,

A(x) = x): when naive Bayes predicts it is negative, since
then no action is necessary and when there is no transfor-

mation of x whose cost is lower than the utilit y gained by

making it appear negative. Thus



0 1
Pa(x4H = @ PxjiHA + 1 (xXYP x5+ (10)

x2X 2 (x9)

where X2(x% = Xa(x9) nfx%, 1(x% = 1if NB(x% = -
or W(x%M CC(x9) Ua, and | (x% = 0 otherwise (see
Equation 7 and Algorithm 2). The untamp ered probabilities
P(x9+) are estimate6 using the naive Bayes model (Equa-
tion 3): P(x3+) = T, 5 P(Xi = x{j+).* The optimal
adversary-aware classi cation algorithm C(x9 is shown be-
low, with P() usedto denote the probability P () estimated
from the training data S. Pa (xY+) is given by Equation 10
using the empirical estimates of P (x%+). The secondterm
in Equation 10, | (x9P (x9+), is easyto compute given calls
to NB(x% and Algorithm 1 to determine if x has a feasi-
ble camou age. The remainder of this section is devoted to
ecien tly computing the rst term, . 9(x9) P (xj+).

Algorithm 3 C(x9
Pio PG, P(Xi = %)
Pl P(#HPa(x9+)
U(#x%)  PoUc(++) + ProlUc(-;+)
U(-ix)  PloUc(-;+) + PiolUc(-;-)
if U(+x% > U(-jx9 then
return +
else
return -
end if

One solution is to iterate through all possible positive ex-
amples and ched if x° is their minimum cost camou age.
This is, of course, not feasible. We now study some theo-
retical properties of the M CC function which will later be
used to prune this seard. Recall that if NB(x) =- then
gap(x) < 0 and vice versa. We de ne X[i=x0 asa data in-
stance which is identical to x except that its ith feature is
changedto x?.

Lemma 5.1. Let xo be any positive instance and let x°=
M CC(xa). Then, 8i,

(xa)i 6 x) gap(xy + LOc((xa)i) LOc(x))> 0
Proof. Letx®= x{_,,),;- This implies that W (xa;x%)
< W(xa;x9, since x®diers from xa on one less feature
than x% Also gap(x®y = gap(x%) + LOc((xa)i) LOc(x?).
Sincex®is M CC(xa) and W (xa ;X% < W (xa;x9, NB(x%
must be +, and therefore gap(x®y > 0, proving the result.
O

Given a negative instance x°, for eac feature we compute
all values v that satisfy Lemma 5.1. To compute X2 (x9),
we only need to take combinations of these feature-value
pairs and ched if x°is their MCC. This can substantially
reduce the number of positive instancesin our seard space.
The seard spacecan still potentially contain an exponertial
number of instances. However, after we employ the next
thgor(e})m, we obtain a fast algorithm for estimating the set
XA (X5).

!Notice that the optimal feature subset Xc for the
adversary-aware classier may be dierent from the
adversary-unaware one, but can be found using the same
methods (see Section 3).

Theorem 5.2. Let xa be a positive instance such that
x® = MCC(xa). Let D be the set of features that are
changal in xa to obtain x°. Let E be a non-trivial subset
of D, and let x be an instance that matches x° for all fea-
turesin E and xa for all others, i.e., (x2)i = x?if X; 2 E,
(x2)i = (xa); otherwise. Then x°= M CC(x2).

Pr oof. By contradiction. Supposex®= M CC(x?%) and
x%6 x% Then W (x%:;x% < W(x8;x9. Also, sinceE D,
by de nition of W (x;y) we have W (xa;x% = W (xa;x%) +
W (x2:x9. Soby the triangle inequality

W (xa;x% W (xa;x2) + W(x2:x%
< W(xa;x2)+ W(x2:;x9
= W(xa;x9

Thus W (xa;x% < W (xa;x%, which gives a contradiction,
sincethen x°6 M CC(xa). This completesthe proof. [

The above theorem implies that if xa is a positive instance
such that x°6 M CC(xa) then x° cannot be the MCC of any
other instance x8 such that the changed features from x&
to x° form a superset of the changed features from xa to

x% We now use the following result to obtain bounds on

X2 (x9.

Cor ollar y 5.3. Let FV be the set of feature-value pairs
that satisfy Lemmab5.1. LetGV  FV be suchthat (i; xi) 2
GV if X2, 2 X&(x9. Then for everyxa 2 Xg(x9, the set
of feature-value pairs where xa and x° dier form a subset
of GV.

From the above corollary, after we compute GV, we only
needto considerthe combinations of feature-value pairs that
are in GV and change those in the obsened instance x°
Theorem 5.2 also implies that performing single changes
from GV returns ingiances in Xg(x9. This gives us the
following bounds on x2X 9 (x0) P (xj+).

Theorem 5.4. Let x° be any instance and let GV be the
set de ned in Corollary 5.3. Let G = fij9x;(i; x;) 2 GVg
and let X;® = fx; 2 Xij(i; xi) 2 GVg. Then

X X

P (Xfi=x,i*)
(ix j)2GV

P(xj+)
x2X 2 (x9)
8 2 3 9
< POS- g
P(x9+) ;

Pr oof. The proof of the rst inequality follows directly
from Theorem 5.2, which states that changing any single
feature of x° to any value in GV returns an instance from
X2(x%. To prove the secondinequality, we obsene that the
expressionon the right side, when expanded, givesthe sum
of probabilities of all possible changesin x° due to the set
GV, and X2 (x% is a subset of those instances. [J

o 41+
Ti2c xi2X 8

Given these bounds, we can classify a test instance as fol-
lows. If plugging the lower bound into Algorithm 3 gives
U(+x% > U(-jx9, then the instance can be safely classi-
ed as positive. Similarly, if using the upper bound gives
U(+Hx% < U(-jx9, then the instance is negative. If GV
is large, so is the lower bound on Pa (X2 (x9j4). If GV is
small, we can do an exhaustive searc over the subsetsof GV
and chedk if eadh of the items consideredbelongsto X 2 (x9).
In our experiments we nd that using the lower bound for
making predictions works well in practice.



6. EXPERIMENTS

We implemented an adversarial classi er system for the
spam ltering domain. Spam is an attractiv e testbed for
our methods becauseof its practical imp ortance, its rapidly
ewvolving adversarial nature, the wide availabilit y of data (in
contrast to many other adversarial domains), the fact that
naive Bayes is the de facto standard classi er in this area,
and its richnessas a challenge problem for KDD [4]. One
disadvantage of spam as a testbed is that feature measure-
ment costs are generally negligible, leaving this part of our
framework untested. (In contrast, in a domain like counter-
terrorism feature measuremers are a major issue, often
requiring large numbers of personnel and expensive equip-
ment, raising privacy issues,and imp osing costs on millions
of individuals and transactions.)

We used the following two datasets in our experiments:

Ling-Spam [24]: This corpus contains the legitimate dis-
cussions on a linguistics mailing list and the spam
mails received by the list. There are 2412 non-spam
messagesand 481 spam ones. Thus, around 16.6% of
the corpus is spam.

Email-Data [19]: This corpus consists of texts from 1431
emails, with 642 non-spam messagegconferences(370)
and jobs (272)) and 789 spam ones.

Each of these datasets was divided into ten parts for ten-
fold cross-walidation. We de ned three scenarios, as de-
scribed below, and applied our implementation of naive Bayes
(NB) and the adversary-aware classier (AC) to eadh. We
usedifile [21] for preprocessingemails.

6.1 Scenarios

The three spam ltering scenariosthat we implemented
dier in how the email is represerted for the classi er, how
the adversary can modify the features, and at what cost.

Add Words (AW): This the simplest scenario. The bino-
mial model of text for classi cation is used[18]: there
is one Boolean feature per word, denoting whether or
not the word is presert in the email. The only way
to modify the email is by adding words which are not
already presert, and each word added incurs unit cost.
This is akin to saying that the original mail hascontent
that the spammer is not willing to change, and thus
the spammer only adds unnecessarywords to fool the
spam detector. In this model, Adversar y's strategy
reducesto a greedy seard where it adds words in de-
creasing order of LOc.

Add Length (AL): This model is very similar to AW, ex-
cept that the cost of adding a word is proportional to
the number of characters in it. This corresponds to
a hypothetical situation where Adversar y needsto
pay a certain amount per bit of mail transmitted, and
wants to minimize the number of characters sen.

Synon ym (SYN): Generally, spammerswant to avoid de-
tection while preserving the semartic content of their
messages.Thus, in this scenario we consider the case
where Ad versar y changesthe mail by replacing the
existing words by other semartically similar words.
For example, a spammer attempting to sell a product
would like to send emails claiming it to be cheap, but

(+4) (+6-) H G5-)
10/ 100/ 1000 1 1

Ua 0
Uc 1

Table 2: Utilit y matrices for Adv ersary and Classi-
er used in the exp erimen ts.

without the use of words like \free," \sale", etc. This
is becausethe naive Bayesclassi er usesthe presence
or absenceof speci ¢ words with high LO¢ to classify
emails, independernt of their actual meaning. Given
the above intent, we de ne this scenario as follows.
We use the multinomial model of text [18]: an email
is viewed a sequenceof word positions, with one fea-
ture per position, and the domain of eac feature is
the set of words in the vocabulary. In this case,the
number of times a word occurs in an email is impor-
tant. However, the word order is disregarded (i.e., the
probabilit y of word occurrence is assumedto be inde-
pendent of location). For eac word, we obtain a list
of synonyms from the WordNet lexical database [28].
A word in an email can then be changed only to one
of its synonyms, at unit cost.

It is easyto seethat the costs used in all scenariosare
metrics, sowe can apply Lemma 5.1 and Theorem 5.2.

The Ua classication utilit y matrix for Adversar y we
used is such that whenewer a spam email is classi ed as
non-spam the adversary receivesa utilit y of 20, and all other
entries are 0. Thus, in the SYN and AW scenarios20 word
replacemerts/additions are allowed. In the AL scenario, the
cost of adding a character is setto 0.1, and as a result 200
character additions are allowed.

For Classifier , we ran the experiments with three dif-
ferent utilit y matrices (Uc). All matrices had a utilit y of
1 for correctly classifying an email and a penalty (negative
utilit y) of 1 for incorrectly classifying a spam email as non-
spam. The penalty for incorrectly classifying a non-spam
email as spam was set to 10 in one matrix, 100in another,
and 1000 in the third. This re ects the fact that, in spam
Itering, the critical and dominant cost is that of false posi-
tiv es: letting a single spam email get through to the useris
a relativ ely insigni can t event, but Itering out a non-spam
email is highly undesirable (and potentially disastrous). The
di eren t Uc(+;-) valuescorrespond to the di eren t valuesof
the parameter in Sakkis et al [24]. Table 2 summarizesthe
utilit y parameters used in the experiments.

6.2 Results

The results of running the various algorithms on the Ling-
Spam and Email-data datasets are shown in Figures 1 and
2 respectively. The gures show the average utilities ob-
tained (with a maximum value of 1.0) by naive Bayes and
the adversary-aware classi er under the dierent scenarios
and dierent Uc matrices. The utilit y of naive Bayes on
the original, untamp ered data (\PLAIN") is represerted by
the black bar on the left. The remaining black bars rep-
resert the performance of naive Bayes on tainted data in
the three scenarios,and the white bars the performance of
the corresponding adversary-aware classier. We obsere
that Adversar y signicantly degradesthe performance of
naive Bayesin all three scenariosand with all three Classi-
fier utilit y matrices. This e ect is more pronounced in the
Email-Data set becauseit has a higher percertage of spam
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Uc(+;-) 10 100 1000

Classi er FN FP | FN FP |FN FP
NB-PLAIN 94 2 124 1 |165 1
NB-AW 481 2 481 1 |481 1
AC-AW 93 0 | 123 0 |164 O
NB-AL 477 2 | 477 1 | 477 1
AC-AL 94 0 | 124 0 |165 O
NB-SYN 408 2 [ 413 1 |414 1
AC-SYN 164 1 |19 0 (229 O

Table 3: False positiv es and false negativ es for

naive Bayes and the adversary-a ware classier

the Ling-Spam dataset.

tiv es in this dataset
negativ es is 2412.

The total

on

number of posi-

is 481, and the total

classi ed as positive are now classi ed as negative.

number of

Figure 1: Utilit y results on the Ling-Spam dataset
for dieren t values of Uc(+;-).
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Figure 2: Utilit y results on the Email-Data set for

dieren t values of Uc(+;-).

emails than Ling-Spam. For naive Bayes on Email-Data,
the cost of misclassifying spam emails exceedsthe utilit y of
the correct predictions, causing the overall utilit y to be neg-
ative. In contrast, Classifier wasable to correctly identify
a large percertage of the spam emails in all cases,and its
accuracy on non-spam emails was also quite high.

To help in interpreting these results, we report the num-
bers of false negatives and false positivesfor the Ling-Spam
dataset in Table 3. We obserwe that as the misclassi ca-
tion penalty for non-spam increases,fewer non-spam emails
are classi ed incorrectly, but naturally more spam emails
are misclassi ed as non-spam. Notice that the adversarial
classi er never producesfalse positives (except for the SYN
scenariowith Uc(+;-) = 10). As aresult, its average utilit y
stays approximately constant even when Uc(+;-) changes
by two orders of magnitude. An interesting obsenation is
that Adversar y's manipulations can actually help Classi-
fier to reducethe number of false positives. This is because
Adversar y is unlikely to send a spam mail unaltered, and
as a result many non-spam emails which were previously

We also compared the running times of our algorithms
for the three scenarios, for both the adversary and classi-
er strategies. For both AW and SYN models, the aver-
age running times were lessthan 5 ms per email. For AL,
the average running time of the classi er strategy was less
than 5 ms per mail while the running time of the adversary
strategy was around 500 ms per email. The adversary run-
ning time for AW was small becauseone can use a simple
greedy algorithm to implement the adversary strategy. In
the SYN model, the seard spaceis small becausethere are
few synonyms per word. Hencethe time taken by both algo-
rithms is small. However, in the AL model, when the LO ¢ of
emails was high (> 50), the adversary took longer. On the
other hand, the adversarial classi er, after using the pruning
strategies, had to consider very few instances and these had
small LO¢c. Henceits running time was quite small. From
the experiments we can conclude that in practice we can
use the pruning strategies for Adversar y and Classifier
to reduce the seard spaceand time without compromising
accuracy.

To simulate the e ects of non-adversarial concept drift (a
reality in spam and many other adversarial domains), we
also tried classifying the mails in the Email-data set using
NB and AC trained on the Ling-Spam data. As the fre-
qguencies of spam and non-spam mails are dierent in the
two datasets, we ran the classi ers without considering the
classpriors. For both algorithms, the results obtained were
only marginally worsethan the results obtained by training
on the Email-data set itself, demonstrating the robustness
of the algorithms.

6.3 RepeatedGame

In Sections 4 and 5 we discussedone round of the game
that goeson between Ad versar y and Classifier . It con-
sists of one ply of Adversar y in which it nds the best
strategy to fool Classifier and then one ply of Classifier
to adapt to it. Both parties can contin ue playing this game.
However, Classifier is no longer using a simple naive Bayes
algorithm. In these experiments, we make the simplifying
assumption that Adversar y continuesto model the classi-
er as Naive Bayes, and usesthe techniques that we have
developed for Naive Bayes.

At the end of eath round, Adversar y learns a Naive
Bayes classi er based on the outputs of the actual classi-
er that Classifier is using in that round. We denote
the classi er used by Classifier inround i 1by Ci 1.



Let NB; 1 bethe classier that Adversar y learns from it.
Then Ai(x) is de ned asthe optimal adversary strategy (as
in Algorithm 2) to fool NB; ; instead of the original NB
learned on S. The data coming from Adversar y in round
i is A; applied to the original test data to produce T, i.e.,
Ti = Ai(T). Classifier usesAlgorithm 3 basedon NB; 1
to classify Ti, i.e., Y; = G(Ti). The key insight is that a
new naive Bayesmodel N B; can be trained on (T;;Y;) and
that can serve asthe \ Classifier " for the next round. We
compared the performance of N B; with that of G and found
them to be very similar, justifying our assumption, as Ad-
versar y is not reacting to a \crippled" Classifier but to
one which performs almost as well as the \optimal" Clas-

sifier . This procedure can then repeated for an arbitrary

number of rounds.

Figure 3 shows the results of this experiment on the Ling-
Spam dataset for the AW scenario. The X-axis is round i
of the game, and the Y-axis is the average utilit y obtained
by Y; (the i™ adversary-aware classi er). The graphs also
show the average utilit y obtained by NB; 1(T;), to demon-
strate the e ect of using an adversary-aware classi er at eacth
round.

In all rounds of the game, Classifier  using the adversary-
aware strategy performs signi cantly better than the plain
naive Bayes. As expected, the di erence is highest when the
penalty for misclassifying non-spam is 1000. Furthermore,
in this scenarioClassifier and Adversar y never reach an
equilibrium, and utilit y alternates betweentwo values. This
is surprising at rst glance, but a closer examination eluci-
dates the reason. In the AW scenario, Ad versar y can only
add words. Sothe only way of tampering with an instance
is to add \good" words with very low (negative) LO ¢ (based
on NB; 1 in the ith round). Let the top few \good" words
be GW; ;. These would have a high frequency of occur-
rencein spam mails of T;. When N B; is learned on (Ti;Y;)
these words no longer have a low LO ¢ and henceare not in
GW;. Thus, Ai:1 ignores these words, making them have
a high LOc in NBj+1 and bein GW;.1 ! This phenomenon
causesLO ¢ valuesfor a word to oscillate, giving rise to the
periodic average utilit y in Fig. 3.

" AC(10) ——
AC(100) ——
AC(1000) ——
NB(10) -
NB(100) -------
NB(lOOO) .............
2 1
5
%
Z O05f
0F T i
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0 2 4 6 8 10 12 14

Round

Figure 3: Utilit y of naiv e Bayes and the adv ersarial
classier for a repeated game in the AW scenario
and Ling-Spam dataset. The number in paren theses
is Uc (+,-).

7. FUTURE WORK

This paper is only the rst stepin a potentially very rich
researd direction. The next stepsinclude:

Rep eated games. In reality, Adversar y and Classifier
never ceaseto evolve against each other. Thus, we need
to nd the optimal strategy A° for Adversar y taking
into accourt that an adversarial classi er C(A(x)) is be-
ing used, then nd the optimal strategy for Classifier
taking A°into accourt, and so on inde nitely . To what
extent this can be done analytically is a key open ques-
tion.

Theory . We would like to answer questions like: What are
the most general conditions under which adversarial clas-
si cation problems have Nash or correlated equilibria? If
so, what form do they take, and are there caseswhere
they can be computed e cien tly? Under what condi-
tions do repeated games converge to these equilibria?
Etc.

Incomplete information.  When Classifier and Ad ver-
sary do not know ead other's parameters, and Ad ver-
sary doesnot know the exact form of the classi er, addi-
tional learning needsto occur, and the optimal strategies
needto be made robust to imprecise knowledge.

Appro ximately optimal strategies. When nding the
optimal strategy is too computationally expensive, ap-
proximate solutions and weaker notions of optimalit y be-
come necessary Also, real-world adversaries will often
act suboptimally , and it would be good to take this into
accourt.

Generalization to other classiers. Wewould liketo ex-
tend the ideas in this paper to classiers like decision
trees, nearest neighbor, support vector machines, etc.

Interaction with humans. Becauseadversariesare resour-
ceful and unpredictable, adversarial classiers will al-
ways require regular human intervention. The goal is
to make this as easyand productiv e as possible. For ex-
ample, extending the framework to allow new features
to be added at ead round of the game could be a good
way to combine human and automatic re nement of the
classi er.

Multiple adv ersaries. Classi cation gamesare often played
against more than one adversary at a time (e.g., mul-
tiple spammers, intruders, fraud perpetrators, terrorist
groups, etc.). Handling this caseis a natural but non-
trivial extension of our framework.

Varian ts of the problem. Our problem de nition doesnot
t all classication games,but it could be extended ap-
propriately . For example, adversariesmay produce inno-
cert aswell asmalicious instances, they may deliberately
seekto make the classi er produce false positives, detec-
tion of some malicious instances may deter them from
producing more, etc.

Other domains and tasks. We would like to apply ad-
versarial classi ers to computer intrusion detection, fraud
detection, face recognition, etc., and to develop adver-
sarial extensionsto related data mining tasks (e.g., ad-
versarial ranking for seard engines).



8. CONCLUSION

In domains ranging from spam detection to counter-terror-
ism, classi ers have to contend with adversariesmanipulat-
ing the data to produce false negatives. This paper formal-
izes the problem and extends the naive Bayes classi er to
optimally detect and reclassify tainted instances, by taking
into accourt the adversary's optimal feature-changing strat-
egy. When applied to spam detection in a variety of sce-
narios, this approach consistertly outperforms the standard
naive Bayes, sometimesby a large margin. Researd in this
direction has the potential to produce KDD systems that
are more robust to adversary manipulations and require less
human intervention to keepup with them.
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