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Abstract

This paper presents the confounding socket, a mecha-
nism that makes real-time flow classification compu-
tationally infeasible by masking the protocol struc-
ture of any application’s network traffic. Current
commercial QoS systems rely on well-known appli-
cation characteristics such as port ranges and proto-
col characteristics to provide admission control. The
confounding socket invalidates these criteria by en-
crypting all network traffic beginning with an im-
plicit and unrecognizable key exchange phase. Ex-
periments suggest that translated traffic is effectively
random. These results demonstrate a fundamental
weakness in current QoS flow classification methods.

1 Introduction

Demand for internet quality of service (QoS) has been
growing rapidly in recent years, especially at the net-
work boundary of large organizations. Such orga-
nizations often have an internet link responsible for
servicing hundreds or even thousands of internal net-
work nodes. Network administrators are tasked with
meeting the bandwidth and latency requirements of
critical network services. Recent, explosive growth
of bandwidth hungry peer-to-peer applications has
made this especially difficult [5, 18].

One method of providing QoS is resource reser-
vation based on admission control, which excludes
or controls the behavior of certain flows when the
network becomes overloaded. To provide meaningful
admission control, the network must first know some-
thing about the traffic characteristics of a particular
flow. The internet currently provides no admission
control and only one class of “best-effort” service for
all traffic. Because of this, most commercial QoS de-
vices are found at the boundary between the internet
and the private local networks of large organizations.

Admission control for these devices is based on clas-
sification of network flows by protocol and the dis-
cretion of system administrators, who define traffic
classes for identified protocols.

Admission control on the network boundary has
advanced with the continued efforts of peer-to-peer
software groups to avoid protocol identification and
associated bandwidth shaping. This is most clear
in the transition from the centralized index search
model of Napster [15] to the decentralized, broad-
cast flood search of the Gnutella network [8]. Clas-
sifying Napster traffic is trivial because of its use of
a well-known port and central database host. The
Gnutella network, however, is designed specifically
to eliminate both port and host dependencies. This
model has been reproduced in several other mod-
ern peer-to-peer networks [10, 14, 4]. The popularity
of these new networks has driven administrators to
adopt new QoS systems that identify traffic at the
protocol, or layer 7, level of the OSI network model.
These devices first examine raw network traffic to
identify a flow, and then use low-level TCP flow con-
trol mechanisms to adjust the rate of data transfer.
Such systems include Packeteer’s PacketShaper [17],
Cisco’s Network-Based Application Recognition [3],
and Sitara Networks QoSWorks [16].

Our goal is to explore the long-term viability of
this type of traffic analysis as a means to identify
network flows in spite of direct circumvention efforts
by bandwidth intensive services. The effectiveness
of current boundary QoS devices relies on each ven-
dor’s ability to develop deterministic identifiers for
any network flow that might require guaranteed or
restricted resource allocation. We present the con-
founding socket, a translation layer capable of mask-
ing the protocol structure of any TCP flow. This
technique represents a weakness in current layer 7
traffic analysis that will eventually cripple its ability
to function as a basis for providing QoS.
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The remainder of this paper is organized as follows.
We examine related literature in Section 2. In Section
3, we detail the translation process of the confound-
ing socket and analyze its resistance to identification.
In Section 4, we apply our technique to the Limewire
[11] Gnutella servent1 and examine its effects. Sec-
tion 5 explores the social and technological implica-
tions of our technique. Section 6 suggests possibilities
for future research and applications. Finally, Section
7 summarizes the significance of this paper.

2 Related work

The problems of deterministic flow identification have
received little attention in literature. This is likely
due to its very recent explosion in use to combat
peer-to-peer bandwidth consumption. Relevant anal-
ysis has focused on methods of identifying flow needs
by observing traffic properties rather than protocol
structure. For examples of this technique, see [7, 2].

The need for admission control and the implica-
tions of implicitly supplied service were treated by
Shenker in [20]. Particularly, he speculated that
the inclusion of application specific knowledge at the
router level would inhibit development of new ap-
plications. We further build on this idea in Section
5. The use of the confounding socket by unbounded
bandwidth consumers such as peer-to-peer applica-
tions will force administrators to give all unidentified
traffic identical, low priority service. This forces new
applications to handle poor service until flow identi-
fiers are developed for their particular protocol.

3 The Confounding Socket

Our goal of concealing structure immediately sug-
gests the use of key-based encryption of some sort
such as TLS [6]. However, classic methods of provid-
ing encrypted network transport have key exchange
phases that are well defined and provide a means for
identification during the connection buildup phase.
What is called for, then, is a method of handshak-
ing an encrypted connection and performing key ex-
change that cannot be recognized by an intermediary
with unrestricted access to network traffic, but is rec-
ognizable by each endpoint.

Our approach is to use an implicitly exchanged ses-
sion key. Each peer shares an identical pool of cipher

1Peer-to-peer applications are often referred to as servents
because they function as both server and client.

keys of size N . These keys are public and distributed
with the application. Prior to creating an outgoing
connection, a session key is chosen at random from
the shared pool to be used throughout the entire con-
nection. A specific hello message and random in-
teger are encrypted with this key and immediately
sent to the remote host upon successful TCP connec-
tion. The remote host then attempts to decrypt the
message using each key in the shared pool. When a
decryption attempt is made that reveals the specific
hello message at the expected location, both peers
know the session key. This process is further detailed
in Figure 1.

Once handshaking is complete, all subsequent traf-
fic is encrypted using the session key. Every packet is
preceded by a header packet, also encrypted with the
session key, which contains the following packet’s size
and a random integer to salt the header. Although
this technique is applicable to any keyed encryption
method, our implementation uses RC4 so that the
end of an encrypted packet can be determined during
buffered reading using provided sizing information,
as encrypted RC4 traffic is identical in length to its
associated plain-text. We include another random in-
teger with each message’s content portion to salt the
encrypted data and force decryption to recover pro-
tocol structure. Otherwise, pattern-matching identi-
fication would be effective by matching against the N
well known structures arising from each of the session
keys. Also, each output buffer flush must be divided
into at least two randomly sized portions so as to
avoid recognition by packet size if a protocol repeat-
edly uses fixed size control messages. For a more in-
formation on confounding translation, see Appendix
A.

Observe that the session key has never been ex-
plicitly transferred during connection buildup. To
recover the session key, the bandwidth shaping device
would have to perform the same linear key search as
each endpoint. The main observation here is that the
collective computing power of all the intranet peers
outweighs the computing power of the gateway de-
vice. Further, the identification problem at the net-
work edge is compounded by the uncertainty of which
flows are attempting to use the confounding transla-
tion technique. Flow identifiers exist for only a small
subset of all network applications. However, in order
to check for a flow employing confounding transla-
tion, all flows that do not have predefined identifiers
would have to be checked with each potential ses-
sion key. Peers have the advantage of knowing which
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Host A Host B

connect(B)
Key k = selectRandomKey(pool)

Message m = encryptHello(k)
send(m, B)

receiveHelloResponse(B)

Shared key
pool

accept(A)
receiveHello(m)
for( all keys k ) {
    if( validHello(decrypt(m, k)) )
        sendHelloResponse(A)
}

Figure 1: The implicit key exchange during connection buildup

connections they intend or expect to use confounding
translation.

Although confounding translation does not provide
long-term security by any means, as the shared key
pool is public, recall that a confounding flow need
only circumvent real-time flow identification. Be-
cause a bandwidth shaping device is generally respon-
sible for serving many hosts, so long as the shared
key pool is large enough and network activity is high
enough, checking for confounding streams will be
computationally infeasible. Also, in order to scale
with increasing computation power of shaping de-
vices, application developers need only increase the
size of the shared key pool.

4 A case study: Gnutella

4.1 Motivation

Because the performance and size overhead of the
confounding socket depends greatly on the type of
traffic it is transmitting, theoretical analysis is inef-
fective. We evaluate the performance of our tech-
nique empirically within the context of the Gnutella
overlay network. Gnutella was arguably the first de-
centralized file-sharing network to gain wide popular-
ity, particularly after the collapse of the Napster net-
work. The scalability problems of the initial Gnutella
protocol are well documented [19], generally making
it one of the most restricted file-sharing protocols.

Unquestionably, peer-to-peer applications have the
most incentive to adopt the confounding socket, as
they are certainly the most affected by bandwidth
shaping. Also, their popularity is dependent on a
large user base of high-speed peers, often found at
universities, to provide the majority of network ac-

cessible files [1]. However, it is precisely these peers
that are generally subject to the most stringent band-
width controls.

Peer-to-peer networks are also relatively easy to
migrate to alternate transport methods because of
their structure. In order to search a Gnutella net-
work, or most peer-to-peer networks in general, a
client need only be connected to one host. Consider a
Gnutella network consisting of both confounding and
normal peers where confounding peers can communi-
cate with both types. We term such peers gateway
nodes, as they provide a connection path for con-
founding peers unable to connect to normal hosts.
Peers restricted by layer 7 throttling or blocking can
use the searching and routing infrastructure of the
entire network via gateway nodes to locate other con-
founding nodes. This observation suggests a practical
migration scheme for any overlay network to move to
the confounding socket.

4.2 Simulation methodology

We conducted our analysis on a modified Limewire
[11] servent because it is the most actively devel-
oped open-source Gnutella client that implements the
enhancements to the protocol made by the develop-
ment community since the introduction of the orig-
inal servent. The confounding socket sits between
Limewire’s connection and server classes and the un-
derlying Java socket interface. This implementation
made integration with Limewire simple, requiring the
alteration of only socket and server socket creation
code. The remaining confounding translation pro-
cesses is entirely transparent to the application code.

To precisely compare the confounding socket to
normal transport, exact Gnutella traffic was neces-
sary. We used Holger Luemkemann’s Gnutellasim
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Message type Frequency
Query request 60%
Query response 25%
Ping reply 10%
Ping 5%
Push request <1%

Table 1: Message frequencies

Top hosts Percent of total
1% 37%
5% 70%
10% 87%
15% 97%
20% 98%

Table 2: Sharing rate

utility [12] to crawl the real network and collect
hosts, shared files, and queries. This utility uses the
Limewire core for network connectivity, and its be-
havior as a servent is identical. These output files
were then used to model a virtual Gnutella network
using both the confounding transport output streams
and normal, pass-through output. Protocol messages
were generated according to the average frequencies
gathered by the crawler (see Table 1). Push requests
occurred so infrequently that they had no impact on
our analysis, so we ignored them during traffic gen-
eration. Also, files were distributed among the sim-
ulated hosts according to the sharing statistics gath-
ered by Adar and Huberman [1] (shown in Table 2).

4.3 Results

Our traffic generation trial produced 46,944 mes-
sages. The difference in raw traffic data size be-
tween confounded and normal transit was 1,098,924
bytes. Limewire output has two phases after connec-
tion buildup. First, the Gnutella header is written to
the output stream and then the associated payload,
with the exception of the ping message that contains
no payload. Confounding sockets incur an overhead
of 12 bytes per output write. The difference is ac-
counted for by presuming all messages to incur 24
bytes of overhead for the two phased write and sub-
tracting the nonexistent payload overhead of 2,311
ping messages. 46944 ∗ 24 − 2311 ∗ 12 = 1098924.
The confounding connection buildup also adds 169
bytes of additional overhead.

Also, we tested CPU utilization by transferring
large files among hosts in a local Gnutella network.
In a five node fully connected network, each 733MHz
Pentium III client exhibited bandwidth bounded net-
work transfer on a full duplex 10-megabit ethernet
network. RC4 key strength was 192 bits. Proces-
sor utilization never exceeded 50%, suggesting that
confounding transfer is feasible on recent commodity

hardware. Further, simulation on a 10-megabit link is
conservative, as the confounding socket is most likely
to be used across WAN links that rarely approach
LAN bandwidth availability.

The confounding socket intends to mask proto-
col structure. A reasonable metric for judging its
success is randomness. In other words, if a stream
has no structure, it should pass tests for random-
ness. We employed Marsaglia’s well-known Diehard
battery of tests for randomness [13] to analyze out-
put from our traffic generator. As expected, nor-
mal Gnutella traffic unequivocally fails all of the
performed tests. Confounded traffic, however, per-
forms well enough to be considered a reasonable ran-
dom generator. Our confounded sample contained
13,155,875 bytes of traffic and passed the series.
(See http://www.cs.duq.edu/∼piatek/qos/random/
for the results of the Diehard tests.)

5 Implications

Given the tendency of peer-to-peer developers to
rapidly adopt any change that will improve user
participation or circumvent bandwidth controls,
widespread use of the confounding socket seems cer-
tain, at least among these types of applications. More
fundamentally, this adoption will emphasize the ba-
sic vulnerability in flow identification represented by
our technique. A posteriori flow classification is fun-
damentally flawed. The prolific exploitation of this
weakness will create a massive surge in unidentified
bandwidth consumption. We consider four possible
solutions to this problem.

First, network administrators may simply change
their QoS policies to place all unidentifiable flows in
a low priority traffic class. This will certainly solve
the immediate bandwidth usage problem, but it will
do so at the cost of user satisfaction. Current poli-
cies generally rely on large bandwidth consumers be-
ing readily identifiable, allowing for targeted control.
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Identification mechanisms need only be developed for
such applications, leaving all other network traffic to
fall into the unidentified and often best-effort class of
service that generally takes up little bandwidth. No-
tice that placing large bandwidth consumers in the
same traffic class forces small consumers to compete
equally with large, resulting in poor or unusable per-
formance for former. The solution to this subsequent
problem that is possible within the capabilities of ex-
isting architecture is to develop bandwidth identifiers
for all network protocols, a daunting and boundless
task. This would provide implicit identification of
protocols hiding beneath the confounding socket by
excluding all others.

Another solution involves changing network archi-
tecture. Consider an example of a university’s res-
idential bandwidth management. Rather than pro-
vide service guarantees to specific services, guaran-
tees can be made on the basis of connection location
by subnetting residential, faculty, and research hosts
and giving specific subnets a guaranteed share of re-
sources. Certainly this would provide different tiers
of service to specific users. However, within each of
the widely allocated traffic classes, behavior is still
best effort. More acute service policies may be de-
sired or required.

Third, outside the realm of technical methods,
pricing mechanisms are becoming common. Tiered
pricing, in which users are monitored for total band-
width use regardless of type, is gaining popularity
in the commercial ISP community to deter waste-
ful use [9]. However, this solution only makes sense
when network access can be tied to specific users. On
shared corporate machines or in a common use lab,
attributing traffic use to specific users is much more
difficult.

It is worth mentioning that the three aforemen-
tioned solutions all stray from the fundamental goals
of QoS because they do not solve the problem of dif-
ferentiating services directly. A final and ideal so-
lution is to restore service differentiation either by
developing a method to identify confounding socket
traffic or by classifying network traffic in an untrusted
network environment some other way. This list of
possibilities represents our observations and is by no
means exhaustive. More research in this area is re-
quired.

6 Future work

This paper establishes the confounding socket as
thoroughly resistant to current deterministic classifi-
cation methods. However, the very randomness that
precludes deterministic identifiers may serve as an ef-
fective probabilistic one. If confounded traffic is the
only type that appears completely random, it can
be implicitly identified without computationally ex-
pensive decryption. Empirical evaluations are needed
to determine if other types of network flows appear
random and if evaluation of flow randomness at the
network boundary is computationally feasible.

We demonstrated Gnutella as an example network
that could be gradually migrated to use the confound-
ing socket. There are several other overlay networks
that could benefit from implementing confounding
transport. The Freenet project [4] has made peer
anonymity a design goal. While the current proto-
col conceals the file exchange process, our technique
offers a method for avoiding real-time ability to de-
termine if a user is even running a Freenet peer. Also,
because object exchange is facilitated through the
overlay network rather than by the direct connec-
tion of two peers, a single peer serving as a gateway
node would offer file and routing access to the en-
tire Freenet network. Gnutella gateway nodes expose
the entire network’s routing ability, but allow file ex-
change only with other peers employing confounding
transport.

7 Conclusions

The recent and rapid growth in popularity of peer-
to-peer applications has dramatically increased the
demand for bandwidth at the network boundaries of
large organizations. Rather than attempt to counter
this demand by purchasing more resources, many ad-
ministrators have elected to use QoS devices employ-
ing layer 7 protocol analysis to control resource use
by deterministically identifying bandwidth intensive
protocols.

This paper establishes the confounding socket as
a viable and practical means of obscuring protocol
structure via encryption by eliminating the connec-
tion buildup phase of existing encryption protocols.
Our method produces effectively random data, is eas-
ily implemented, and scales well against brute force
efforts to recover structure. This technique repre-
sents a fundamental flaw in existing layer 7 analy-
sis. Future research in statistical and other methods
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of identification may provide insight into the issues
raised here.

In conclusion, the confounding socket invalidates
current wisdom regarding flow classification. Deter-
ministic protocol identification is not always possible.
Practically, this weakness represents a profound need
for new methods of classifying flows as it surely will
be exploited by protocols with incentive to circum-
vent bandwidth controls.
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A Implementation

Implementing confounding transfer is fairly straight-
forward and best described using the following pseu-
docode. Data transfer methods are described below.
Connection buildup is described in Figure 1.

Listing 1: Data output method
wr i t e ( Buf f e r inputData , i n t l ength ) {

Buf f e r t r a f f i c

append length to t r a f f i c
append random in t e g e r to t r a f f i c

encrypt f i r s t 8 bytes o f t r a f f i c

append random in t e g e r to t r a f f i c
append input data to t r a f f i c
encrypt t r a f f i c f o l l ow i ng header

i n t breakPoint = random in t e g e r
between 0 and t r a f f i c s i z e

wr i t e f i r s t breakPoint bytes o f
t r a f f i c to network
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f l u s h network output bu f f e r

wr i t e remaining bytes o f t r a f f i c
to network

f l u s h network output bu f f e r
}

Because incoming data must be decrypted in
blocks, we must maintain an input buffer which is
filled whenever necessary.

Listing 2: Data input method
read ( i n t n ) {

Buf f e r inputData
whi l e ( i n t e r n a l bu f f e r s i z e < n)

c a l l f i l l B u f f e r

inputData = ex t r a c t n bytes from
i n t e r n a l bu f f e r from bu f f e r
s t a r t

re turn inputData
}

Listing 3: Buffer management method
f i l l B u f f e r ( ) {

i n t dataRead
Buf f e r s i z ingByte s , messageBytes

read 8 bytes from network
to s i z i ngByt e s

decrypt a l l o f s i z i ngByt e s

i n t dataS i ze = f i r s t 4 bytes o f
s i z i ngByt e s

read dataS ize + 4 bytes from
network to messageBytes

decrypt a l l o f messageBytes

add messageBytes from o f f s e t
4 to the i n t e r n a l bu f f e r

}
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