Measurement-based Characterization of 802.11 in a
Hotspot Setting

Maya Rodrig  Charles Reis

Ratul Mahajan

David Wetherall John Zahorjan

University of Washington
rodrig,creis,ratul,djw,zahorjan @cs.washington.edu

Abstract — Weanalyzewirelessmeasurementskenduring
the SIGCOMM 2004 conferenceto understanchow well 802.11
operatesn realdeployments.We nd thattheoverheadf 802.11is
high, with only 40%of thetransmissiortime spentin sendingorig-
inal data. Most of the remainingtime is consumedy retransmis-
sionsdueto paclet lossesthat are causedby both contentionand
transmissiorerrors. Our analysisalso shavs that wirelessnodes
adapttheir transmissiorrateswith an extremely high frequeng.
We commenton the dif culties andopportunitiesof working with
wirelesstracesyatherthanthewired tracesof wirelessactivity that
arepresentlymorecommon.

Categoriesand Subject Descriptors:
C.2.m[ComputerCommunicatiorNetworks]: Miscellaneous

General Terms, Measurement

Keywords: Wirelessnetworks,802.11,measurement

1. INTRODUCTION

WiFi networks basedon the 802.11a/b/care rapidly becoming
penasive. This makesit importantto understandhon well the ba-
sic wirelessprotocolswork in real settingsthat are repletewith
compleities suchasasymmetricconnectiity andclient diversity.
Surprisingly thereis very little informationavailableto make such
determinationsThe vastmajority of earliertracestudiesfocuson
the characteristicef usersessionssuchasdurationandmobility,
ratherthan on the workings of 802.11. Moreover, thesestudies
are overwhelminglybasedon tracestaken on wired sggmentsad-
jacentto APs andperiodic SNMP queriesof AP MIBs. They do
not recordwhat was obsered “in the air”, and necessarilyomit
(or gatherat a coarsegranularity)key 802.11PHY andMAC in-
formation, eg., transmissiorrates,signal strengths,and 802.11
retransmissionsgswell ascontrolandmanagemertrafc.

In this paperwe reporton apreliminarystudyof wirelesstraces
gatheredduring the SIGCOMM 2004 conference.We captureda
comprehense recordof network actiity, totaling 70 GB of full
paclet wirelesstraces,divided over ve days, ve locations,and
threechannels Eachchannelwasrecordedat all locationsto pro-
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vide a view of spatialdiversity andour tracesinclude PHY and
MAC information. We also capturedtrafc from the wired seg-
mentbetweenthe APs andthe Internet. We arein the processof
anorymizing our tracesto make thempublicly available.

Ourgoalis to understandiow well the 802.11protocolsoperate
in this setting.An analysisof a subsebf our tracesshaws that:

1. The overheadof 802.11is high. Only 40% of the overall
transmissiortime is spentsendingoriginal datapaclets. Most of
theremainingtransmissiortime is spenton retransmission§35%),
acknavledgement$15%),andmanagemertrafc (10%).

2. Retransmissionarecommon,accountingor 28%of all data
transmissionand46%of datatransmissionime. We nd evidence
thattheseoccurdueto lossesausedy bothcontention(competing
transmissionsandwirelesstransmissiorerrors(signalstrength).

3. Switchesin client transmissiorratesare the commoncase
ratherthantheexception:in mostcasenly oneor two framesare
sentbetweerrateswitches.Most of the transmissiortime is spent
sendingbits at 1 Mbps, the lowestrate. Contentionlosseshave
interestingconsequencef®r 802.11transmissiorrate adaptation:
switchingto alower rateis notonly unnecessarut will alsomalke
themediumbusier

Thevalueof working with wirelesstracess evidentin thatnone
of the analyseghat supportthe ndings above could have been
performedwith the combinationof wired tracesand SNMP statis-
tics. Nonethelessye believe our analysisto dateis the “tip of the
icebeg” in termsof whatinformationcanbe extractedfrom these
traces. For instance,in the nearfuture, we intendto investigate
spatialdiversityandreuse.

A key dif culty in working with wirelesstracesis thatthey are
inherentlyincompleteandprovide a view thatdiffersfrom that of
theclientsand APs. Nonethelessye areableto drav usefulinfer-
encedrom them,e.g.,estimatingthe utilization at an AP from the
pacletsseenby our nearbymonitor We believe thatthereis signif-
icantpotentialfor arichersetof wirelessinferencetechniques.

In thefollowing sectionswe describeourtraceervironmentand
thenpresentnitial analyse®f theutilization,overheadretransmis-
sionsandrateadaptation.We thencontrastour work with related
efforts andconcludewith a discussiorof our experiencesvorking
with wirelesstraces.

2. TRACE ENVIRONMENT

Ourtraceervironmentis the openwirelessnetwork providedto
roughly 550 participantsvho attendedhe SIGCOMM conference
in Portland Oregonfrom 8/30/04to 9/03/04.We view this aschar
acteristicof a large andbusy hotspotsetting. The conferenceook
placein ahotelwith alayoutdepictedin Figurel. A wirelessnet-
work comprisedof 5 APswassetup for the conferencepperating



Figure 1: The wirelessnetwork and monitor machinesat the
conference.Ballr oomhostedthe main conferenceand had only
limited wir elessacces®on the back and left. Parlor actedasthe
terminal roomand wasmostactive. Galleria hostedworkshops
and poster sessionsThe boxesrepresentthe rough locations of
the ve APsand the circlesrepresentthe roughlocationsof the

ve wir elessmonitors. Of the ve APs, A, C, and E operated
on channell, B on channel11 and D on channel 8. All of our
monitors listened passively on all thr eechannels.

in 802.11bmodé onchanneld, 8 and11 (eventhoughchannels
and11 arenot orthogonal).Internetconnectity wasprovided by
four separatd®SL accessines.

The analysispresentedn this paperis basedon only a small
portionof theoveralltrace:theheader®f correctlyreceved802.11
framesgatherecby Monitor 1 on Channell for the active part of
TuesdayAugust31,2004.

2.1 Trace Collection

We monitoredthe activity onthewirelessnetwork in two ways.
The rst methodwaswirelessmonitors.We placed ve PCs,each
with threeNetgeatWAG311wirelessadaptersnearthe APs. Each
monitorlistenedon all threeactive channelsusingexternalanten-
naswhich we placedat leasta foot apartfrom eachotherto avoid
interference. Multiple monitorswerewithin the rangeof eachAP
to provide informationon the spatialdiversity of transmissiorand
reception.

Weloggedall obseredactiity usingtcpdump capturinggd02.11
controlandmanagemenpacletsaswell asdatapacletsandwrit-
ing completepacletsto disk. The PHY informationincludesare-
ceive signal strengthindicator (RSSI) and the transmissiorrate.
The MAC informationis the entire802.11frameheademandCRC.
We also customizedour MADWiFi driver to log receptionerrors
that provide information on periodswhentransmissionsvere de-
tectedbut not correctlydecoded.

Thesecondnonitoringmethodwastraditionalwired tracescol-
lected using tcpdumpon the network segment connectedo the
APs. This providesa view of pacletsexchangedetweerthe APs
andthelInternet.

1Someof the APswerecapableof operatingn 802.11gmode,but
we primarily obsered 802.11bratesandsaw only 1,2,5.5and11
Mbpsrateslistedon beacorframes.

2\Wetook carehereasresearchersave reportednterferencecross
orthogonathannelglueto hardwareimplementatiorstrateies[8].

TotalFrames 12 million

Total Bits 2.0GB

Total Airtime 2.4hours(20.9%of period)
Numberof distinctclients 377

Periodof trace 11.5hours

Table 1: Summary of trace on Monitor 1, Channel 1, for the
active part (8:00am-7:30pm)of Aug. 31,2004.

2.2 Trace Limitations

Onelimitation thatwasbeyondourcontrolis thatthe SIGCOMM
network washamperedy intermittentusability problems.We un-
derstandthat theseproblemsstemmedrom the DHCP and DNS
con gurationsandcausednternetconnectity to becomeunavail-
ableto someclients. For this reasonwe do not focuson charac-
teristicsof client andusersessionsasthey may be arti cial. We
believe thattheseproblemsdo not affect 802.11behaior, e.g., the
useof varioustransmissiorratesand signal strengths ptherthan
lowering the load on the network. Thus,expecta pool of usersof
comparablesize to placeslightly greaterdemandson a smoothly
operatingwirelesshotspot.

A secondlimitation is that the different APs were assignedo
logically differentnetworks (with differentSSIDs),suchthatusers
or their operatingsystemsselectecbne AP for connectiity. Thus
we cannotstudyclientstratgiesfor switchingto thebestAP within
anetwork.

3. UTILIZA TION

We begin by analyzinghow heavily thewirelessnetwork is used.
Table 1 gives summarystatisticsfor the portion of the tracewe
focuson in this paper In the table, Framescountscorrectly de-
coded802.11transmissionsf all kinds,Bitsincludes302.11IMAC
headersaandhigherlayers,and Airtime coversPHY transmissions
(preambleand PLCP)aswell asBits. Thetracerecordsusageby
the majority of the conferenceparticipants,judging by the num-
ber of distinct clients. It capturesl.6 GB of downstreamtraf ¢
(from the APsto clients)and0.4 GB of upstreantrafc. This cor
respondgo a long-termaveragedatarate over the wirelesslink of
roughly380Kbps. Therewasalsoavery smallamount(25MB) of
non-SIGCOMMwirelesstraf c.

A key problemin working with wirelesstracesis thatthey are
inherentlyincomplete, missing paclets that were sentby clients
or APsbut not correctlyreceved by our monitor, eventhoughit is
adjacento theAP. In fact,ourmonitorgenerate®.9million recep-
tion erroreventscomparedo 12 million correctlydecodedrames.
To accounfor this potentiallossof information,we developedsim-
ple techniquesasedon 802.11protocol behaior to analyzeour
trace for monitor loss. The 802.11MAC sequenceiumberson
paclet sentfrom the AP arenormally consecutie. By observing
gapsin thesesequenc@umberswe estimatehatwe obsere 96%
of AP to client transmissions.Similarly, (non-broadcastpaclets
sentto the AP by clientsareACKedby the AP. By matchingACKs
to transmissionswe estimatethat we obsere 75% of the client
transmission®ut of thosethatwere correctlydecodedy the AP.
Thisimpliesthatthestatisticsabove alreadyrepresentoughly90%
of thetransmittedFramesandBits.

To betterunderstandetwork load, we shav how it variesover
time in Figure2. Here,we selectedAirtime asthe mostsuitable
measurdor corveying load. Thisis because\irtime allows trans-
missionsat differentratesto be combinedn a meaningfulway (in-
cludinglow rate headersaandhigh rate data),whereag~ramesand
Bits do not. (We will seeconsiderableatevariationin later sec-
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Figure 2: Airtime utilization over time. The binning interval is
oneminute.
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Figure 3: Cumulative distrib ution of activity per minute.

tions.) Notethatthis graphgivesalowerboundonthetime thatthe
mediumaroundthe monitorwasbusy. It doesnot includeframes
lost by our monitor and omits somesmall PHY layer overheads,
suchasforceddelaydueto thecontentiorwindow, whichwe could
notreadily consider

We seeboth heavily andlightly loadedperiods,evenwith aone
minuteaveragingntenal, andsigni cant variability throughouthe
day This is consistentwith the resultsof Yeo et al. [11], which
shaw high variability in actvity in anacademiaepartmens wire-
lessnetwork. The patternsevident in usagetendto correspond
to eventsin the conferencegrogram. For example,thereis a no-
ticeabledrop over lunch,thoughactiity remainechigh duringthe
keynoteandtalksdespitethelack of APsin theballroomwherethe
talks weregiven. We alsoobsered high night-time activity (until
aroundl am)on somenights.

To seethedifferencedetweerFramesBits andAirtime asmea-
suresof utilization, we computedtheir cumulative distributions.
This is shawvn in Figure3. To t all threemeasure®n onescale,
the -axisvalueshave beennormalizedto thefraction of the max-
imum actiity obseredin anintenval. In all casesa smallportion
of thetracetime containghetop third of theloads.Bits is themost
skewed measurewith half of the traceminuteshaving low loads
of around10% or lessof the maximum,andlessthan 10% of the
traceminuteshaving loadsabore 40% of the maximum. Frames
is amuch atter distribution, with morethan 90% of the minutes
roughly uniformly spreadup to 60% of the maximumload. Air-
time falls betweenthe othermeasures Theseresultssuggesthat
FramespBits andAirtime arenotinterchangeablmeasuresf load
evenwhenaveragedver smallintervals suchasa minute.

Frame type Airtime Bits Frames Avg. Rate
and subtype (secs) (MB) (1000s) (Mbps)
Data 6802 1884 5540 6.46
Originals 3616 1276 3988 7.30
Retransmits 3185 608 1552 4.31
Contol 1418 74 5442 1.89
Ack. 1332 69 5135 1.90
RTS 42 3 142 1.69
CTS 40 2 155 1.75
PSpoll 2 0 10 1.60
Management 878 82 1098 1.12
Assoc.Req. 1 0 2 1.42
Assoc.Res. 1 0 3 1.08
Authentication 6 0 13 1.13
Beaconframe 412 39 428 1.00
Deauth. 0 0 0 1.30
Dissassoc. 6 0.40 13794 1.00
ProbeReq. 177 16.07 333707 1.35
ProbeRes. 270 25.44 296250 1.00
ReassocReq. 0 0.03 2727 1.00
ReassocRes. 0 0.03 621 1.00
Totals 9098 2040 12080 3.92

Table2: Breakdown by frame type and subtype. (Originals and
Retransmits are not 802.11frame subtypes;we list them here
for easeof exposition.)

4. OVERHEADS

We now considerthe variousoverheadsnvolved in datatrans-
missionthat reduceits effectivenesscomparedo anideal setting.
Theseincludemanagemerandcontrolframes,802.11retransmis-
sions,andPHY andMAC headers.Table2 presents breakdan
of transmissiondy frametype andsubtype.For each,t shavsthe
threeusagemeasuresndthe averagetransmissionate.

We seethatthe vastmajority of Bits (92%) arefor dataframes.
However, managemenframes(mostly beaconsandprobes)male
up 10% of the frames, and acknavledgementsmale up almost
half theframes(asthey areroughly one-foronewith dataframes).
Moreover, theseframesaretransmittecat a lower averageratethan
dataframes. Combinedwith PHY+PLCPheaderswhich aresent
at 1 Mbps, this meansthatthey occupy moreof the mediumthan
suggestedby their Framecounts— dataframesobtainonly 75% of
the Airtime.

Looking at the dataframe catagory, it is surprisingto seethat
28% of themareretransmissiong§i.e., dataframeswith Retry bit
turnedon). Theimpactof theseretransmissions heightenede-
causehey occuratalower averageratethanoriginal frames.Over-
all, only slightly over half (53%) of the dataframeAirtime is used
by original transmissionsThis leadsus to investigateretransmis-
sionsandrateadaptatiorin the next sections.

As a nal sourceof overhead,we note that a further 21% of
theoriginal transmissiorAirtime is consumedy 802.11PHY and
MAC overheadsThecumulatve effectof controlandmanagement
trafc, retransmissionsandPHY and MAC overheadis thatonly
31% of the Airtime is beingusedto transferoriginal data(IP or
higherlayer). We were someavhat surprisedat this relatively low
overall ef ciency aswe hadexpectedarge dataframesto amortize
theoverhead®of shortframes.

5. RETRANSMISSIONS

In this sectionwe exploretheretransmissiobehaior obsered
in our traces.We alsoinvestigatewhethersignalstrengthandcon-
tentioncorrelatecloselywith high retransmissiomates. We leave
investigatingotherpotentialcause®f retransmissionsuchaspaclet
size,andquantifyingtheir relative impactfor futurework.
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Figure 4: (a) Retransmissionprobability (ReTx) asa cumula-
tivefraction of clients. (b) Per-client upstreamand downstream
ReTx.

Theanalysign thissectionis basedntheRetrybit in the802.11
header This bit is turnedon whena noderetransmitsa paclet be-
causethe acknavledgemenfor the previous transmissiorwasnot
receved. It enablesisto distinguishthe originaltransmissiorirom
thesubsequentnes(but we cannotdistinguishamongdifferentre-
tries). We quantify retransmissionasingretransmissiorprobabil-
ity, de ned astheratio of retransmittediataframeswith to thetotal
numberof dataframes.This is a measuref the quality of thelink
betweenthe senderand recever; higher probability implies that
moretransmissionsr their acknavledgementsrelost.

In Figure4a,we shav the distribution of retransmissiomproba-
bilities for upstrean{from clientsto the AP) anddownstrean(from
the AP to theclients)trafc. Theresultsindicatethatretransmis-
sionis muchmorelikely in thedownstreanthanin theupstreandi-
rection. They alsoshaw thatthereis signi cant variationin retrans-
missionprobabilitiesacrossclients, in both directions. Figure4b
correlateghe upstreamanddownstreanretransmissiomrobabili-
tiesfor all clients.While thereis ageneratrendalongdownstream
retransmissiomprobability being twice upstream thereare mary
outliers. For all but avery few clients,though,downstreanproba-
bilities arehigherthanupstream.

We now study how retransmissiomprobability varieswith sig-
nal strengthandcontentionlevel. Theanalysisbelov assumeshat
thesetwo factorsareindependenof eachother

Signal strength  The rst factorwe studyis the strengthof
the signalfrom the clientto the AP (RSSI).Sincewe cannotmea-
surethesignalstrengthatthe AP itself, we assumehattherelative
signalstrengthof differentclientsmeasuret a monitor nearthe
AP arereasonablapproximationgo therelative strengthseenby
the AP itself. Becauseave have no way of approximatinghe RSSI
valuesseenby the clients,we do not considerdowvnstreamtraf c
in this analysis.

Figure5ashaws retransmissiomprobability asa function of sig-
nal strength.Not surprisingly we seea strongcorrelationbetween
thetwo. This impliesthatthe signalstrengthhasanimportantfac-
tor in uence on retransmissiomprobability evenif it is notanac-
curatepredictoronits own [1].

Contention level  Thesecondactorwe studyis the effect of
contentionin the network, i.e.,thenumberof nodesin thenetwork
with datato send.Becauseave cannotdeterminethis measurdrom
our traces we approximatethis usingthe numberof clientsactive
in a shorttime intenal. A client is consideredactive in a given
interval if we seeatleastonepacletfromit in thatintenal.

Figure 5b shaws the variation of the retransmissiomprobability
with the numberof active clients. Theinterval sizein this analysis
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Figure5: (a) Retransmissionprobability asa function of RSSI
(upstreamtraf ¢ only), and (b) number of clients.
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Figure 6: Relative prevalenceof transmissionrates.

is oneminute. The retransmissiomprobability increaseswith the
numberof active clientsin theintenal.

Thatthe retransmissionsicreasewith increasedontentionhas
consequence®r rate adaptation.Most adaptatioralgorithmsre-
ducetheirtransmissiomatein thefaceof lossesBut if mary losses
arecausedy contentionratereductionis unlikely to help. In fact,
ratereductionis exactly thewrongthing to do asit increaseson-
tentionby occupying the mediafor alongertime. For this reason,
rateadaptatioralgorithmsshouldeitherbedrivenby throughpu{4]
or try to distinguishbetweerthe variouscauseshatleadto loss.

6. TRANSMISSION RATE ADAPTATION

Little is known abouttransmissiomateadaptationin currenthot-
spotervironments. In this sectionwe useour traceto investigate
rateadaptatiorin suchsettings.

6.1 Summary View

We rst investigatethe useof differenttransmissiorratesin ag-
gregateacrossall clients.Figure6 shavs the percentagef Frames
andBits transmittedat eachrate,alongwith the percentagef Air-
time utilized by thatrate. The greatesfraction of frames(around
50%) are sentat the highest802.11brate of 11 Mbps. This is
becausemostrate adaptatioralgorithmshave a strongpreference
toward this rate. For instance,we seeclients that always try to
transmita new paclet at 11 Mbpsirrespectve of the rateat which
thelasttransmissiorsucceededsuchclientsreducetheir rateonly
whenoneor afew consecutie transmissionat 11 Mbpsfails. The

gure alsoshaws thatin contrastto FramesandBits, mostof the
Airtime is utilized by 1 Mbpsdata.Thisis a directconsequencef
1 Mbpsframestakingalot longerthanotherframes.Hence while
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Figure 7: The number of frames clients sendconsecutvely be-
fore switching transmissionrate. The original framescurve ex-
cludesretransmitted frames.

Distinct ratesused | % of clients
1 8%
2 10%
3 18%
4 62%

Table 3: Percentageof clients that usea particular number of
distinct transmissionrates for data packets.

clientsare morelikely to use11 Mbps, at ary given instancethe
mediumis morelikely to becarryinga 1 Mbpsframe.

We next considerwhetherthe diversity of ratesseenin aggre-
gateresultsfrom differentclientsusingdifferentrates,or from each
clientoperatingata numberof rates.Table3 shavs thepercentage
of clientsthatusea given numberof uniquetransmissiomratesin
our trace. It considersonly datapaclets andexcludesclientsthat
sendfewer than 25 paclets so that clients active for only a short
perioddo not biasour results. We seethatindividual clientscom-
monly usemultiple rates:fewer thanonein tenclientslimit them-
selesto onetransmissiorrate (which usuallyis 1 Mbps), while
morethan60% of themuseall four availablerates.

6.2 Dynamics

We explorethedynamicsof rateadaptatiorby studyinghow fre-
guently nodesswitch their ratesand what switchesare more fre-
quent.We considetthata client hasswitchedits ratewhenit sends
a frame at a different rate within one secondof sendingthe last
frame. This is doneto exclude spuriousrate switches,thosethat
resultnot from rateadaptatiorbut from the client goingtemporar
ily idle; clientsoften startwith a pre-determinedateafteranidle
period.

Figure 7 shaws the distribution of the numberof framesthat
clients sendat their currentrate before switching to a different
rate. Surprisingly clientschangetheir transmissiorratesvery fre-
quently Half of thetime clientssendonly oneor two frameshefore
switchingagain.In thefuture,wewill investigatevhethersuchfre-
guentswitchinghurtsapplicationperformance.

To studywhich rate switchesare more common,we modelthe
rate adaptationof clients as a statemachinein which eachstate
correspondso a transmissiomate. We thenassignprobabilitiesto
statetransitiondasednthebehaior obseredin ourtraces These
probabilities,which dependon both the rateadaptatioralgorithms
of our clientsandour wirelesservironment,areshowvn in Table4.
An entry denoteghe probability of moving from state to

, thatis, the likelihood of usingrate given thatthe last paclet
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Figure 8: The differenceis the loss probability at the higher
rate minus that at the lower rate for the two transmissionrates
comprising a rate switch.

| [ 1 ] 2 [ 55] 11]
1 || 0.90| 0.04| 0.02 | 0.03
2 || 0.12]| 0.77 | 0.06 | 0.05

5.5 0.03| 0.04| 0.84| 0.09
11 || 0.01| 0.01| 0.02 | 0.96

Table 4: The rate transition statemachine.

wassentatrate . Severalinterestingnferencesanbe madefrom
the table. For instance,continuationof the existing rate is most
likely for 11 Mbps andleastlikely for 2 Mbps. Whendecreasing
ratefrom 11 Mbps, clientsaretwice aslikely to move to 5.5 Mbps
thanl or 2 Mbps. But whendoing sofrom 5.5 Mbps, clientsare
almostequally likely to move to 1 or 2 Mbps. Presentlywe are
working on usingsuchstatemachinego reverseengineetheexact
rateadaptatioralgorithmsimplementedy variousclients.

6.3 Effectiveness

In this sectionwe present preliminaryanalysigo gainsomein-
sightinto the efcacy of currentrate adaptationalgorithms. Our
analysisconsidersdowvnstreamdatatrafc only. Analyzing up-
streamtrafc for this purposecannotbe donereliably: because
our monitorsarelesssensitve thanthe AP, if the AP missesanup-
streamframeour monitorswill likely missit aswell, which biases
our upstreansampletoward successfuteceptionsin contrastour
monitorscapturenearlyall dovnstreantrafc, andsoretransmis-
sionsarereliableindicatorsof previously failed attempts.

We assestheeffectivenes®of rateswitchingusingthedifference
in lossprobability beforeandafterthe switch. Lossprobability at
a given rateis the fraction of paclets transmittedat that rate for
which we seea subsequentetransmissiorat ary rate® We use
the sequenceumberin the 802.11headerto identify multiple in-
stancef the samepaclet. Thus,if instancef a paclet are
obsered,we considetthe rst aslostandthelastassuccess-
fully receved. This ignoresthe possibility that the sourcesimply
gave up aftertoo mary retries. The retransmissiorprobabilities
obseredin Section5 suggesthatthisrarelyoccurs.

Figure 8 plots the distribution of the changein loss probability
seerbeforeandafterarateswitch. Thischangeds alwayscomputed
asthethelossprobability at the higherrateminusthatat the lower

3The retransmissionare often at a lower rate becausef the rate
adaptatioralgorithmsused.An informal analysisof ourlogsindi-
catesthat the AP tendsto transmita single paclet at 11, 11, 5.5,
5.5,2,1,1,...,1 Mbps.



rate,irrespectve of the directionof the switch. Eachsamplecor

respondgo a sessionswitchtype (e.g., , ,

pair. A sessioris a sequenc®f dovnstreamframessuchthatthe
gapbetweereachtwo consecutie framesis lessthanaminute. The
averagedifferenceacrossll instance®f aswitchtypein asession
is plotted, excluding switch typesobsered fewer than 10 times.
Day and night correspondo busy (800-1930hours)and mostly
idle (1930-80thours)periods.While we plot the aggr@atedistri-

bution for all switch types,the distributionsfor individual switch

typesaresimilar.

The graphshaws thatin generallower transmissiorrateshave
lower lossprobability Butin mary caseghe loss probability dif-
ferenceis so minor that moving to the lower ratemay not be jus-
tied from athroughputperspectie. For instanceduringthe day
thelossprobability differenceis lessthan0.2for 25% of thecases.
Similar obsenationsweremadein ameasuremerstudyof anout-
door802.11meshnetwork [1].

Further the differencein the night andday curvessuggestshat
rateadaptations lesshelpful whenthereis contentionin the net-
work. This further supportsour earlierinference(Section5) that
moving to a lower ratein the faceof lost paclets without under
standingthe causebehindthe lossis not a goodstratgy.* In the
future,wewill investigatearateadaptatiorstrat@iesthatdistinguish
betweerthe causedehindlost paclets.

7. RELATED WORK

Our studyis uncommornin thatit analyzeswirelesstracesfrom
a production802.11network. Exceptfor a concurrentpublica-
tion [7], the only other work that analyzeswirelesstracesfrom
a productionnetwork is that of Yeo et al. [11]. They adwcate
monitoringwirelessnetworksfor securityreasongndexplorehow
tracedrom differentmonitorscanbememgedto obtainamorecom-
pleteview. Towardthis goal,they develop andtestatracemeging
methodology In contrastourfocusis to usesuchtracesto further
ourunderstandingf how well 802.11hotspotnetworksfunctionin
practice.

All of the otherwork that useswirelesstracesof which we are
aware hasthe avor of experimentsover a controlledratherthan
a productionnetwork, e.g., characterizatiorof wirelesslossesin
Roofnet[1]. Thetwo methodshave differentstrengthsWhile con-
trolled experimentscanenablea deeperinvestigationinto someof
theobsened phenomenaanalyzinga productionnetwork provides
valuableinsightinto the operationof realnetworks.

Mary studiesof clientbehaior onwirelessnetworkshave emer
gedoverthepast veyears(e.g.,[10, 2,6, 3,9, 5]). Thesecomple-
mentour studyby usinga mix of SNMP andwired network traces
to analyzeuserand applicationbehaior. However, this method-
ology cannotbe usedto infer the propertiesof the wirelessmedia
itself to malke inferencesuchasthosewe male in this paper

8. DISCUSSIONAND FUTURE WORK

We concludewith a discussiorof our experienceworking with
wirelesstracespurresultsaresummarizeatthestartof this paper

Tracesgathereddy snif ng the wirelessmediumat oneor more
pointspresentoth new opportunitiesandchallengesomparedo
wired tracesand SNMP logs. Of course,their key adwantageis
obtainingthe detailedPHY andMAC informationthatwould oth-
erwisebe lost andthe new kinds of studiesthat this enables.For

“This problemis similarto TCPreducingits congestiorwindow in
responsdo all typesof losseswhich leadsto unnecessaryeduc-
tion in throughputwhenlossesarenot relatedto congestion.

instance nhoneof the analysesn this papercould have beencom-
pletedwith wired tracesandSNMP statistics.

The key disadwantageof wirelesstracesis thatthey areincom-
plete. The monitorslog only correctly decodedframesor some
error framesthatwerecloseto beingdecoded.This omits periods
of enegy thatcorrespondo lost frames.More subtly even“com-
plete” wirelesstracesatamonitorcannotdirectly recordwhethera
particularnodesuccessfullyeceved speci ¢ frames;locationand
hardwarecapabilitiesare rst-classfeaturesof wirelessmedia.

We expectmethodsfor processinguchtracesto becomemore
sophisticatedo mitigatethesedisadwantagesYeoetal. take astep
in thisdirectionby megingtracesrom severalmonitorsusingbea-
consto provide amorecompleteview of activity in aregion [11].
Our approachs different. We found that the tracesusually con-
tain enoughhints (e.g.,802.11sequenceaumbers Retry bits, and
Data-Ackpairs)to allow usto estimateor quantifytheinformation
thatis missing.In thismannermary kindsof interestingnferences
canbedravn, thoughthey maybestatisticalanddependn various
independencassumptions.

Finally, we believe thatwe have just scratchedhe surfacewhen
it comego extractinginformationfrom passiely collectedwireless
traces Betterinferenceproceduresirea primeareafor futurework
that may provide deeperinsightinto the effectivenessof 802.11.
The major areaswe hopeto explore include: understandinghe
spatialdiversity by comparingandmeiging acrosamonitors;using
the errorindicationsto seehow transmissiorerrorsandcollisions
affect performanceandmatchingData-Ackpairsto detecthidden
terminals.In thelong term,we hopethesetechniquesandinsights
canbeleveragedy wirelessnodedo improve thequality of 802.11
networksasdeplog/ed andusedin practice.
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