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Abstract – Weanalyzewirelessmeasurementstakenduring
the SIGCOMM 2004 conferenceto understandhow well 802.11
operatesin realdeployments.We�nd thattheoverheadof 802.11is
high,with only 40%of thetransmissiontimespentin sendingorig-
inal data. Most of the remainingtime is consumedby retransmis-
sionsdueto packet lossesthat arecausedby both contentionand
transmissionerrors. Our analysisalsoshows that wirelessnodes
adapttheir transmissionrateswith an extremely high frequency.
We commenton thedif�culties andopportunitiesof working with
wirelesstraces,ratherthanthewiredtracesof wirelessactivity that
arepresentlymorecommon.

Categoriesand Subject Descriptors:
C.2.m[Computer-CommunicationNetworks]: Miscellaneous

GeneralTerms: Measurement

Keywords: Wirelessnetworks,802.11,measurement

1. INTRODUCTION
WiFi networks basedon the 802.11a/b/garerapidly becoming

pervasive. This makesit importantto understandhow well theba-
sic wirelessprotocolswork in real settingsthat are repletewith
complexities suchasasymmetricconnectivity andclient diversity.
Surprisingly, thereis very little informationavailableto make such
determinations.Thevastmajority of earliertracestudiesfocuson
thecharacteristicsof usersessions,suchasdurationandmobility,
rather than on the workings of 802.11. Moreover, thesestudies
areoverwhelminglybasedon tracestaken on wired segmentsad-
jacentto APs andperiodicSNMP queriesof AP MIBs. They do
not recordwhat was observed “in the air”, and necessarilyomit
(or gatherat a coarsegranularity)key 802.11PHY andMAC in-
formation , e.g., transmissionrates,signal strengths,and 802.11
retransmissions,aswell ascontrolandmanagementtraf�c.

In thispaper, wereportonapreliminarystudyof wirelesstraces
gatheredduring the SIGCOMM 2004conference.We captureda
comprehensive recordof network activity, totaling 70 GB of full
packet wirelesstraces,divided over � ve days,� ve locations,and
threechannels.Eachchannelwasrecordedat all locationsto pro-
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vide a view of spatialdiversity, andour tracesincludePHY and
MAC information. We also capturedtraf�c from the wired seg-
mentbetweenthe APs andthe Internet. We arein the processof
anonymizing our tracesto make thempublicly available.

Ourgoalis to understandhow well the802.11protocolsoperate
in this setting.An analysisof a subsetof our tracesshows that:

1. The overheadof 802.11is high. Only 40% of the overall
transmissiontime is spentsendingoriginal datapackets. Most of
theremainingtransmissiontimeis spentonretransmissions(35%),
acknowledgements(15%),andmanagementtraf�c (10%).

2. Retransmissionsarecommon,accountingfor 28%of all data
transmissionsand46%of datatransmissiontime. We�nd evidence
thattheseoccurdueto lossescausedby bothcontention(competing
transmissions)andwirelesstransmissionerrors(signalstrength).

3. Switchesin client transmissionratesare the commoncase
ratherthantheexception:in mostcasesonly oneor two framesare
sentbetweenrateswitches.Most of thetransmissiontime is spent
sendingbits at 1 Mbps, the lowest rate. Contentionlosseshave
interestingconsequencesfor 802.11transmissionrateadaptation:
switchingto a lowerrateis notonly unnecessarybut will alsomake
themediumbusier.

Thevalueof workingwith wirelesstracesis evidentin thatnone
of the analysesthat supportthe �ndings above could have been
performedwith thecombinationof wired tracesandSNMPstatis-
tics. Nonetheless,we believe our analysisto dateis the“tip of the
iceberg” in termsof what informationcanbeextractedfrom these
traces. For instance,in the nearfuture, we intend to investigate
spatialdiversityandreuse.

A key dif�culty in working with wirelesstracesis that they are
inherentlyincompleteandprovide a view thatdiffers from thatof
theclientsandAPs.Nonetheless,we areableto draw usefulinfer-
encesfrom them,e.g.,estimatingtheutilization at anAP from the
packetsseenby ournearbymonitor. Webelieve thatthereis signif-
icantpotentialfor a richersetof wirelessinferencetechniques.

In thefollowing sections,wedescribeour traceenvironmentand
thenpresentinitial analysesof theutilization,overhead,retransmis-
sionsandrateadaptation.We thencontrastour work with related
efforts andconcludewith a discussionof our experiencesworking
with wirelesstraces.

2. TRACE ENVIRONMENT
Our traceenvironmentis theopenwirelessnetwork providedto

roughly550participantswho attendedtheSIGCOMM conference
in Portland,Oregonfrom 8/30/04to 9/03/04.Weview thisaschar-
acteristicof a largeandbusyhotspotsetting.Theconferencetook
placein a hotelwith a layoutdepictedin Figure1. A wirelessnet-
work comprisedof 5 APswassetup for theconference,operating



Figure 1: The wir elessnetwork and monitor machinesat the
conference.Ballr oomhostedthe main conferenceand had only
limited wir elessaccesson the back and left. Parlor actedasthe
terminal roomand wasmostactive. Galleria hostedworkshops
and postersessions.The boxesrepresentthe rough locationsof
the � ve APsand the circlesrepresentthe rough locationsof the
� ve wir elessmonitors. Of the � ve APs, A, C, and E operated
on channel1, B on channel11 and D on channel8. All of our
monitors listenedpassively on all thr eechannels.

in 802.11bmode1 onchannels1, 8 and11(eventhoughchannels8
and11 arenot orthogonal).Internetconnectivity wasprovidedby
four separateDSL accesslines.

The analysispresentedin this paperis basedon only a small
portionof theoverall trace:theheadersof correctlyreceived802.11
framesgatheredby Monitor 1 on Channel1 for the active part of
Tuesday, August31,2004.

2.1 Trace Collection
We monitoredtheactivity on thewirelessnetwork in two ways.

The�rst methodwaswirelessmonitors.We placed� ve PCs,each
with threeNetgearWAG311wirelessadapters,neartheAPs.Each
monitor listenedon all threeactive channels,usingexternalanten-
naswhich we placedat leasta foot apartfrom eachotherto avoid
interference.2 Multiple monitorswerewithin therangeof eachAP
to provide informationon thespatialdiversityof transmissionand
reception.

Weloggedall observedactivity usingtcpdump, capturing802.11
controlandmanagementpacketsaswell asdatapacketsandwrit-
ing completepacketsto disk. ThePHY informationincludesa re-
ceive signal strengthindicator (RSSI) and the transmissionrate.
TheMAC informationis theentire802.11frameheaderandCRC.
We alsocustomizedour MADWiFi driver to log receptionerrors
that provide informationon periodswhentransmissionswerede-
tectedbut not correctlydecoded.

Thesecondmonitoringmethodwastraditionalwiredtraces,col-
lected using tcpdumpon the network segmentconnectedto the
APs. This providesa view of packetsexchangedbetweentheAPs
andtheInternet.

1Someof theAPswerecapableof operatingin 802.11gmode,but
we primarily observed802.11bratesandsaw only 1, 2, 5.5and11
Mbpsrateslistedonbeaconframes.
2Wetookcarehereasresearchershavereportedinterferenceacross
orthogonalchannelsdueto hardwareimplementationstrategies[8].

TotalFrames 12million
TotalBits 2.0GB
TotalAirtime 2.4hours(20.9%of period)
Numberof distinctclients 377
Periodof trace 11.5hours

Table 1: Summary of trace on Monitor 1, Channel 1, for the
active part (8:00am–7:30pm)of Aug. 31,2004.

2.2 Trace Limitations
Onelimitation thatwasbeyondourcontrolis thattheSIGCOMM

network washamperedby intermittentusabilityproblems.We un-
derstandthat theseproblemsstemmedfrom the DHCP andDNS
con�gurationsandcausedInternetconnectivity to becomeunavail-
ableto someclients. For this reason,we do not focuson charac-
teristicsof client andusersessions,asthey may be arti�cial. We
believe thattheseproblemsdo not affect 802.11behavior, e.g., the
useof varioustransmissionratesandsignalstrengths,other than
lowering the loadon thenetwork. Thus,expecta pool of usersof
comparablesize to placeslightly greaterdemandson a smoothly
operatingwirelesshotspot.

A secondlimitation is that the different APs wereassignedto
logically differentnetworks(with differentSSIDs),suchthatusers
or their operatingsystemsselectedoneAP for connectivity. Thus
wecannotstudyclientstrategiesfor switchingto thebestAP within
a network.

3. UTILIZA TION
Webegin by analyzinghow heavily thewirelessnetwork is used.

Table 1 gives summarystatisticsfor the portion of the tracewe
focuson in this paper. In the table,Framescountscorrectlyde-
coded802.11transmissionsof all kinds,Bits includes802.11MAC
headersandhigherlayers,andAirtime coversPHY transmissions
(preambleandPLCP)aswell asBits. The tracerecordsusageby
the majority of the conferenceparticipants,judging by the num-
ber of distinct clients. It captures1.6 GB of downstreamtraf�c
(from theAPsto clients)and0.4GB of upstreamtraf�c. This cor-
respondsto a long-termaveragedatarateover thewirelesslink of
roughly380Kbps.Therewasalsoaverysmallamount(25MB) of
non-SIGCOMMwirelesstraf�c.

A key problemin working with wirelesstracesis that they are
inherently incomplete,missingpackets that were sentby clients
or APsbut not correctlyreceivedby our monitor, eventhoughit is
adjacentto theAP. In fact,ourmonitorgenerated3.9million recep-
tion erroreventscomparedto 12million correctlydecodedframes.
To accountfor thispotentiallossof information,wedevelopedsim-
ple techniquesbasedon 802.11protocolbehavior to analyzeour
tracefor monitor loss. The 802.11MAC sequencenumberson
packet sentfrom the AP arenormally consecutive. By observing
gapsin thesesequencenumbers,we estimatethatwe observe 96%
of AP to client transmissions.Similarly, (non-broadcast)packets
sentto theAP by clientsareACKedby theAP. By matchingACKs
to transmissions,we estimatethat we observe 75% of the client
transmissionsout of thosethatwerecorrectlydecodedby theAP.
Thisimpliesthatthestatisticsabovealreadyrepresentroughly90%
of thetransmittedFramesandBits.

To betterunderstandnetwork load,we show how it variesover
time in Figure2. Here,we selectedAirtime asthe mostsuitable
measurefor conveying load. This is becauseAirtime allows trans-
missionsatdifferentratesto becombinedin ameaningfulway (in-
cluding low rateheadersandhigh ratedata),whereasFramesand
Bits do not. (We will seeconsiderableratevariation in later sec-
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Figure 2: Airtime utilization over time. The binning interval is
oneminute.
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Figure3: Cumulative distrib ution of activity per minute.

tions.)Notethatthisgraphgivesa lowerboundonthetimethatthe
mediumaroundthemonitorwasbusy. It doesnot includeframes
lost by our monitor andomits somesmall PHY layer overheads,
suchasforceddelaydueto thecontentionwindow, whichwecould
not readilyconsider.

We seebothheavily andlightly loadedperiods,evenwith a one
minuteaveraginginterval, andsigni�cant variability throughoutthe
day. This is consistentwith the resultsof Yeo et al. [11], which
show highvariability in activity in anacademicdepartment's wire-
lessnetwork. The patternsevident in usagetend to correspond
to eventsin the conferenceprogram. For example,thereis a no-
ticeabledropover lunch,thoughactivity remainedhigh duringthe
keynoteandtalksdespitethelackof APsin theballroomwherethe
talksweregiven. We alsoobservedhigh night-timeactivity (until
around1 am)on somenights.

To seethedifferencesbetweenFrames,Bits andAirtime asmea-
suresof utilization, we computedtheir cumulative distributions.
This is shown in Figure3. To �t all threemeasureson onescale,
the � -axisvalueshave beennormalizedto thefractionof themax-
imum activity observed in an interval. In all casesa smallportion
of thetracetimecontainsthetop third of theloads.Bits is themost
skewed measure,with half of the traceminuteshaving low loads
of around10%or lessof themaximum,andlessthan10% of the
traceminuteshaving loadsabove 40% of the maximum. Frames
is a much�atter distribution, with morethan90% of the minutes
roughly uniformly spreadup to 60% of the maximumload. Air-
time falls betweenthe othermeasures.Theseresultssuggestthat
Frames,Bits andAirtime arenot interchangeablemeasuresof load
evenwhenaveragedover smallintervalssuchasa minute.

Frame type Airtime Bits Frames Avg. Rate
and subtype (secs) (MB) (1000s) (Mbps)
Data 6802 1884 5540 6.46
Originals 3616 1276 3988 7.30
Retransmits 3185 608 1552 4.31
Control 1418 74 5442 1.89
Ack. 1332 69 5135 1.90
RTS 42 3 142 1.69
CTS 40 2 155 1.75
PSpoll 2 0 10 1.60
Management 878 82 1098 1.12
Assoc.Req. 1 0 2 1.42
Assoc.Res. 1 0 3 1.08
Authentication 6 0 13 1.13
Beaconframe 412 39 428 1.00
Deauth. 0 0 0 1.30
Dissassoc. 6 0.40 13794 1.00
ProbeReq. 177 16.07 333707 1.35
ProbeRes. 270 25.44 296250 1.00
Reassoc.Req. 0 0.03 2727 1.00
Reassoc.Res. 0 0.03 621 1.00
Totals 9098 2040 12080 3.92

Table2: Breakdown by frame type and subtype.(Originals and
Retransmits are not 802.11frame subtypes;we list them here
for easeof exposition.)

4. OVERHEADS
We now considerthe variousoverheadsinvolved in datatrans-

missionthat reduceits effectivenesscomparedto an ideal setting.
Theseincludemanagementandcontrolframes,802.11retransmis-
sions,andPHY andMAC headers.Table2 presentsa breakdown
of transmissionsby frametypeandsubtype.For each,it shows the
threeusagemeasuresandtheaveragetransmissionrate.

We seethat thevastmajority of Bits (92%)arefor dataframes.
However, managementframes(mostlybeaconsandprobes)make
up 10% of the frames,and acknowledgementsmake up almost
half theframes(asthey areroughlyone-for-onewith dataframes).
Moreover, theseframesaretransmittedata loweraverageratethan
dataframes.Combinedwith PHY+PLCPheaders,which aresent
at 1 Mbps, this meansthat they occupy moreof themediumthan
suggestedby their Framecounts– dataframesobtainonly 75%of
theAirtime.

Looking at the dataframecategory, it is surprisingto seethat
28% of themareretransmissions(i.e., dataframeswith Retry bit
turnedon). The impactof theseretransmissionsis heightenedbe-
causethey occurataloweraverageratethanoriginal frames.Over-
all, only slightly over half (53%)of thedataframeAirtime is used
by original transmissions.This leadsus to investigateretransmis-
sionsandrateadaptationin thenext sections.

As a �nal sourceof overhead,we note that a further 21% of
theoriginal transmissionAirtime is consumedby 802.11PHY and
MAC overheads.Thecumulativeeffectof controlandmanagement
traf�c, retransmissions,andPHY andMAC overheadis that only
31% of the Airtime is beingusedto transferoriginal data(IP or
higher layer). We weresomewhat surprisedat this relatively low
overall ef�ciency aswehadexpectedlargedataframesto amortize
theoverheadsof shortframes.

5. RETRANSMISSIONS
In this section,we exploretheretransmissionbehavior observed

in our traces.We alsoinvestigatewhethersignalstrengthandcon-
tentioncorrelatecloselywith high retransmissionrates.We leave
investigatingotherpotentialcausesof retransmissions,suchaspacket
size,andquantifyingtheir relative impactfor futurework.
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Figure 4: (a) Retransmissionprobability (ReTx) as a cumula-
tivefraction of clients. (b) Per-client upstreamand downstream
ReTx.

Theanalysisin thissectionis basedontheRetrybit in the802.11
header. This bit is turnedon whena noderetransmitsa packet be-
causetheacknowledgementfor theprevioustransmissionwasnot
received. It enablesusto distinguishtheoriginal transmissionfrom
thesubsequentones(but wecannotdistinguishamongdifferentre-
tries). We quantifyretransmissionsusingretransmissionprobabil-
ity, de�nedastheratioof retransmitteddataframeswith to thetotal
numberof dataframes.This is a measureof thequality of thelink
betweenthe senderand receiver; higher probability implies that
moretransmissionsor their acknowledgementsarelost.

In Figure4a,we show thedistribution of retransmissionproba-
bilities for upstream(from clientsto theAP)anddownstream(from
the AP to theclients)traf�c. The resultsindicatethat retransmis-
sionis muchmorelikely in thedownstreamthanin theupstreamdi-
rection.They alsoshow thatthereis signi�cant variationin retrans-
missionprobabilitiesacrossclients, in both directions. Figure4b
correlatestheupstreamanddownstreamretransmissionprobabili-
tiesfor all clients.While thereis ageneraltrendalongdownstream
retransmissionprobability being twice upstream,thereare many
outliers.For all but a very few clients,though,downstreamproba-
bilities arehigherthanupstream.

We now study how retransmissionprobability varieswith sig-
nal strengthandcontentionlevel. Theanalysisbelow assumesthat
thesetwo factorsareindependentof eachother.

Signal strength The �rst factorwe study is the strengthof
thesignalfrom theclient to theAP (RSSI).Sincewe cannotmea-
surethesignalstrengthat theAP itself, weassumethattherelative
signalstrengthsof differentclientsmeasuredat a monitornearthe
AP arereasonableapproximationsto therelative strengthsseenby
theAP itself. Becausewe have no way of approximatingtheRSSI
valuesseenby the clients,we do not considerdownstreamtraf�c
in this analysis.

Figure5ashows retransmissionprobabilityasa functionof sig-
nal strength.Not surprisingly, we seea strongcorrelationbetween
thetwo. This impliesthatthesignalstrengthhasanimportantfac-
tor in�uence on retransmissionprobability, even if it is not an ac-
curatepredictoron its own [1].

Contention level Thesecondfactorwe studyis theeffect of
contentionin thenetwork, i.e., thenumberof nodesin thenetwork
with datato send.Becausewe cannotdeterminethismeasurefrom
our traces,we approximatethis usingthenumberof clientsactive
in a short time interval. A client is consideredactive in a given
interval if we seeat leastonepacket from it in thatinterval.

Figure5b shows the variationof the retransmissionprobability
with thenumberof active clients.Theinterval sizein this analysis
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Figure 5: (a) Retransmissionprobability asa function of RSSI
(upstreamtraf�c only), and (b) number of clients.
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Figure 6: Relative prevalenceof transmissionrates.

is oneminute. The retransmissionprobability increaseswith the
numberof active clientsin theinterval.

That theretransmissionsincreasewith increasedcontentionhas
consequencesfor rateadaptation.Most adaptationalgorithmsre-
ducetheir transmissionratein thefaceof losses.But if many losses
arecausedby contention,ratereductionis unlikely to help. In fact,
ratereductionis exactly thewrongthing to do asit increasescon-
tentionby occupying themediafor a longertime. For this reason,
rateadaptationalgorithmsshouldeitherbedrivenby throughput[4]
or try to distinguishbetweenthevariouscausesthatleadto loss.

6. TRANSMISSION RATE ADAPTATION
Little is known abouttransmissionrateadaptationin currenthot-

spotenvironments. In this sectionwe useour traceto investigate
rateadaptationin suchsettings.

6.1 Summary View
We �rst investigatetheuseof differenttransmissionratesin ag-

gregateacrossall clients.Figure6 shows thepercentageof Frames
andBits transmittedat eachrate,alongwith thepercentageof Air-
time utilized by that rate. Thegreatestfractionof frames(around
50%) are sentat the highest802.11brate of 11 Mbps. This is
becausemostrateadaptationalgorithmshave a strongpreference
toward this rate. For instance,we seeclients that always try to
transmita new packet at 11 Mbpsirrespective of therateat which
thelast transmissionsucceeded;suchclientsreducetheir rateonly
whenoneor a few consecutive transmissionsat11Mbpsfails. The
�gure alsoshows that in contrastto FramesandBits, mostof the
Airtime is utilizedby 1 Mbpsdata.This is a directconsequenceof
1 Mbpsframestakinga lot longerthanotherframes.Hence,while
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fore switching transmissionrate. The original framescurve ex-
cludesretransmitted frames.

Distinct ratesused % of clients
1 8%
2 10%
3 18%
4 62%

Table 3: Percentageof clients that usea particular number of
distinct transmissionrates for data packets.

clientsaremorelikely to use11 Mbps, at any given instancethe
mediumis morelikely to becarryinga 1 Mbpsframe.

We next considerwhetherthe diversity of ratesseenin aggre-
gateresultsfrom differentclientsusingdifferentrates,or from each
client operatingata numberof rates.Table3 shows thepercentage
of clientsthat usea given numberof uniquetransmissionratesin
our trace. It considersonly datapacketsandexcludesclientsthat
sendfewer than25 packetsso that clientsactive for only a short
perioddo not biasour results.We seethat individual clientscom-
monly usemultiple rates:fewer thanonein tenclientslimit them-
selves to one transmissionrate (which usually is 1 Mbps), while
morethan60%of themuseall four availablerates.

6.2 Dynamics
Weexplorethedynamicsof rateadaptationby studyinghow fre-

quentlynodesswitch their ratesandwhat switchesaremorefre-
quent.We considerthata client hasswitchedits ratewhenit sends
a frame at a different ratewithin one secondof sendingthe last
frame. This is doneto excludespuriousrateswitches,thosethat
resultnot from rateadaptationbut from theclient goingtemporar-
ily idle; clientsoftenstartwith a pre-determinedrateafteran idle
period.

Figure 7 shows the distribution of the numberof framesthat
clients sendat their current rate beforeswitching to a different
rate. Surprisingly, clientschangetheir transmissionratesvery fre-
quently. Half of thetimeclientssendonly oneor two framesbefore
switchingagain.In thefuture,wewill investigatewhethersuchfre-
quentswitchinghurtsapplicationperformance.

To studywhich rateswitchesaremorecommon,we modelthe
rate adaptationof clients as a statemachinein which eachstate
correspondsto a transmissionrate.We thenassignprobabilitiesto
statetransitionsbasedonthebehavior observedin ourtraces.These
probabilities,which dependon boththerateadaptationalgorithms
of our clientsandour wirelessenvironment,areshown in Table4.
An entry

�

������� denotestheprobabilityof moving from state� to
� , that is, the likelihoodof usingrate � given that the last packet
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Figure 8: The differ enceis the loss probability at the higher
rate minus that at the lower rate for the two transmissionrates
comprising a rate switch.

1 2 5.5 11

1 0.90 0.04 0.02 0.03
2 0.12 0.77 0.06 0.05

5.5 0.03 0.04 0.84 0.09
11 0.01 0.01 0.02 0.96

Table4: The rate transition statemachine.

wassentat rate � . Severalinterestinginferencescanbemadefrom
the table. For instance,continuationof the existing rate is most
likely for 11 Mbpsandleastlikely for 2 Mbps. Whendecreasing
ratefrom 11Mbps,clientsaretwice aslikely to move to 5.5Mbps
than1 or 2 Mbps. But whendoing so from 5.5 Mbps,clientsare
almostequally likely to move to 1 or 2 Mbps. Presently, we are
workingonusingsuchstatemachinesto reverseengineertheexact
rateadaptationalgorithmsimplementedby variousclients.

6.3 Effectiveness
In thissectionwepresentapreliminaryanalysisto gainsomein-

sight into the ef�cacy of currentrateadaptationalgorithms. Our
analysisconsidersdownstreamdata traf�c only. Analyzing up-
streamtraf�c for this purposecannotbe donereliably: because
ourmonitorsarelesssensitive thantheAP, if theAP missesanup-
streamframeour monitorswill likely missit aswell, which biases
ourupstreamsampletowardsuccessfulreceptions.In contrast,our
monitorscapturenearlyall downstreamtraf�c, andsoretransmis-
sionsarereliableindicatorsof previously failedattempts.

Weassesstheeffectivenessof rateswitchingusingthedifference
in lossprobability beforeandafter theswitch. Lossprobabilityat
a given rate is the fraction of packets transmittedat that rate for
which we seea subsequentretransmissionat any rate.3 We use
thesequencenumberin the802.11headerto identify multiple in-
stancesof the samepacket. Thus, if � instancesof a packet are
observed,weconsiderthe�rst �	��
 aslostandthelastassuccess-
fully received. This ignoresthepossibility that the sourcesimply
gave up after too many retries. The retransmissionprobabilities
observedin Section5 suggestthatthis rarelyoccurs.

Figure8 plots the distribution of the changein lossprobability
seenbeforeandafterarateswitch.Thischangeis alwayscomputed
asthethelossprobabilityat thehigherrateminusthatat thelower

3The retransmissionsareoften at a lower ratebecauseof the rate
adaptationalgorithmsused.An informal analysisof our logsindi-
catesthat the AP tendsto transmita singlepacket at 11, 11, 5.5,
5.5,2, 1, 1, ..., 1 Mbps.



rate,irrespective of the directionof the switch. Eachsamplecor-
respondsto a session,switch type (e.g., ��� ��� 
 
 , 
 
������ � , 
���� )
pair. A sessionis a sequenceof downstreamframessuchthat the
gapbetweeneachtwo consecutiveframesis lessthanaminute.The
averagedifferenceacrossall instancesof aswitchtypein asession
is plotted, excluding switch typesobserved fewer than 10 times.
Day andnight correspondto busy (800–1930hours)andmostly
idle (1930–800hours)periods.While we plot theaggregatedistri-
bution for all switch types,the distributionsfor individual switch
typesaresimilar.

The graphshows that in generallower transmissionrateshave
lower lossprobability. But in many casesthe lossprobabilitydif-
ferenceis so minor thatmoving to the lower ratemay not be jus-
ti�ed from a throughputperspective. For instance,during theday,
thelossprobabilitydifferenceis lessthan0.2for 25%of thecases.
Similar observationsweremadein ameasurementstudyof anout-
door802.11meshnetwork [1].

Further, thedifferencein thenight anddaycurvessuggeststhat
rateadaptationis lesshelpful whenthereis contentionin the net-
work. This further supportsour earlier inference(Section5) that
moving to a lower rate in the faceof lost packetswithout under-
standingthe causebehindthe loss is not a goodstrategy.4 In the
future,wewill investigaterateadaptationstrategiesthatdistinguish
betweenthecausesbehindlostpackets.

7. RELATED WORK
Our studyis uncommonin that it analyzeswirelesstracesfrom

a production802.11network. Except for a concurrentpublica-
tion [7], the only other work that analyzeswirelesstracesfrom
a productionnetwork is that of Yeo et al. [11]. They advocate
monitoringwirelessnetworksfor securityreasonsandexplorehow
tracesfrom differentmonitorscanbemergedto obtainamorecom-
pleteview. Towardthis goal,they developandtesta tracemerging
methodology. In contrast,our focusis to usesuchtracesto further
ourunderstandingof how well 802.11hotspotnetworksfunctionin
practice.

All of the otherwork thatuseswirelesstracesof which we are
awarehasthe �a vor of experimentsover a controlledratherthan
a productionnetwork, e.g., characterizationof wirelesslossesin
Roofnet[1]. Thetwo methodshavedifferentstrengths.While con-
trolled experimentscanenablea deeperinvestigationinto someof
theobservedphenomena,analyzingaproductionnetwork provides
valuableinsightinto theoperationof realnetworks.

Many studiesof clientbehavior onwirelessnetworkshaveemer-
gedover thepast� veyears(e.g.,[10, 2, 6, 3, 9, 5]). Thesecomple-
mentour studyby usinga mix of SNMPandwired network traces
to analyzeuserandapplicationbehavior. However, this method-
ology cannotbeusedto infer thepropertiesof thewirelessmedia
itself to make inferencessuchasthosewemake in this paper.

8. DISCUSSIONAND FUTURE WORK
We concludewith a discussionof our experienceworking with

wirelesstraces;ourresultsaresummarizedatthestartof thispaper.
Tracesgatheredby snif�ng thewirelessmediumat oneor more

pointspresentbothnew opportunitiesandchallengescomparedto
wired tracesand SNMP logs. Of course,their key advantageis
obtainingthedetailedPHY andMAC informationthatwould oth-
erwisebe lost andthe new kinds of studiesthat this enables.For

4Thisproblemis similar to TCPreducingits congestionwindow in
responseto all typesof losses,which leadsto unnecessaryreduc-
tion in throughputwhenlossesarenot relatedto congestion.

instance,noneof theanalysesin this papercouldhave beencom-
pletedwith wired tracesandSNMPstatistics.

Thekey disadvantageof wirelesstracesis that they areincom-
plete. The monitors log only correctly decodedframesor some
error framesthatwerecloseto beingdecoded.This omitsperiods
of energy thatcorrespondto lost frames.More subtly, even“com-
plete”wirelesstracesatamonitorcannotdirectly recordwhethera
particularnodesuccessfullyreceivedspeci�c frames;locationand
hardwarecapabilitiesare�rst-classfeaturesof wirelessmedia.

We expectmethodsfor processingsuchtracesto becomemore
sophisticatedto mitigatethesedisadvantages.Yeoetal. take astep
in thisdirectionby mergingtracesfrom severalmonitorsusingbea-
consto provide a morecompleteview of activity in a region [11].
Our approachis different. We found that the tracesusuallycon-
tain enoughhints (e.g.,802.11sequencenumbers,Retrybits, and
Data-Ackpairs)to allow usto estimateor quantifytheinformation
thatis missing.In thismanner, many kindsof interestinginferences
canbedrawn, thoughthey maybestatisticalanddependonvarious
independenceassumptions.

Finally, we believe thatwe have just scratchedthesurfacewhen
it comestoextractinginformationfrom passively collectedwireless
traces.Betterinferenceproceduresareaprimeareafor futurework
that may provide deeperinsight into the effectivenessof 802.11.
The major areaswe hopeto explore include: understandingthe
spatialdiversityby comparingandmerging acrossmonitors;using
theerror indicationsto seehow transmissionerrorsandcollisions
affect performance;andmatchingData-Ackpairsto detecthidden
terminals.In thelong term,we hopethesetechniquesandinsights
canbeleveragedby wirelessnodesto improvethequalityof 802.11
networksasdeployedandusedin practice.
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