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Context

e Multiprocessors
- massively nondeterministic

* Nondeterminism makes programs ...

- hard to test
» same input, different output, many interleavings

- hard to debug

» leads to heisenbugs

- hard to replicate for fault-tolerance
» replicas get out-of-sync



This Talk

* Deterministic languages
- a good idea, though somewhat limited
- not our focus

* Deterministic execution
- execute multithreaded C/C++/]Java programs in a deterministic way

* Basic questions:

- how much does deterministic execution simplify those tasks!?
- how does it compare to alternatives!?
- is it worth the costs?

(what are the open problems?>




Qutline

The Deterministic Execution Hammer

@% how does it work?
@ﬁ what is its runtime overhead?

The Nails

x debugging
A\, fault-tolerant replication

X testing
(more in the paper)



Building a Hammer
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@% DMP [Asplos09] (also: CoreDet [Asplos10] ' dOS, Determinator [Osdil% Calyin [Hpealll RCDC [Asplosil])
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“{, Specialized approaches

fork-join programs: Grace [©°Pls209] Revisions [©oplsal?]
database transactions; [Vldbl10]



How fast can we hammer?

@? Kendo

pretty good, but for
race-free programs only

Kendo [Asplos09]

runtime library

X DMP

ylkes'
Coredet [AsplosiO] compiler + runtime 1x -{10x|
dOS [Osdil0] operating system 1x -}10x
Determinator [©sdil0] operating system Ix -§10x
DMP [Asplos0?] custom hw 1x —|1.7x
Calvin [Hpeall] custom hw 1x -{1.7x
RCDC [Asplosli] custom hw + runtime 1x -{1. 7x‘1

better, but
needs hw



How fast can we hammer?
K DMP

e Performance is not robust

Thread) Threadz Threads

[ 1 1

* What if a thread reaches the barrier slowly?
- switched out for a high-priority service
- datacenters, where applications are tightly-packed on computers
- cpu frequency scaling
- heterogeneous multicore




Building an ldeal Hammer

ﬁ)pen Problem I: \

Can we provide strongly deterministic
execution with performance that is robust

Qnough for use in production environmenty




Qutline

The Nails

x debugging
A\, fault-tolerant replication

X testing



X Debugging

* Most important requirement for debugging:
- reproducibility!

* |deal record-and-replay
- no overhead during record (so we can turn on in production)
- reasonable overhead during replay
- reasonable log size

* Deterministic execution sounds promising ...



X Debugging

record replay :
log size
overhead overhead
Kendo Ix - 1.7x can’t replay small
' data races! (inputs only)
DMP not robust reasonable ~small
(inputs only)
Re.cI:qohrd/Replay very low reasonable reasonable
in hw
[FselO]
LE.AP Ix - 7% reasonable kinda big
INn SW
[Sosp09]
PRES, O.DR | 9 .often smaII: ~easonable
sw: partial record sometimes doesn’t work

my choice



X Debugging

record replay :
log size
overhead overhead
can’t replay small
Kendo IXERIE7X data races! (inputs only)
DMP not robust reasonable ~small
(inputs only)
Re.cnohrd/Replay very low reasonable reasonable
in hw
[FselO]
LE.AP Ix - 7% reasonable kinda big
In SW
[Sosp09]
PRES, O.DR | 9% .often smaII: easonable
sw: partial record sometimes doesn’t work

interesting combo



x Fault- Tolerant Replication

¢ Think state machines

* Important requirement
- determinism!
- keeps replicas in sync

* |deally

- determinism with no overhead



X Fault- Tolerant Replication

overhead caveats
can’t replicate programs
Kendo IXERIE/X with data races!
DMP not robust - ?
record-and-replicate very high this will never work
execute-and-check implementation assumes €y
Asplos10 Ix - 3x : :
ReSpec [AsplosiO] all replicas on same machine
continuous-checkpointing | |.3x - 2x or more!? can’t be used with o

Remus [Nsdi08] (varies) voting protocols °



&\ Fault- Tolerant Replication

* What about software bugs!?
- a timing-related software bug can take down all replicas!

~data
race!

data data
race! race!

* Many programs produce deterministic output by design
- ... when they’re not buggy

* Nondeterministic scheduling can hide bugs

~data
race!




x Fault- Tolerant Replication

diverse

6pen Problem 2:

Can we provide efficient and

~

meaningfully diverse deterministic

Q(ecution? /

Replica; Replicaz Replicas
M | |
test test test
deploy deploy deploy >

deterministic

deterministic

deterministic




x Testing

* Testing multithreaded programs is hard!

ZAS

schedules per input = T - k!
where T = # of threads
k = # of instructions (length of execution)



x Testing

* Testing multithreaded programs is hard!

||||||||||

|||||||||||||||||||||



X Testing

¢ |t’s easier with deterministic execution! ... or is it?

Input;

?

Inputs

Inputs

Inputa Inputs Inputs4

2 Good: For each input we test, we

| know exactly how it behaves.

Nputs

2 Bad: In practice, we can’t come close
Inputio to enumerating all possible inputs.

? f f



x Testing

* Example: does your program have any bugs due to
race conditions or atomicity violations!?

* Nondeterministic testing
- small scope hypothesis for concurrency says:

Thread,
Thread
don’t need to T can find mo.st Thread,
ekl (all?) bugs with
test all (T - k?) . 2
. Thread> just (T - k*)
fine grained .
schedules Thread, coarse grained __
Thread, schedules read;
lliliecs! Thread,
Thread
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X Testing

* Testing assuming deterministic execution
- look for buggy inputs
- is this easier than looking for buggy schedules!?
- is there an equivalent small scope hypothesis for inputs?

Input; Inputz Inputs Inputs Inputs Inputs

?OK ?OK ?OK gug ?OK 2OK
ﬁpen Problem 3: \

Does deterministic execution
actually make it easier to test

Qultith readed programs!? /

21




X Testing

* The execution space

/Open Problem 4: \

Can deterministic execution, in
practice, reduce the total
number of executions possible

\for a program! /

possible executions

deterministic

possible inputs
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X Testing

* Modular unit testing is great
- but deterministic execution operates on whole programs

module execution
depends on context

Thread,
1

M.foo()

Thread;

l

Threads

C deterministic communication )

l

M.blar()

oo

|

Thread,
|

M.foo()

Thread; Threads

* Have to test all contexts
- this seems just as bad as nondeterministic execution
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M.bar()

L

( deterministic communication)
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x Testing

* Modular unit testing is great
- but deterministic execution operates on whole programs

* Have to test all contexts
- this seems just as bad as nondeterministic execution

ﬁ)pen Problem 5: \

Can we design modular deterministic
execution strategies that enable
better modular testing than

Qondeterministic execution does? j
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Summary

* Deterministic execution’s strength:
- one-size-fits-all solution to nondeterminism

* Can we get the best of both worlds?

determinism nondeterminsm
- repeatability - robust performance
- diversity in replication
- small scope hypothesis for testing
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