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What devices in the 
Home?

Make existing computational devices /services better?
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What is the likelihood 
that new products will 

be “secure” and 
“private”?



Example “Opportunities”
• Cat (RFIDs) infected with computer virus 

(http://www.rfidvirus.org/) 
• Nike+iPod (UW)
• Implantable Defibrillators (UW+UMass+ 

BIDMC/Harvard)

http://www.rfidvirus.org
http://www.rfidvirus.org
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But would anyone 
exploit these 

vulnerabilities?



November 2007

"I was able to trace back the source of the attack to a handful of sites where the 
perpetrators were instigating the event," said Bernard Ertl, CWE Administrator. "It 
was just a bunch of very immature people delighting in 
their attempts to cause people misery. Attacking sites is just a 
way to pass time for them. Unfortunately, this time they tried to hurt people. Seizures are 
not a laughing matter. A member of CWE passed away just two weeks ago from a 
seizure. SUDEP (Sudden Unexplained Death in Epilepsy) is a very real and serious 
concern."



Again in March 2008

“This was clearly an act of vandalism with the 
intent to harm people, and we shut the attack down 
immediately,” said Eric R. Hargis, president and CEO of the 
Epilepsy Foundation



Why are new devices so 
often insecure?

1. Oversight:  Designers didn’t consider 
security and privacy

2. Choice:  Designers chose to ignore security 
and privacy

3. Definitions:  What does security mean?

4. Mistakes:  “Easy” solutions, flawed 
implementation (includes usability issues)

5. Technical challenges:  Fundamental 
technical obstacles 

Need to overcome all 5.  Need to overcome 1-4 first
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Numbers here are estimates; for new devices (not desktop computers and applications)



Technical Challenges

• Definitions
• Component diversity
• Evolving components

• Limited interfaces
• Physical interaction
• Remote access
• Who’s the “user”?

• Who’s the “administrator”?



Addressing Oversight 
and Choice

If we believe that security and privacy are important...
• Increase consumer demand

• Media?
• Public service education?
• Consumer Reports?

• Top down:
• Legislation

• Toy safety; FDA
• Liability

• Computer science and engineering education
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